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Client-Side Phishing Report

Introduction

This report presents the results of a client-side phishing exercise conducted by Core Impact. A phishing attack sends an email
to one or more email addresses attempting to trick the recipients into following a link that could either redirect them to an
external webpage (Web Page Redirect) or to a webpage controlled by the tester that will impersonate a login page or other
web form (Web Page Clone).

The goal of the Web Page Clone attack is to learn recipients’ credentials (or other sensitive information) for a particular service,
requiring the end user to enter such information. Although control of hosts is not directly obtained, credentials gathered could
be used to further abuse the service being impersonated. Information not otherwise available may be obtained using victims'
credentials.

Workspace Summary

WORKSPACE EXACT RUNNING COMPANY/TEST
STARTED FINISHED
NAME TIME TIME AREA NAME
Demo 01/13/17 12:08 01/13/17 04:14 4h 6m 39s 23m 54s N/A
pm pm

Summary of Phishing Tests

Total number of targets attacked: 2

Total number of targets that viewed the attack email (*): 0
Total number of targets that visited the phishing site: 1

Total number of targets that submitted data: 1
Percentage of targets that viewed the attack email: 0.00%
Percentage of targets that visited the phishing site: 50.00%
Percentage of targets that entered data to the phishing site: 50.00%

(*) = Targets instructed email client to display external elements.
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Phishing Attacks

Phishing Attacks Details

Total Emails Sent: 2
Total Clicked Links(*): 0
Data Submissions: 1
Il Attacks with no result 50.0%
Clicked link on phishing site 0.0%
W Data Logged on the phishing site  50.0%
Total: 100.0%
Web Page Clone
(*) In case of a Web Page Clone attack where the target submitted data, the click isn't counted.
Details of Phishing Attacks
Name Email Attack Type Total Data Last Activity Date
Clicks Submitted
user@vmcorelab.com Web Page Clone 0 No
Victim victim@localhost.com Web Page Clone 1 Yes 01-13-2017 14:45:11

Details of Web Page Redirect Attacks

« No Web Page Redirect attacks were found on the selected workspace
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Details of Web Page Clone Attacks

Information submitted by targets

Name Email

Victim victim@localhost.com

Cloning URL

http://www.linkedin.com

Forms Collected

Data Saved:

Password Fields

session_passw
Visible Fields

session_key:
Hidden Fields

sourceAlias:
loginCsrfPararr
isUsEnabled:

Yes

password123

brittany@core.com

0_7r5yezRXCiA_HOt
d6890baa-982e-480:
false
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