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CORE

Workspace(s) information
Name Company/Test Area Started Finished Exact Time Running Time
Demo 01/13/17 12:08 PM 01/13/17 04:01 PM 3h 53m 37s 23m 53s
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Impact

Summary

Risks
Vulnerabilities Total
Successfully exploited 4
Exposures Total
Found 0

Assets

Hosts Total
Found 18
At Risk (confirmed vulnerabilities or exposures)

Compromised (at least one agent installed)

General
Effort Total
Modules run (vulnerabilities) 8
Modules run (exposures) 0
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Hosts

Additional
Info

Host Name Architecture Distribution

Workspace

Visibility Path Last Snapshot

Demo

Demo

Demo

Demo

Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

/192.168.123.100

/192.168.123.11
/192.168.123.55

/192.168.123.77

/192.168.123.77/10.1.16.1
/192.168.123.77/10.1.16.11
/192.168.123.77/10.1.16.21

/192.168.123.77/192.168.123.1

/192.168.123.77/192.168.123.100

/192.168.123.77/192.168.123.11

/192.168.123.77/192.168.123.120

/192.168.123.77/192.168.123.200

/192.168.123.77/192.168.123.22

/192.168.123.77/192.168.123.33

/192.168.123.77/192.168.123.44

/192.168.123.77/192.168.123.55

/192.168.123.77/192.168.123.66

/192.168.123.77/192.168.123.77
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FREEFLY-DC

192.168.123.11
192.168.123.55

winl12377

10.1.16.1
10.1.16.11
10.1.16.21

192.168.123.1

192.168.123.100

192.168.123.11

192.168.123.120

192.168.123.200

192.168.123.22

192.168.123.33

192.168.123.44

192.168.123.55

192.168.123.66

192.168.123.77

192.168.123.100

192.168.123.11
192.168.123.55

192.168.123.77

10.1.16.1
10.1.16.11
10.1.16.21

192.168.123.1

192.168.123.100

192.168.123.11

192.168.123.120

192.168.123.200

192.168.123.22

192.168.123.33

192.168.123.44

192.168.123.55

192.168.123.66

192.168.123.77

x86-64

i386
i386

i386

Unknown
Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

windows

linux

windows

windows

unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Version Edition

2012R2 Standard
XP unknown
2008 Standard

2

1

unknown

C:/Users/User/AppD
ata/Roaming/IMPAC
T/components/mod
ules/classic/install/R
eports/win12377_Ja
n_13 2017 14 _29_
21.bmp

Hosts



CORE

Impact

Modules Parameters

Workspace Visibility Path Task ID Module Name Started Finished Parameter Name Parameter Value
Demo /192.168.123.100 5 Apply Imported Data 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/APPLIED False
Demo /192.168.123.100 5 Apply Imported Data 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/VULNERABILITY SCANNER Nessus

/192.168.123.77;/192.1
Demo /192.168.123.100 5 Apply Imported Data 01/13/17 12:08 PM 01/13/17 12:08 PM TARGET 68.123.55;/192.168.12
3.11;/192.168.123.100

Demo /192.168.123.100 9 OS Detect by SMB 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/BOTH PORTS true
Demo /192.168.123.100 9 OS Detect by SMB 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/MAX_DCERPC_FRAGMENT -1

Demo /192.168.123.100 9 OS Detect by SMB 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/MAX_TRANSPORT_FRAGMENT -1

Demo /192.168.123.100 9 OS Detect by SMB 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/USE DEFAULT TARGET ARCH true
Demo /192.168.123.100 9 OS Detect by SMB 01/13/17 12:08 PM 01/13/17 12:08 PM PORT 445
Demo /192.168.123.100 9 OS Detect by SMB 01/13/17 12:08 PM 01/13/17 12:08 PM TARGET /192.168.123.100
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/COMMIT_PORTS all

Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/DETECT SERVICES NO
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM Advanced/SKIP ALREADY SCANNED PORTS NO
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM DEFAULT DELAY 500
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM NETWORK INTERFACE

Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM PASSIVE MODE NO
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM PORT RANGE 161,1000
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM PROBES Default

/192.168.123.100;/192.
Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM TARGET 168.123.55;/192.168.1
23.77;/192.168.123.11

Demo /192.168.123.100 10 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:08 PM TIMEOUT 1
Demo /192.168.123.100 11 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:10 PM Advanced/COMMIT_PORTS all
Demo /192.168.123.100 11 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:10 PM Advanced/DETECT SERVICES NO
Demo /192.168.123.100 11 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:10 PM Advanced/SKIP ALREADY SCANNED PORTS YES
Demo /192.168.123.100 11 Port Scanner - UDP 01/13/17 12:08 PM 01/13/17 12:10 PM DEFAULT DELAY 500
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/192.168.123.100

/192.168.123.100

11

11
11
11

11

11

12

12

12

12

12

12

12

12

13

Port Scanner - UDP

Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
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01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

NETWORK INTERFACE

PASSIVE MODE
PORT RANGE
PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/SKIP ALREADY SCANNED PORTS

DELAY

NETWORK INTERFACE

PASSIVE MODE
PORT RANGE

SRC PORT

TARGET

Advanced/COMMIT_PORTS

CORE

Impact

\Device\WPRO_41_187
9_{FF1BFADD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3DSF}

NO

DYNAMIC

Default
/192.168.123.11;/192.1

68.123.55;/192.168.12
3.77;/192.168.123.100

1

all

NO

10

\Device\WPRO_41_187
9 {FF1BF4DD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879 {FF
1BF4DD-44BB-473D-
AGOF-A37F83FC3D8F}

NO

Nmap Top 12,135

/192.168.123.77;/192.1
68.123.100;/192.168.1
23.11;/192.168.123.55

all
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13

13

13

13

13

13

19

19

19

19

19

19

19

19

19

19

19

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
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Nmap Service-version
Detection
Nmap Service-version
Detection
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01/13/17 12:08 PM
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01/13/17 12:09 PM
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01/13/17 12:09 PM
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01/13/17 12:09 PM
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01/13/17 12:10 PM

01/13/17 12:10 PM
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01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

Advanced/SKIP ALREADY SCANNED PORTS

DELAY

NETWORK INTERFACE

PASSIVE MODE

PORT RANGE

SRC PORT

TARGET

Advanced/DETECT UDP SERVICES

Advanced/GUESS BY PORT NUMBER

Advanced/SKIP DETECTED SERVICES

Advanced/TCP PORT RANGE

Advanced/TRY TO IDENTIFY COMMONLY

FORWARDED SERVICES
Advanced/UDP PORT RANGE

INTENSITY

Port Scanning/RUN PORTSCANNER
Port Scanning/TCP PORTSCANNER
RPC Services/DETECT RPC SERVICES

RPC Services/METHOD

CORE

Impact

YES
10
\Device\WPRO_41_187
9 _{FF1BFADD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
ABOF-A37F83FC3D8F}
NO

DYNAMIC,79

/192.168.123.11;/192.1
68.123.100;/192.168.1
23.55;/192.168.123.77
NO

ALWAYS

YES

DYNAMIC,79

NO

DYNAMIC

MEDIUM

NEVER

TCP Connect

NO

Port Mapper
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/192.168.123.11
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19

19

21
26
26

10
10
10
10
10
10
10
10

10

10
11
11
11
11

Nmap Service-version
Detection

Nmap Service-version
Detection
Add Tag To Host

NULL Shares Scanner
NULL Shares Scanner
Apply Imported Data
Apply Imported Data

Apply Imported Data

Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

01/13/17 12:10 PM
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01/13/17 12:10 PM
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01/13/17 12:08 PM
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01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

TARGET

TIMEOUT

TARGET

PROTOCOL

TARGET

Advanced/APPLIED
Advanced/VULNERABILITY SCANNER

TARGET

Advanced/COMMIT_PORTS
Advanced/DETECT SERVICES
Advanced/SKIP ALREADY SCANNED PORTS
DEFAULT DELAY

NETWORK INTERFACE

PASSIVE MODE

PORT RANGE

PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/DETECT SERVICES
Advanced/SKIP ALREADY SCANNED PORTS
DEFAULT DELAY

CORE

Impact

/192.168.123.55;/192.1
68.123.100;/192.168.1
23.11;/192.168.123.77

6

/192.168.123.100
445/SMB
/192.168.123.100
False

Nessus
/192.168.123.77;/192.1
68.123.55;/192.168.12
3.11;/192.168.123.100
all

NO

NO

500

NO

161,1000

Default
/192.168.123.100;/192.
168.123.55;/192.168.1
23.77;/192.168.123.11
1

all

NO

YES

500
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11
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12

12

12

12

12

12

12

13

Port Scanner - UDP

Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN

Port Scanner - Fast SYN
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01/13/17 12:09 PM

NETWORK INTERFACE

PASSIVE MODE
PORT RANGE
PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/SKIP ALREADY SCANNED PORTS

DELAY

NETWORK INTERFACE

PASSIVE MODE
PORT RANGE

SRC PORT

TARGET

Advanced/COMMIT_PORTS

CORE

Impact

\Device\WPRO_41_187
9 _{FF1BFADD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3DSF}

NO

DYNAMIC

Default
/192.168.123.11;/192.1

68.123.55;/192.168.12
3.77;/192.168.123.100

1

all

NO

10

\Device\WPRO_41_187
9_{FF1BF4DD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3D8F}

NO

Nmap Top 12,135

/192.168.123.77;/192.1
68.123.100;/192.168.1
23.11;/192.168.123.55

all
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Nmap Service-version
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10
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Advanced/SKIP ALREADY SCANNED PORTS

DELAY

NETWORK INTERFACE

PASSIVE MODE

PORT RANGE

SRC PORT

TARGET

Advanced/DETECT UDP SERVICES

Advanced/GUESS BY PORT NUMBER

Advanced/SKIP DETECTED SERVICES

Advanced/TCP PORT RANGE

Advanced/TRY TO IDENTIFY COMMONLY

FORWARDED SERVICES
Advanced/UDP PORT RANGE

INTENSITY

Port Scanning/RUN PORTSCANNER
Port Scanning/TCP PORTSCANNER
RPC Services/DETECT RPC SERVICES

RPC Services/METHOD

CORE

Impact

YES
10
\Device\WPRO_41_187
9 _{FF1BFADD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
ABOF-A37F83FC3D8F}
NO

DYNAMIC,79

/192.168.123.11;/192.1
68.123.100;/192.168.1
23.55;/192.168.123.77
NO

ALWAYS

YES

DYNAMIC,79

NO

DYNAMIC

MEDIUM

NEVER

TCP Connect

NO

Port Mapper
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/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.55
/192.168.123.55

/192.168.123.55

/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55

19

19

20

242

242

242

242

242

242

0O 0 0 0 0 o

10
10

Nmap Service-version
Detection

Nmap Service-version
Detection

Add Tag To Host
Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apply Imported Data

Apply Imported Data

Apply Imported Data

OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 03:52 PM

01/13/17 03:52 PM

01/13/17 03:52 PM

01/13/17 03:52 PM

01/13/17 03:52 PM

01/13/17 03:52 PM

01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
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01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 03:53 PM

01/13/17 03:53 PM

01/13/17 03:53 PM

01/13/17 03:53 PM

01/13/17 03:53 PM

01/13/17 03:53 PM

01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

TARGET

TIMEOUT

TARGET

Agent Connection/AGENT

Agent Connection/CONNECTION METHOD

Agent Connection/PORT

Autorun/MODULE

PORT

TARGET

Advanced/APPLIED
Advanced/VULNERABILITY SCANNER

TARGET

Advanced/BOTH PORTS
Advanced/MAX_DCERPC_FRAGMENT
Advanced/MAX_TRANSPORT_FRAGMENT
Advanced/USE DEFAULT TARGET ARCH
PORT

TARGET

Advanced/COMMIT_PORTS
Advanced/DETECT SERVICES
Advanced/SKIP ALREADY SCANNED PORTS

CORE

Impact

/192.168.123.55;/192.1
68.123.100;/192.168.1
23.11;/192.168.123.77

6

/192.168.123.11

Connect to target

/192.168.123.11

False
Nessus
/192.168.123.77;/192.1

68.123.55;/192.168.12
3.11;/192.168.123.100

true

445
/192.168.123.55
all

NO

NO

Modules Parameters



Demo
Demo
Demo
Demo

Demo

Demo

Demo
Demo
Demo
Demo

Demo

Demo

Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55

/192.168.123.55

/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55

/192.168.123.55

/192.168.123.55
/192.168.123.55
/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

10
10
10
10
10

10

10
11
11
11
11

11

11
11
11

11

11

12

12

12

Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

Port Scanner - Fast SYN 01/13/17 12:08 PM

Port Scanner - Fast SYN  01/13/17 12:08 PM

Port Scanner - Fast SYN 01/13/17 12:08 PM

12

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

DEFAULT DELAY
NETWORK INTERFACE
PASSIVE MODE

PORT RANGE

PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/DETECT SERVICES
Advanced/SKIP ALREADY SCANNED PORTS
DEFAULT DELAY

NETWORK INTERFACE

PASSIVE MODE
PORT RANGE
PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/SKIP ALREADY SCANNED PORTS

DELAY

CORE

Impact

500

NO

161,1000

Default
/192.168.123.100;/192.
168.123.55;/192.168.1
23.77;/192.168.123.11
1

all

NO

YES

500
\Device\WPRO_41_187
9_{FF1BF4DD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BF4DD-44BB-473D-
A60F-A37F83FC3D8F}
NO

DYNAMIC

Default
/192.168.123.11;/192.1

68.123.55;/192.168.12
3.77;/192.168.123.100

1

all

NO

10
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CORE

Impact

\Device\WPRO_41_187
9 _{FF1BFADD-44BB-
473D-A60F-

Demo /192.168.123.55 12 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:08 PM NETWORK INTERFACE A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3DSF}

Demo /192.168.123.55 12 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:08 PM PASSIVE MODE NO
Demo /192.168.123.55 12 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:08 PM PORT RANGE Nmap Top 12,135
Demo /192.168.123.55 12 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:08 PM SRC PORT 0

/192.168.123.77;/192.1
Demo /192.168.123.55 12 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:08 PM TARGET 68.123.100;/192.168.1
23.11;/192.168.123.55

Demo /192.168.123.55 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM Advanced/COMMIT_PORTS all
Demo /192.168.123.55 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM Advanced/SKIP ALREADY SCANNED PORTS YES
Demo /192.168.123.55 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM DELAY 10

\Device\WPRO_41_187
9 _{FF1BFADD-44BB-
473D-A60F-

Demo /192.168.123.55 13 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:09 PM NETWORK INTERFACE A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3DSF}

Demo /192.168.123.55 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM PASSIVE MODE NO
Demo /192.168.123.55 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM PORT RANGE DYNAMIC,79
Demo /192.168.123.55 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM SRC PORT 0

/192.168.123.11;/192.1
Demo /192.168.123.55 13 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:09 PM TARGET 68.123.100;/192.168.1
23.55;/192.168.123.77

Nmap Service-version
Detection

Demo /192.168.123.55 19 01/13/17 12:10 PM 01/13/17 12:10 PM Advanced/DETECT UDP SERVICES NO

Network Host Based Activity Report 13 Modules Parameters



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo
Demo
Demo
Demo

Demo

Demo

Demo
Demo
Demo
Demo
Demo

Demo

Network Host Based Activity Report

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77

19

19

19

19

19

19

19

19

19

19

19

19

22
23
23

NN NN NN

Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection

Nmap Service-version
Detection

Nmap Service-version
Detection

Add Tag To Host

NULL Shares Scanner
NULL Shares Scanner
Apply Imported Data
Apply Imported Data

Apply Imported Data

OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
OS Detect by SMB
OS Detect by SMB

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

14

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:11 PM
01/13/17 12:11 PM
01/13/17 12:11 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

Advanced/GUESS BY PORT NUMBER
Advanced/SKIP DETECTED SERVICES

Advanced/TCP PORT RANGE

Advanced/TRY TO IDENTIFY COMMONLY
FORWARDED SERVICES

Advanced/UDP PORT RANGE
INTENSITY

Port Scanning/RUN PORTSCANNER
Port Scanning/TCP PORTSCANNER
RPC Services/DETECT RPC SERVICES

RPC Services/METHOD

TARGET

TIMEOUT

TARGET

PROTOCOL

TARGET

Advanced/APPLIED
Advanced/VULNERABILITY SCANNER

TARGET

Advanced/BOTH PORTS
Advanced/MAX_DCERPC_FRAGMENT
Advanced/MAX_TRANSPORT_FRAGMENT
Advanced/USE DEFAULT TARGET ARCH
PORT

TARGET

CORE

Impact

ALWAYS

YES
DYNAMIC,79
NO
DYNAMIC
MEDIUM
NEVER

TCP Connect
NO

Port Mapper

/192.168.123.55;/192.1
68.123.100;/192.168.1
23.11;/192.168.123.77

6

/192.168.123.55
445/SMB
/192.168.123.55

False

Nessus
/192.168.123.77;/192.1
68.123.55;/192.168.12
3.11;/192.168.123.100
true

-1

-1

true

445

/192.168.123.77

Modules Parameters



Demo
Demo
Demo
Demo
Demo
Demo
Demo

Demo

Demo

Demo
Demo
Demo
Demo

Demo

Demo

Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

10
10
10
10
10
10
10
10

10

10
11
11
11
11

11

11
11
11

11

11

12

12

12

Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP
Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

Port Scanner - Fast SYN 01/13/17 12:08 PM

Port Scanner - Fast SYN  01/13/17 12:08 PM

Port Scanner - Fast SYN 01/13/17 12:08 PM

15

01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM
01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

Advanced/COMMIT_PORTS
Advanced/DETECT SERVICES
Advanced/SKIP ALREADY SCANNED PORTS
DEFAULT DELAY

NETWORK INTERFACE

PASSIVE MODE

PORT RANGE

PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/DETECT SERVICES
Advanced/SKIP ALREADY SCANNED PORTS
DEFAULT DELAY

NETWORK INTERFACE

PASSIVE MODE
PORT RANGE
PROBES

TARGET

TIMEOUT

Advanced/COMMIT_PORTS
Advanced/SKIP ALREADY SCANNED PORTS

DELAY

CORE

Impact

all

NO
NO
500

NO

161,1000

Default
/192.168.123.100;/192.
168.123.55;/192.168.1
23.77;/192.168.123.11
1

all

NO

YES

500
\Device\WPRO_41_187
9 {FF1BFADD-44BB-
473D-A60F-
A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
A60F-A37F83FC3D8F}
NO

DYNAMIC

Default
/192.168.123.11;/192.1

68.123.55;/192.168.12
3.77;/192.168.123.100

1

all

NO

10
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CORE

Impact

\Device\WPRO_41_187
9_{FF1BFADD-44BB-
473D-A60F-

Demo /192.168.123.77 12 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:08 PM NETWORK INTERFACE A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3DSF}

Demo /192.168.123.77 12 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:08 PM PASSIVE MODE NO
Demo /192.168.123.77 12 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:08 PM PORT RANGE Nmap Top 12,135
Demo /192.168.123.77 12 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:08 PM SRC PORT 0

/192.168.123.77;/192.1
Demo /192.168.123.77 12 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:08 PM TARGET 68.123.100;/192.168.1
23.11;/192.168.123.55

Demo /192.168.123.77 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM Advanced/COMMIT_PORTS all
Demo /192.168.123.77 13 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:09 PM Advanced/SKIP ALREADY SCANNED PORTS YES
Demo /192.168.123.77 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM DELAY 10

\Device\WPRO_41_187
9_{FF1BFADD-44BB-
473D-A60F-

Demo /192.168.123.77 13 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:09 PM NETWORK INTERFACE A37F83FC3D8F};\Devic
e\WPRO_41_1879_{FF
1BFADD-44BB-473D-
AGOF-A37F83FC3DSF}

Demo /192.168.123.77 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM PASSIVE MODE NO
Demo /192.168.123.77 13 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:09 PM PORT RANGE DYNAMIC,79
Demo /192.168.123.77 13 Port Scanner - Fast SYN 01/13/17 12:08 PM 01/13/17 12:09 PM SRC PORT 0

/192.168.123.11;/192.1
Demo /192.168.123.77 13 Port Scanner - Fast SYN  01/13/17 12:08 PM 01/13/17 12:09 PM TARGET 68.123.100;/192.168.1
23.55;/192.168.123.77

Nmap Service-version
Detection

Demo /192.168.123.77 19 01/13/17 12:10 PM 01/13/17 12:10 PM Advanced/DETECT UDP SERVICES NO
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Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

19

19

19

19

19

19

19

19

19

19

19

19

24
24
25

160

160

160

160

160

160

160

Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection
Nmap Service-version
Detection

Nmap Service-version
Detection

Nmap Service-version
Detection
NULL Shares Scanner

NULL Shares Scanner
Add Tag To Host

Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

17

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:11 PM
01/13/17 12:11 PM
01/13/17 12:11 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

Advanced/GUESS BY PORT NUMBER
Advanced/SKIP DETECTED SERVICES

Advanced/TCP PORT RANGE

Advanced/TRY TO IDENTIFY COMMONLY
FORWARDED SERVICES

Advanced/UDP PORT RANGE
INTENSITY

Port Scanning/RUN PORTSCANNER
Port Scanning/TCP PORTSCANNER
RPC Services/DETECT RPC SERVICES

RPC Services/METHOD

TARGET

TIMEOUT

PROTOCOL
TARGET
TARGET

AUTORUN

Autorun/MODULE
connection_method
connection_method_behaviour
DB2 IDENTITY VERIFIER

FTP IDENTITY VERIFIER

HTTP IDENTITY VERIFIER

CORE

Impact

ALWAYS

YES

DYNAMIC,79

NO

DYNAMIC

MEDIUM

NEVER

TCP Connect

NO

Port Mapper

/192.168.123.55;/192.1

68.123.100;/192.168.1
23.11;/192.168.123.77

6

445/SMB
/192.168.123.77
/192.168.123.77

NO

Default

preferred

false

false

false

Modules Parameters



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
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01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

IDENTITY VERIFIERS ATTACK PHASE

IV ACCOUNT LOCKOUT DELAY

IV ADVANCED OPTIONS

IV ALPHANUMERIC PASSWORD ONLY

IV ATTACK TYPE

IV COMMON COMMUNITY LIST

IV COMMON DATABASE LIST

IV COMMON DELAY BETWEEN PROBES

IV COMMON DEPLOY AGENT

IV COMMON DOMAIN LIST

IV COMMON GRABBED

IV COMMON IMPORTED

IV COMMON INCLUDE PARTIAL IDENTITIES

IV COMMON INSTANCE LIST

IV COMMON MAX TRIES PER ACCOUNT

IV COMMON MIN PASSWORD LENGTH

IV COMMON MIN USERNAME LENGTH

IV COMMON RECOMBINE ALL IDENTITIES

IV COMMON STOP AT FIRST

IV COMMON THREADS

IV COMMON TRY NULL PASSWORD

IV COMMON VALIDATED

CORE

Impact

before

0

Minimum username
length

true

Known and Default
Identities

true
true

true

true

true

true

true

true

Modules Parameters



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

160

160

160

160

160

160

160

160

160

160

160

160

160

160

Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration

Network Attack and
Penetration

Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration

Network Attack and
Penetration

Network Attack and
Penetration

Network Attack and
Penetration

Network Attack and
Penetration
Network Attack and
Penetration

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
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01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

IV CUSTOM ATTACK DEEP

IV DEFAULT ATTACK DEEP

IV DICTIONARY ATTACK ADDITIONAL
PASSWORD LIST
IV DICTIONARY ATTACK ADDITIONAL
USERNAME LIST

IV DICTIONARY ATTACK PASSWORD FILE

IV DICTIONARY ATTACK PASSWORD LIST
SOURCE SELECTION

IV DICTIONARY ATTACK USERNAME FILE

IV DICTIONARY ATTACK USERNAME LIST
SOURCE SELECTION

IV KNOWN DEFAULT ATTACK DEEP

IV KNOWN DEFAULT PASSWORD FILE

IV KNOWN DEFAULT PASSWORD LIST SOURCE
SELECTION

IV KNOWN PASSWORD FILE

IV KNOWN PASSWORD LIST SOURCE
SELECTION

IV TIMEOUT

CORE

Mmpact

quick

C:\Users\User\AppData
\Roaming\IMPACT\co
mponents\modules\cla
ssic\install\identity_ma
nager\passwords_top_
100.txt

default

default
quick

C:\Users\User\AppData
\Roaming\IMPACT\co
mponents\modules\cla
ssic\install\identity_ma
nager\passwords_top_
10.txt

default

C:\Users\User\AppData
\Roaming\IMPACT\co
mponents\modules\cla
ssic\install\identity_ma
nager\passwords_top_
10.txt

default

Modules Parameters
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Demo

Demo
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Demo
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Demo

Network Host Based Activity Report
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/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

160

Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
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01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

LAUNCH EXPLOIT ATTACKS

LAUNCH IDENTITY ATTACKS

MSSQL IDENTITY VERIFIER

MYSQL IDENTITY VERIFIER

ORACLE IDENTITY VERIFIER

POP3 IDENTITY VERIFIER

POSTGRESQL IDENTITY VERIFIER

RDP IDENTITY VERIFIER

RLOGIN IDENTITY VERIFIER

RTSP IDENTITY VERIFIER

scenario

SMB IDENTITY VERIFIER

SMTP IDENTITY VERIFIER

SNMP IDENTITY VERIFIER

SSH IDENTITY VERIFIER

stop_on_first_agent

TARGET

TELNET IDENTITY VERIFIER

use_egg_port

use_long_time_running_exploit

use_metasploit_exploits

use_one_shot

CORE

Impact

true

true

false

false

false

false

false

false

false

false

newest

true

false

false

false

true

/192.168.123.77

false

false

false

true

Modules Parameters
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Demo

Demo

Demo
Demo

Demo

Demo

Demo

Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo
Demo
Demo
Demo
Demo
Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

160

160

160

161
161
161

161

161

161
161
161

161

161

161

161

161

161

161

161
161
161
161
161
161
161

161

Network Attack and
Penetration
Network Attack and
Penetration
Network Attack and
Penetration

SMB Identity Verifier

SMB Identity Verifier
SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier

SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier

SMB Identity Verifier

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM

01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
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01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM

01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM

01/13/17 02:28 PM

use_random_port

VMWARE IDENTITY VERIFIER

VNC IDENTITY VERIFIER

Agent Connection/AGENT

Agent Connection/CONNECTION METHOD
Agent Connection/DNS Channel/DOMAIN
Agent Connection/HTTP Channel/CONTENT-

TYPE

Agent Connection/HTTP Channel/REFERER

Agent Connection/PORT

Autorun/MODE
Autorun/MODULE

Combinations/INCLUDE PARTIAL IDENTITIES

Combinations/INCLUDE USERNAME
VARIATIONS AS PASSWORD

Combinations/RECOMBINE ALL IDENTITIES
Combinations/TRY NULL PASSWORDS
Constraints/ALPHANUMERIC PASSWORD ONLY
Constraints/DELAY BETWEEN PROBES
Constraints/LOCKOUT PREVENTION TIMEOUT

Constraints/MAX THREADS
Constraints/MAX TRIES PER ACCOUNT
Constraints/MIN PASSWORD LENGTH
Constraints/MIN USERNAME LENGTH

Constraints/TIMEOUT
DEPLOY AGENT

GENERATE DICTIONARY ONLY

Identities selection/ADDITIONAL DOMAIN LIST

CORE

Impact

true

false

false

Connect from target

example.com

0

Per agent

true

true

true
true

false

O O O O w

true
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Demo

Demo

Demo

Demo

Demo
Demo
Demo
Demo
Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77
/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

161

161

161

161

161

161
161
161
161
161
161
161

165

165

165

165

165

165

165

165

165

165

SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier

SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier
SMB Identity Verifier

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM
01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
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01/13/17 02:27 PM
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01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
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01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM
01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

Identities selection/ADDITIONAL PASSWORD

FILE

Identities selection/ADDITIONAL PASSWORD

LIST

Identities selection/ADDITIONAL USERNAME

FILE

Identities selection/ADDITIONAL USERNAME

LIST

Identities selection/DEFAULT IDENTITIES FOR

SERVICE
Identities selection/GRABBED

Identities selection/IMPORTED
Identities selection/VALIDATED
MAX NUMBER OF AGENTS
PORT

STOP AT FIRST

TARGET

Advanced/ENCRYPT CODE

Advanced/LMHASH

Advanced/MAX_TRANSPORT_FRAGMENT

Advanced/NTHASH

Advanced/SHARED_DIR

Advanced/USE SINGLESTAGE AGENT

Agent Connection/AGENT

Agent Connection/CONNECTION METHOD

Agent Connection/DNS Channel/DOMAIN

Agent Connection/HTTP Channel/CONTENT-

TYPE

CORE

Impact

C:\Users\User\AppData
\Roaming\IMPACT\co
mponents\modules\cla
ssic\install\identity_ma
nager\passwords_top_
10.txt

[DEFAULT]

true
true
true
3
0
true

/192.168.123.77

true

ADMINS

true

Connect from target

example.com

Modules Parameters



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

165

165

165

165

165

165

165

165

165

165

165

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

Install Agent using SMB

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM

01/13/17 02:27 PM
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01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

01/13/17 02:28 PM

Agent Connection/HTTP Channel/REFERER
Agent Connection/PORT

AGENT/MAX TO DEPLOY

Autorun/MODE

Autorun/MODULE

DOMAIN

IDENTITY

PASSWORD

PORT

TARGET

USER

CORE

Impact

Per agent

/ldentity--1567276427

445

/192.168.123.77

Modules Parameters



Modules Log Lines

Workspace

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

Visibility Path

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

Module Name

Apply Imported
Data

Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data

Started

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

Finished

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

24

10

11

12

13

14

15

16

17

18

Log Line

Module "Apply Imported Data" (v184614) started execution on
FriJan 13 12:08:35 2017

Applying imported data for target 192.168.123.77

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.55

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

Modules Log Lines

CORE

Impact

Detail Level

Low

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

High

Medium

High

Medium

High

Medium

Medium

Medium

Medium



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

25

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.11

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

No udp ports container has been found.

...Looking for services

...Looking for shares
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No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.100
...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system
...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address
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63

10

Module finished execution after 5 secs.

CORE

Impact

Low

Module "OS Detect by SMB" (v195304) started execution on Fri

Jan 13 12:08:43 2017

OS detecting host /192.168.123.100 by port: 445
Guessed OS: windows 2012R2 Standard SP unknown (Build

9600)

Setting discovered architecture: x86-64

Module finished execution after 3 secs.

Low

Low

Low

Medium
Low

Low

Module "Port Scanner - UDP" (v185237) started execution on Fri

Jan 13 12:08:43 2017

Host 192.168.123.100, Port 161 FILTERED - snmp

Host 192.168.123.55, Port 161 CLOSED - snmp

Host 192.168.123.77, Port 161 CLOSED - snmp

Host 192.168.123.55, Port 1000 CLOSED - ock

Host 192.168.123.77, Port 1000 CLOSED - ock

Host 192.168.123.100, Port 1000 FILTERED - ock

Host 192.168.123.11, Port 161 CLOSED - snmp

Host 192.168.123.11, Port 1000 FILTERED - ock

Module finished execution after 13 secs.

Low

Medium

High

High

High

High

Medium

High

Medium

Low

Low

Module "Port Scanner - UDP" (v185237) started execution on Fri

Jan 13 12:08:43 2017

Host 192.168.123.11, Port 10161 CLOSED - snmpdtls

Host 192.168.123.55, Port 20034 CLOSED - nburn_id

Low

High

High
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Host 192.168.123.77, Port 20034 FILTERED - nburn_id

Host 192.168.123.11, Port 7426 CLOSED - pmdmgr

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.77, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

69 CLOSED - tftp

69 CLOSED - tftp

67 CLOSED - bootps

135 CLOSED - loc-srv

135 FILTERED - loc-srv

5060 CLOSED - sip

5512 CLOSED - abb

5512 CLOSED - abb

53 CLOSED - domain

5513 CLOSED - abb2

5513 CLOSED - abb2

161 CLOSED - snmp

514 CLOSED - syslog

514 CLOSED - syslog

123 CLOSED - ntp

111 CLOSED - sunrpc

3217 CLOSED - unite

3217 CLOSED - unite
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CORE

Impact

Host 192.168.123.55, Port 1811 CLOSED - scientia-sdb

Host 192.168.123.77, Port 1811 FILTERED - scientia-sdb

Host 192.168.123.55, Port 1434 CLOSED - ms-sql-m

Host 192.168.123.77, Port 1434 CLOSED - ms-sql-m

Host 192.168.123.55, Port 161 CLOSED - snmp

Host 192.168.123.77, Port 161 CLOSED - snmp

Host 192.168.123.55, Port 164 CLOSED - smip-agent

Host 192.168.123.77, Port 164 CLOSED - smip-agent

Host 192.168.123.55, Port 20010 CLOSED - centum_bkfsim

Host 192.168.123.77, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.55, Port 4011 CLOSED - altserviceboot

Host 192.168.123.77, Port 4011 CLOSED - altserviceboot

Host 192.168.123.55, Port 111 CLOSED - sunrpc

Host 192.168.123.77, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 62514 CLOSED - ciscovpnservice

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.55, Port 696 CLOSED - rushd

Host 192.168.123.77, Port 696 CLOSED - rushd

Host 192.168.123.55, Port 6905 CLOSED - citrix_stream

Host 192.168.123.77, Port 6905 FILTERED - citrix_stream

Host 192.168.123.55, Port 65535 CLOSED - LANDesk-Alert-
Service
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CORE

Impact

Host 192.168.123.77, Port 65535 CLOSED - LANDesk-Alert-
Service

Host 192.168.123.77, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 20034 FILTERED - nburn_id

Host 192.168.123.100, Port 69 FILTERED - tftp

Host 192.168.123.100, Port 135 FILTERED - loc-srv

Host 192.168.123.100, Ports 5512-5513 FILTERED

Host 192.168.123.100, Port 514 FILTERED - syslog

Host 192.168.123.100, Port 52302 FILTERED - bkclogsvr

Host 192.168.123.100, Port 3217 FILTERED - unite

Host 192.168.123.100, Port 1811 FILTERED - scientia-sdb

Host 192.168.123.100, Port 1434 FILTERED - ms-sql-m

Host 192.168.123.100, Port 161 FILTERED - snmp

Host 192.168.123.100, Port 164 FILTERED - smip-agent

Host 192.168.123.100, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.100, Port 4011 FILTERED - altserviceboot

Host 192.168.123.100, Port 111 FILTERED - sunrpc

Host 192.168.123.100, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 696 FILTERED - rushd

Host 192.168.123.100, Port 6905 FILTERED - citrix_stream

Host 192.168.123.100, Port 65535 FILTERED - LANDesk-Alert-
Service

Module finished execution after 2 minute(s) and 8 secs.
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13
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15

16

17
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20

CORE

Impact

Module "Port Scanner - Fast SYN" (v185237) started execution

on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 42537) and (dst host

192.168.123.200)"
Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

80 CLOSED - http

80 LISTEN - http

80 CLOSED - http

23 CLOSED - telnet

23 CLOSED - telnet

23 CLOSED - telnet

443 CLOSED - https

443 LISTEN - https

443 CLOSED - https

21 CLOSED - ftp

21 CLOSED - ftp

21 CLOSED - ftp

22 CLOSED - ssh

22 CLOSED - ssh

22 CLOSED - ssh

25 CLOSED - smtp

25 CLOSED - smtp

25 CLOSED - smtp

3389 CLOSED - msrdp

Low

High
High
Low
High
High
High
High
High
Low
High
High
High
High
High
High
High
High
High
High

High
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22

23
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26

27

28

29

30

31
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33

34

35

36

37

38

39

40

41

42

Host 192.168.123.11, Port 3389 CLOSED - msrdp

Host 192.168.123.77, Port 3389 CLOSED - msrdp

Host 192.168.123.55, Port 110 CLOSED - pop-3

Host 192.168.123.11, Port 110 CLOSED - pop-3

Host 192.168.123.77, Port 110 CLOSED - pop-3

Host 192.168.123.100, Port 445 LISTEN - microsoft-ds

Host 192.168.123.55, Port 445 LISTEN - microsoft-ds

Host 192.168.123.11, Port 445 CLOSED - microsoft-ds

Host 192.168.123.77, Port 445 LISTEN - microsoft-ds

Host 192.168.123.100, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 139 LISTEN - netbios-ssn

Host 192.168.123.11, Port 139 CLOSED - netbios-ssn

Host 192.168.123.77, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 143 CLOSED - imap2

Host 192.168.123.11, Port 143 CLOSED - imap2

Host 192.168.123.77, Port 143 CLOSED - imap2

Host 192.168.123.100, Port 53 LISTEN - domain

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.11, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.100, Port 135 LISTEN - loc-srv

Host 192.168.123.55, Port 135 LISTEN - loc-srv

CORE
Impact
High
High
High
High
High
Low
Low
High
Low
Low
Low
High
Low
High
High
High
Low
High
High
High
Low

Low
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CORE

Impact

Host 192.168.123.11, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 135 LISTEN - loc-srv

Module finished execution after 14 secs.

Module "Port Scanner - Fast SYN" (v185237) started execution
on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 41142) and (dst host
192.168.123.200)"

Host 192.168.123.11, Port 1211 CLOSED - groove-dpp

Host 192.168.123.77, Port 1211 CLOSED - groove-dpp

Host 192.168.123.55, Port 1211 CLOSED - groove-dpp

Host 192.168.123.11, Port 12401 CLOSED - igssdataserver

Host 192.168.123.77, Port 12401 CLOSED - igssdataserver

Host 192.168.123.55, Port 12401 CLOSED - igssdataserver

Host 192.168.123.11, Port 20222 CLOSED - CitectScada

Host 192.168.123.77, Port 20222 CLOSED - CitectScada

Host 192.168.123.55, Port 20222 CLOSED - CitectScada

Host 192.168.123.11, Port 12221 CLOSED - abbws

Host 192.168.123.77, Port 12221 CLOSED - abbws

Host 192.168.123.55, Port 12221 CLOSED - abbws

Host 192.168.123.11, Port 111 CLOSED - sunrpc

Host 192.168.123.77, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 111 CLOSED - sunrpc
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Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

888 CLOSED - accessbuilder High
888 CLOSED - accessbuilder High
888 CLOSED - accessbuilder High
623 CLOSED - oob-ws-http High
623 CLOSED - oob-ws-http High
623 CLOSED - oob-ws-http High
4158 CLOSED - stat-cc High

80 CLOSED - http High

80 CLOSED - http High
4659 CLOSED - playsta2-lob High
4158 CLOSED - stat-cc High
4158 CLOSED - stat-cc High

21 CLOSED - ftp High
4659 CLOSED - playsta2-lob High
4659 CLOSED - playsta2-lob High
515 CLOSED - printer High

21 CLOSED - ftp High

21 CLOSED - ftp High
389 CLOSED - Idap High
515 CLOSED - printer High
515 CLOSED - printer High
8500 CLOSED - fmtp High
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

389 CLOSED - Idap

389 CLOSED - Idap

8080 CLOSED - http-proxy

8500 CLOSED - fmtp

8500 CLOSED - fmtp

4592 CLOSED - advant_rpc

443 CLOSED - https

443 CLOSED - https

CORE
Impact
High
High
High
High
High
High
High

High

Host 192.168.123.11, Port 40004 CLOSED - alienvault-av-forward High

Host 192.168.123.77, Port 8080 CLOSED - http-proxy High
Host 192.168.123.55, Port 8080 CLOSED - http-proxy High
Host 192.168.123.11, Port 4000 CLOSED - terabase High
Host 192.168.123.77, Port 4592 CLOSED - advant_rpc High
Host 192.168.123.55, Port 4592 CLOSED - advant_rpc High
Host 192.168.123.11, Port 8888 CLOSED - sun-answerbook High

Host 192.168.123.77, Port 40004 CLOSED - alienvault-av-forward High

Host 192.168.123.55, Port 40004 CLOSED - alienvault-av-forward High

Host 192.168.123.11, Port 8161 CLOSED - patrol-snmp High
Host 192.168.123.77, Port 4000 CLOSED - terabase High
Host 192.168.123.55, Port 4000 CLOSED - terabase High
Host 192.168.123.11, Port 61614 CLOSED - stomp High
Host 192.168.123.77, Port 8888 CLOSED - sun-answerbook High
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82

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

8888 CLOSED - sun-answerbook

8060 CLOSED - atlassian-fisheye

8161 CLOSED - patrol-snmp

8161 CLOSED - patrol-snmp

631 CLOSED - ipp

Host 192.168.123.77, Port 61614 CLOSED - stomp

Host 192.168.123.55, Port 61614 CLOSED - stomp

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

625 CLOSED - dec_dIm

8060 CLOSED - atlassian-fisheye

8060 CLOSED - atlassian-fisheye

445 CLOSED - microsoft-ds

631 CLOSED - ipp

631 CLOSED - ipp

617 CLOSED - arkeia

625 CLOSED - dec_dIm

625 CLOSED - dec_dIm

8088 CLOSED - radan-http

617 CLOSED - arkeia

617 CLOSED - arkeia

8085 CLOSED - atlassian_bamboo

8088 CLOSED - radan-http

8088 CLOSED - radan-http
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CORE

Impact

Host 192.168.123.11, Port 37452 CLOSED - smartdisk

Host 192.168.123.77, Port 8085 CLOSED - atlassian_bamboo

Host 192.168.123.55, Port 8085 CLOSED - atlassian_bamboo

Host 192.168.123.11, Port

22 CLOSED - ssh

Host 192.168.123.77, Port 37452 CLOSED - smartdisk

Host 192.168.123.55, Port 37452 CLOSED - smartdisk

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

81 CLOSED - hosts2-ns

22 CLOSED - ssh

22 CLOSED - ssh

6661 CLOSED - bigantimserver

81 CLOSED - hosts2-ns

81 CLOSED - hosts2-ns

6080 CLOSED - bigant-server

6661 CLOSED - bigantimserver

6661 CLOSED - bigantimserver

6660 CLOSED - Bigant-server

6080 CLOSED - bigant-server

6080 CLOSED - bigant-server

53 CLOSED - domain

6660 CLOSED - Bigant-server

6660 CLOSED - Bigant-server

Host 192.168.123.11, Port 16102 CLOSED - bcaaa
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CORE

Impact

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.11, Port 19810 CLOSED - bopup

Host 192.168.123.77, Port 16102 CLOSED - bcaaa

Host 192.168.123.55, Port 16102 CLOSED - bcaaa

Host 192.168.123.11, Port 5054 CLOSED - accurev

Host 192.168.123.77, Port 19810 CLOSED - bopup

Host 192.168.123.55, Port 19810 CLOSED - bopup

Host 192.168.123.11, Port 3050 CLOSED - gds_db

Host 192.168.123.77, Port 5054 CLOSED - accurev

Host 192.168.123.55, Port 5054 CLOSED - accurev

Host 192.168.123.11, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.77, Port 3050 CLOSED - gds_db

Host 192.168.123.55, Port 3050 CLOSED - gds_db

Host 192.168.123.11, Port 41523 CLOSED - cadissvc

Host 192.168.123.77, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.55, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.11, Port 1900 CLOSED - ssdp

Host 192.168.123.77, Port 41523 CLOSED - cadissvc

Host 192.168.123.55, Port 41523 CLOSED - cadissvc

Host 192.168.123.11, Port 6502 CLOSED - castapeengine

Host 192.168.123.77, Port 1900 CLOSED - ssdp
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CORE

Impact

Host 192.168.123.55, Port 1900 CLOSED - ssdp

Host 192.168.123.11, Port 6503 CLOSED - casmsgengine

Host 192.168.123.77, Port 6502 CLOSED - castapeengine

Host 192.168.123.55, Port 6502 CLOSED - castapeengine

Host 192.168.123.11, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.77, Port 6503 CLOSED - casmsgengine

Host 192.168.123.55, Port 6503 CLOSED - casmsgengine

Host 192.168.123.11, Port 10204 CLOSED - calicmanager2

Host 192.168.123.77, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.55, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.11, Port 10203 CLOSED - calicmanager

Host 192.168.123.77, Port 10204 CLOSED - calicmanager2

Host 192.168.123.55, Port 10204 CLOSED - calicmanager2

Host 192.168.123.11, Port 34444 CLOSED - catd-uncws

Host 192.168.123.77, Port 10203 CLOSED - calicmanager

Host 192.168.123.55, Port 10203 CLOSED - calicmanager

Host 192.168.123.11, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.77, Port 34444 CLOSED - catd-uncws

Host 192.168.123.55, Port 34444 CLOSED - catd-uncws

Host 192.168.123.11, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.77, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.55, Port 34443 CLOSED - catd-uncws-s
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149

150

151

152

153

154

155

156

157

158

159

160

161

162

163

164

165

166

167

168

169

170

Host 192.168.123.11, Port 5250 CLOSED - soagateway

CORE

Impact

High

Host 192.168.123.77, Port 4105 CLOSED - ca-messagequeue High

Host 192.168.123.55, Port 4105 CLOSED - ca-messagequeue High

Host 192.168.123.11, Port 2401 CLOSED - cvspserver

Host 192.168.123.77, Port 5250 CLOSED - soagateway

Host 192.168.123.55, Port 5250 CLOSED - soagateway

Host 192.168.123.11, Port 55555 CLOSED - catia

Host 192.168.123.77, Port 2401 CLOSED - cvspserver

Host 192.168.123.55, Port 2401 CLOSED - cvspserver

Host 192.168.123.11, Port 18747 CLOSED - edgesight

Host 192.168.123.77, Port 55555 CLOSED - catia

Host 192.168.123.55, Port 55555 CLOSED - catia

Host 192.168.123.11, Port 1882 CLOSED - ecsqdmn

Host 192.168.123.77, Port 18747 CLOSED - edgesight

Host 192.168.123.55, Port 18747 CLOSED - edgesight

Host 192.168.123.11, Port 139 CLOSED - netbios-ssn

Host 192.168.123.77, Port 1882 CLOSED - ecsqdmn

Host 192.168.123.55, Port 1882 CLOSED - ecsqdmn

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

Host 192.168.123.11, Port 5481 CLOSED - clearscada_server High

Host 192.168.123.77, Port 5481 CLOSED - clearscada_server High

Host 192.168.123.55, Port 5481 CLOSED - clearscada_server High

Host 192.168.123.11, Port 143 CLOSED - imap2

High
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171

172

173

174

175

176

177

178

179

180

181

182

183

184

185

186

187

188

189

190

191

192

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

143 CLOSED - imap2

143 CLOSED - imap2

220 CLOSED - imap3

220 CLOSED -imap3

220 CLOSED - imap3

910 CLOSED - kink

910 CLOSED - kink

910 CLOSED - kink

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

Host 192.168.123.11, Port 50000 CLOSED - ibm-db2

Host 192.168.123.77, Port 50000 CLOSED - ibm-db2

Host 192.168.123.55, Port 50000 CLOSED - ibm-db2

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

3632 CLOSED - distcc

3632 CLOSED - distcc

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

209

210

211

212

213

214

CORE

Impact

Host 192.168.123.55, Port 3632 CLOSED - distcc

Host 192.168.123.11, Port 3000 CLOSED - ppp

Host 192.168.123.77, Port 3000 CLOSED - ppp

Host 192.168.123.55, Port 3000 CLOSED - ppp

Host 192.168.123.11, Port 3500 CLOSED - rtmp-port

Host 192.168.123.77, Port 3500 CLOSED - rtmp-port

Host 192.168.123.55, Port 3500 CLOSED - rtmp-port

Host 192.168.123.11, Port 41025 CLOSED - emcalphastore

Host 192.168.123.77, Port 41025 CLOSED - emcalphastore

Host 192.168.123.55, Port 41025 CLOSED - emcalphastore

Host 192.168.123.11, Port 8045 CLOSED - emcas

Host 192.168.123.77, Port 8045 CLOSED - emcas

Host 192.168.123.55, Port 8045 CLOSED - emcas

Host 192.168.123.11, Port 8090 CLOSED - http_alt_alt

Host 192.168.123.77, Port 8090 CLOSED - http_alt_alt

Host 192.168.123.55, Port 8090 CLOSED - http_alt_alt

Host 192.168.123.11, Port 18821 CLOSED - emc-ssl-service

Host 192.168.123.77, Port 18821 CLOSED - emc-ssl-service

Host 192.168.123.55, Port 18821 CLOSED - emc-ssl-service

Host 192.168.123.11, Port 7144 CLOSED - peercast

Host 192.168.123.77, Port 7144 CLOSED - peercast

Host 192.168.123.55, Port 7144 CLOSED - peercast

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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215

216

217

218

219

220

221

222

223

224

225

226

227

228

229

230

231

232

233

234

235

236

CORE

Impact

Host 192.168.123.11, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.77, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.55, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.11, Port 8000 CLOSED - irdmi High
Host 192.168.123.77, Port 8000 CLOSED - irdmi High
Host 192.168.123.55, Port 8000 CLOSED - irdmi High
Host 192.168.123.11, Port 10000 CLOSED - High
VeritasBackupExecAgent - Webmin

Host 192.168.123.77, Port 10000 CLOSED - High
VeritasBackupExecAgent - Webmin

Host 192.168.123.55, Port 10000 CLOSED - High
VeritasBackupExecAgent - Webmin

Host 192.168.123.11, Port 9200 CLOSED - wap-wsp High
Host 192.168.123.77, Port 9200 CLOSED - wap-wsp High
Host 192.168.123.55, Port 9200 CLOSED - wap-wsp High
Host 192.168.123.11, Port 25 CLOSED - smtp High
Host 192.168.123.77, Port 25 CLOSED - smtp High
Host 192.168.123.55, Port 25 CLOSED - smtp High
Host 192.168.123.11, Port 79 CLOSED - finger High
Host 192.168.123.77, Port 79 CLOSED - finger High
Host 192.168.123.55, Port 79 CLOSED - finger High
Host 192.168.123.11, Port 3689 CLOSED - daap High
Host 192.168.123.77, Port 3689 CLOSED - daap High
Host 192.168.123.55, Port 3689 CLOSED - daap High
Host 192.168.123.11, Port 27000 CLOSED - flexnet High
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237

238

239

240

241

242

243

244

245
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247

248

249

250

251

252

253

254

255

256

257

258

CORE

Impact

Host 192.168.123.77, Port 27000 CLOSED - flexnet

Host 192.168.123.55, Port 27000 CLOSED - flexnet

Host 192.168.123.11, Port 10008 CLOSED - octopus

Host 192.168.123.77, Port 10008 CLOSED - octopus

Host 192.168.123.55, Port 10008 CLOSED - octopus

Host 192.168.123.11, Port 14000 CLOSED - scotty-ft

Host 192.168.123.77, Port 14000 CLOSED - scotty-ft

Host 192.168.123.55, Port 14000 CLOSED - scotty-ft

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

2380 CLOSED - goodtech_telnet

2380 CLOSED - goodtech_telnet

2380 CLOSED - goodtech_telnet

591 CLOSED - http-alt

591 CLOSED - http-alt

591 CLOSED - http-alt

5814 CLOSED - spt-automation

5814 CLOSED - spt-automation

5814 CLOSED - spt-automation

3465 CLOSED - edm-mgr-cntrl

3465 CLOSED - edm-mgr-cntrl

3465 CLOSED - edm-mgr-cntrl

5555 CLOSED - personal-agent

5555 CLOSED - personal-agent
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272

273

274
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279

280

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

5555 CLOSED - personal-agent

3817 CLOSED - tapeware

3817 CLOSED - tapeware

3817 CLOSED - tapeware

1530 CLOSED - rap-service

1530 CLOSED - rap-service

1530 CLOSED - rap-service

Host 192.168.123.11, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.77, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.55, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

2207 CLOSED - hpssd

2207 CLOSED - hpssd

2207 CLOSED - hpssd

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd
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Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

5053 CLOSED - ovtrcd

5053 CLOSED - ovtred

5053 CLOSED - ovtred

8081 CLOSED - sunproxyadmin

8081 CLOSED - sunproxyadmin

8081 CLOSED - sunproxyadmin

9080 CLOSED - glrpc

9080 CLOSED - glrpc

9080 CLOSED - glrpc

2381 CLOSED - compag-https

2381 CLOSED - compag-https

2381 CLOSED - compag-https

9090 CLOSED - zeus-admin

9090 CLOSED - zeus-admin

9090 CLOSED - zeus-admin

Host 192.168.123.11, Port 19300 CLOSED -

ibm_cognos_webserver

Host 192.168.123.77, Port 19300 CLOSED -

ibm_cognos_webserver

Host 192.168.123.55, Port 19300 CLOSED -

ibm_cognos_webserver

Host 192.168.123.11, Port

5498 CLOSED - cognos
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314
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324

CORE

Impact

Host 192.168.123.77, Port 5498 CLOSED - cognos

Host 192.168.123.55, Port 5498 CLOSED - cognos

Host 192.168.123.11, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.77, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.55, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.11, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.77, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.55, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.11, Port 1533 CLOSED - virtual-places

Host 192.168.123.77, Port 1533 CLOSED - virtual-places

Host 192.168.123.55, Port 1533 CLOSED - virtual-places

Host 192.168.123.11, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.77, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.55, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.11, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.77, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.55, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.11, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.77, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.55, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.11, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.77, Port 11460 CLOSED - ibm_fastback
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CORE

Impact

Host 192.168.123.55, Port 11460 CLOSED - ibm_fastback High

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

8880 CLOSED - cddbp-alt

8880 CLOSED - cddbp-alt

8880 CLOSED - cddbp-alt

1315 CLOSED - els

1315 CLOSED - els

1315 CLOSED - els

119 CLOSED - nntp

119 CLOSED - nntp

119 CLOSED - nntp

Host 192.168.123.11, Port 38080 CLOSED - genbro

Host 192.168.123.77, Port 38080 CLOSED - genbro

Host 192.168.123.55, Port 38080 CLOSED - genbro

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

4322 CLOSED - trim-event

4322 CLOSED - trim-event

4322 CLOSED - trim-event

110 CLOSED - pop-3

110 CLOSED - pop-3

110 CLOSED - pop-3

5900 CLOSED - vnc

5900 CLOSED - vnc

5900 CLOSED - vnc
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CORE

Impact

Host 192.168.123.11, Port 513 CLOSED - login High
Host 192.168.123.77, Port 513 CLOSED - login High
Host 192.168.123.55, Port 513 CLOSED - login High
Host 192.168.123.11, Port 23 CLOSED - telnet High
Host 192.168.123.77, Port 23 CLOSED - telnet High
Host 192.168.123.55, Port 23 CLOSED - telnet High
Host 192.168.123.11, Port 1433 CLOSED - ms-sql-s High
Host 192.168.123.77, Port 1433 CLOSED - ms-sql-s High
Host 192.168.123.55, Port 1433 CLOSED - ms-sql-s High
Host 192.168.123.11, Port 18881 CLOSED - infotos High
Host 192.168.123.77, Port 18881 CLOSED - infotos High
Host 192.168.123.55, Port 18881 CLOSED - infotos High
Host 192.168.123.11, Port 57772 CLOSED - intersystems High
Host 192.168.123.77, Port 57772 CLOSED - intersystems High
Host 192.168.123.55, Port 57772 CLOSED - intersystems High
Host 192.168.123.11, Port 12397 CLOSED - sevent_t_scada High
Host 192.168.123.77, Port 12397 CLOSED - sevent_t_scada High
Host 192.168.123.55, Port 12397 CLOSED - sevent_t_scada High
Host 192.168.123.11, Port 8443 CLOSED - pcsync-https High
Host 192.168.123.77, Port 8443 CLOSED - pcsync-https High
Host 192.168.123.55, Port 8443 CLOSED - pcsync-https High
Host 192.168.123.11, Port 44334 CLOSED - kerio High
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CORE

Impact

Host 192.168.123.77, Port 44334 CLOSED - kerio

Host 192.168.123.55, Port 44334 CLOSED - kerio

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

777 CLOSED - multiling-http

777 CLOSED - multiling-http

777 CLOSED - multiling-http

135 CLOSED - loc-srv

2105 CLOSED - msmq2

2105 CLOSED - msmq2

2105 CLOSED - msmq2

2103 CLOSED - msmq

2103 CLOSED - msmq

2103 CLOSED - msmq

8400 CLOSED - cvd

8400 CLOSED - cvd

8400 CLOSED - cvd

Host 192.168.123.77, Port 11234 CLOSED -

measuresoft_scadapro

Host 192.168.123.55, Port 11234 CLOSED -

measuresoft_scadapro

Host 192.168.123.11, Port 11234 CLOSED -

measuresoft_scadapro

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

105 CLOSED - csnet-ns

105 CLOSED - csnet-ns

105 CLOSED - csnet-ns

2194 CLOSED - msrt

High

High

High

High

High

High

High

High

High

High

High

High

High
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High

High
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400
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405
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412

CORE

Impact

Host 192.168.123.55, Port 2194 CLOSED - msrt High
Host 192.168.123.11, Port 2194 CLOSED - msrt High
Host 192.168.123.77, Port 10080 CLOSED - amanda High
Host 192.168.123.55, Port 10080 CLOSED - amanda High
Host 192.168.123.11, Port 10080 CLOSED - amanda High
Host 192.168.123.77, Port 1478 CLOSED - ms-sna-base High
Host 192.168.123.55, Port 1478 CLOSED - ms-sna-base High
Host 192.168.123.11, Port 1478 CLOSED - ms-sna-base High
Host 192.168.123.77, Port 8093 CLOSED - sharepoint-dclb High
Host 192.168.123.55, Port 8093 CLOSED - sharepoint-dclb High
Host 192.168.123.11, Port 8093 CLOSED - sharepoint-dclb High
Host 192.168.123.77, Port 1723 CLOSED - pptp High
Host 192.168.123.55, Port 1723 CLOSED - pptp High
Host 192.168.123.11, Port 1723 CLOSED - pptp High
Host 192.168.123.77, Port 1434 CLOSED - ms-sgl-m High
Host 192.168.123.55, Port 1434 CLOSED - ms-sql-m High
Host 192.168.123.11, Port 1434 CLOSED - ms-sgl-m High
Host 192.168.123.77, Port 1512 CLOSED - wins High
Host 192.168.123.55, Port 1512 CLOSED - wins High
Host 192.168.123.11, Port 1512 CLOSED - wins High
Host 192.168.123.77, Port 42 CLOSED - nameserver High
Host 192.168.123.55, Port 42 CLOSED - nameserver High
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CORE

Impact

Host 192.168.123.11, Port 42 CLOSED - nameserver

Host 192.168.123.77, Port 1755 CLOSED - ms-streaming

Host 192.168.123.55, Port 1755 CLOSED - ms-streaming

Host 192.168.123.11, Port 1755 CLOSED - ms-streaming

Host 192.168.123.77, Port 3389 CLOSED - msrdp

Host 192.168.123.55, Port 3389 CLOSED - msrdp

Host 192.168.123.11, Port 3389 CLOSED - msrdp

Host 192.168.123.77, Port 5357 LISTEN - wsdapi

Host 192.168.123.55, Port 5357 CLOSED - wsdapi

Host 192.168.123.11, Port 5357 CLOSED - wsdapi

Host 192.168.123.77, Port 20000 CLOSED - Usermin

Host 192.168.123.55, Port 20000 CLOSED - Usermin

Host 192.168.123.11, Port 20000 CLOSED - Usermin

Host 192.168.123.77, Port 27017 CLOSED - mongodb-server

Host 192.168.123.55, Port 27017 CLOSED - mongodb-server

Host 192.168.123.11, Port 27017 CLOSED - mongodb-server

Host 192.168.123.77, Port 3814 CLOSED - neto-dcs

Host 192.168.123.55, Port 3814 CLOSED - neto-dcs

Host 192.168.123.11, Port 3814 CLOSED - neto-dcs

Host 192.168.123.77, Port 554 CLOSED - rtsp

Host 192.168.123.55, Port 554 CLOSED - rtsp

Host 192.168.123.11, Port 554 CLOSED - rtsp
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455

456

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

CORE

Impact

3306 CLOSED - mysql High
3306 CLOSED - mysq! High
3306 CLOSED - mysql High
9999 CLOSED - maxdb High
9999 CLOSED - maxdb High
9999 CLOSED - maxdb High
1935 CLOSED - macromedia-fcs High
1935 CLOSED - macromedia-fcs High
1935 CLOSED - macromedia-fcs High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
8300 CLOSED - novellmsg High
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478

CORE

Impact

Host 192.168.123.55, Port 8300 CLOSED - novellmsg High
Host 192.168.123.11, Port 8300 CLOSED - novellmsg High
Host 192.168.123.77, Port 998 CLOSED - busboy High
Host 192.168.123.55, Port 998 CLOSED - busboy High
Host 192.168.123.11, Port 998 CLOSED - busboy High
Host 192.168.123.77, Port 8028 CLOSED - novell-http High
Host 192.168.123.55, Port 8028 CLOSED - novell-http High
Host 192.168.123.11, Port 8028 CLOSED - novell-http High
Host 192.168.123.77, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.55, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.11, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.77, Port 524 CLOSED - ncp High
Host 192.168.123.55, Port 524 CLOSED - ncp High
Host 192.168.123.11, Port 524 CLOSED - ncp High
Host 192.168.123.77, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.55, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.11, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.77, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.55, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.11, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.77, Port 161 CLOSED - snmp High
Host 192.168.123.55, Port 161 CLOSED - snmp High

Modules Log Lines



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

55

479

480

481

482

483

484

485

486

487

488

489

490

491

492

493

494
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499

500

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

161 CLOSED - snmp

2049 CLOSED - nfs

2049 CLOSED - nfs

2049 CLOSED - nfs

1099 CLOSED - rmiregistry

1099 CLOSED - rmiregistry

1099 CLOSED - rmiregistry

995 CLOSED - pop3s

995 CLOSED - pop3s

995 CLOSED - pop3s

465 CLOSED - smtps

465 CLOSED - smtps

465 CLOSED - smtps

990 CLOSED - ftps

990 CLOSED - ftps

990 CLOSED - ftps

993 CLOSED - imaps

993 CLOSED - imaps

993 CLOSED - imaps

994 CLOSED - ircs

994 CLOSED - ircs

994 CLOSED - ircs

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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520

521

522

CORE

Impact

Host 192.168.123.77, Port 4433 CLOSED - dtls High
Host 192.168.123.55, Port 4433 CLOSED - dtls High
Host 192.168.123.11, Port 4433 CLOSED - dtls High
Host 192.168.123.77, Port 446 CLOSED - ddm-rdb High
Host 192.168.123.55, Port 446 CLOSED - ddm-rdb High
Host 192.168.123.11, Port 446 CLOSED - ddm-rdb High
Host 192.168.123.77, Port 4848 CLOSED - appserv-http High
Host 192.168.123.55, Port 4848 CLOSED - appserv-http High
Host 192.168.123.11, Port 4848 CLOSED - appserv-http High
Host 192.168.123.77, Port 1521 CLOSED - oracle-db High
Host 192.168.123.55, Port 1521 CLOSED - oracle-db High
Host 192.168.123.11, Port 1521 CLOSED - oracle-db High
Host 192.168.123.77, Port 7001 CLOSED - afs3-callback High
Host 192.168.123.55, Port 7001 CLOSED - afs3-callback High
Host 192.168.123.11, Port 7001 CLOSED - afs3-callback High
Host 192.168.123.77, Port 1158 CLOSED - dbcontrol-oms High
Host 192.168.123.55, Port 1158 CLOSED - dbcontrol-oms High
Host 192.168.123.11, Port 1158 CLOSED - dbcontrol-oms High
Host 192.168.123.77, Port 2100 CLOSED - oracle-ftp High
Host 192.168.123.55, Port 2100 CLOSED - oracle-ftp High
Host 192.168.123.11, Port 2100 CLOSED - oracle-ftp High
Host 192.168.123.77, Port 19226 CLOSED - panda-pagent High
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CORE

Impact

Host 192.168.123.55, Port 19226 CLOSED - panda-pagent High
Host 192.168.123.11, Port 19226 CLOSED - panda-pagent High
Host 192.168.123.77, Port 7443 CLOSED - oracleas-https High
Host 192.168.123.55, Port 7443 CLOSED - oracleas-https High
Host 192.168.123.11, Port 7443 CLOSED - oracleas-https High
Host 192.168.123.77, Port 5432 CLOSED - postgres High
Host 192.168.123.55, Port 5432 CLOSED - postgres High
Host 192.168.123.11, Port 5432 CLOSED - postgres High
Host 192.168.123.77, Port 9000 CLOSED - cslistener High
Host 192.168.123.55, Port 9000 CLOSED - cslistener High
Host 192.168.123.11, Port 9000 CLOSED - cslistener High
Host 192.168.123.77, Port 1337 CLOSED - menandmice-dns High
Host 192.168.123.55, Port 1337 CLOSED - menandmice-dns High
Host 192.168.123.11, Port 1337 CLOSED - menandmice-dns High

Host 192.168.123.77, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.55, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.11, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

514 CLOSED - shell

514 CLOSED - shell

514 CLOSED - shell

705 CLOSED - agentx

705 CLOSED - agentx

High
High
High
High

High
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Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

705 CLOSED - agentx

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

7210 CLOSED - sql6

7210 CLOSED - sql6

7210 CLOSED - sql6

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3900 CLOSED - udt_os

3900 CLOSED - udt_os

3900 CLOSED - udt_os

Host 192.168.123.77, Port 46823 CLOSED - winlog

Host 192.168.123.55, Port 46823 CLOSED - winlog

Host 192.168.123.11, Port 46823 CLOSED - winlog

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

CORtE
Impact
High
High
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High
High
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High
High
High
High
High
High
High
High
High

High
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port 27700 CLOSED - modbus

Host 192.168.123.55, Port 27700 CLOSED - modbus

Host 192.168.123.11, Port 27700 CLOSED - modbus

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port 30000 CLOSED - sworks

Host 192.168.123.55, Port 30000 CLOSED - sworks

Host 192.168.123.11, Port 30000 CLOSED - sworks

Host 192.168.123.77, Port 3128 CLOSED - squid-http

Host 192.168.123.55, Port 3128 CLOSED - squid-http

Host 192.168.123.11, Port 3128 CLOSED - squid-http

636 CLOSED - Idapssl|

636 CLOSED - Idapssl|

636 CLOSED - Idapssl|

563 CLOSED - snews

563 CLOSED - snews

563 CLOSED - snews

2537 CLOSED - upgrade

2537 CLOSED - upgrade

2537 CLOSED - upgrade

7580 CLOSED - flink

7580 CLOSED - flink

7580 CLOSED - flink

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High

Host 192.168.123.77, Port 898 CLOSED - sun-manageconsole High
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591
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596
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598
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602

603

604

605

606

607

608

609

610

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

898 CLOSED - sun-manageconsole High

898 CLOSED - sun-manageconsole High

1080 CLOSED - socks

1080 CLOSED - socks

1080 CLOSED - socks

2001 CLOSED - dc

2001 CLOSED - dc

2001 CLOSED - dc

High

High

High

High

High

High

Host 192.168.123.77, Port 38292 CLOSED - symantec-msgsys High

Host 192.168.123.55, Port 38292 CLOSED - symantec-msgsys High

Host 192.168.123.11, Port 38292 CLOSED - symantec-msgsys High

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port 12174 CLOSED - symantec

Host 192.168.123.77, Port 5003 CLOSED - fmpro-internal High
5003 CLOSED - fmpro-internal High
5003 CLOSED - fmpro-internal High
5631 CLOSED - pcanywheredata High
5631 CLOSED - pcanywheredata High
5631 CLOSED - pcanywheredata High
2967 CLOSED - ssc-agent High
2967 CLOSED - ssc-agent High
2967 CLOSED - ssc-agent High

High
High

Host 192.168.123.55, Port 12174 CLOSED - symantec
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611
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613

614

615

616

617

618

619

620

621

622

623

624

625

626

627

628

629

630

631

632

CORE

Impact

Host 192.168.123.11, Port 12174 CLOSED - symantec

Host 192.168.123.77, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.55, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.11, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.77, Port 9855 CLOSED - swsagent

Host 192.168.123.55, Port 9855 CLOSED - swsagent

Host 192.168.123.11, Port 9855 CLOSED - swsagent

Host 192.168.123.77, Port 5679 CLOSED - dccm

Host 192.168.123.55, Port 5679 CLOSED - dccm

Host 192.168.123.11, Port 5679 CLOSED - dccm

Host 192.168.123.77, Port 9121 CLOSED - sync-breeze

Host 192.168.123.55, Port 9121 CLOSED - sync-breeze

Host 192.168.123.11, Port 9121 CLOSED - sync-breeze

Host 192.168.123.77, Port 113 CLOSED - auth

Host 192.168.123.55, Port 113 CLOSED - auth

Host 192.168.123.11, Port 113 CLOSED - auth

Host 192.168.123.77, Port 8292 CLOSED - tomcat-alt

Host 192.168.123.55, Port 8292 CLOSED - tomcat-alt

Host 192.168.123.11, Port 8292 CLOSED - tomcat-alt

Host 192.168.123.77, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.55, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.11, Port 20101 CLOSED - tmcm-ipc
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

1812 CLOSED - radius

1812 CLOSED - radius

1812 CLOSED - radius

3986 CLOSED - mapper-ws_ethd

3986 CLOSED - mapper-ws_ethd

3986 CLOSED - mapper-ws_ethd

3985 CLOSED - mapper-mapethd

3985 CLOSED - mapper-mapethd

3985 CLOSED - mapper-mapethd

6667 CLOSED - irc

6667 CLOSED - irc

6667 CLOSED - irc

529 CLOSED - irc-serv

529 CLOSED - irc-serv

529 CLOSED - irc-serv

6101 CLOSED - VeritasBackupExec

6101 CLOSED - VeritasBackupExec

6101 CLOSED - VeritasBackupExec

Host 192.168.123.77, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.55, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.11, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.77, Port

9875 CLOSED - sapv1l

Modules Log Lines

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

/192.168.123.100

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

63

655

656

657

658

659

660

661

662

663

664

665

666

667

668

669

670

671

672

673

674

675

676

CORE

Impact

Host 192.168.123.55, Port 9875 CLOSED - sapvl

Host 192.168.123.11, Port 9875 CLOSED - sapvl

Host 192.168.123.77, Port 13500 CLOSED - wincomlpd

Host 192.168.123.55, Port 13500 CLOSED - wincomlpd

Host 192.168.123.11, Port 13500 CLOSED - wincomlpd

Host 192.168.123.77, Port 5413 CLOSED - wwiotalk

Host 192.168.123.55, Port 5413 CLOSED - wwiotalk

Host 192.168.123.11, Port 5413 CLOSED - wwiotalk

Host 192.168.123.77, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.55, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.11, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.77, Port 20171 CLOSED - centum

Host 192.168.123.55, Port 20171 CLOSED - centum

Host 192.168.123.11, Port 20171 CLOSED - centum

Host 192.168.123.77, Port 10001 CLOSED - scp-config

Host 192.168.123.55, Port 10001 CLOSED - scp-config

Host 192.168.123.11, Port 10001 CLOSED - scp-config

Host 192.168.123.77, Port 7071 CLOSED - iwgl

Host 192.168.123.55, Port 7071 CLOSED - iwgl

Host 192.168.123.11, Port 7071 CLOSED - iwgl

Host 192.168.123.77, Port 6112 CLOSED - dtspc

Host 192.168.123.55, Port 6112 CLOSED - dtspc
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CORE

Impact

Host 192.168.123.11, Port 6112 CLOSED - dtspc
Host 192.168.123.77, Port 5353 CLOSED - mdns

Host 192.168.123.55, Port 5353 CLOSED - mdns

Module finished execution after 20 secs.

Module "Nmap Service-version Detection" (v184614) started
execution on FriJan 13 12:10:52 2017

Port scanning disabled

TCP Port scanning method: TCP Connect

Resolution using well known ports forced

RPC services detection disabled

RPC services detection method: Port Mapper

UDP scanning disabled

Detected services will be skipped

Reading service probes from C:\Users\User\AppData\Roaming\I
MPACT\components\modules\classic\instalfi

I\data\nmap-service-probes

Service probes successfully parsed
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CORE

Impact

Detecting services in host 192.168.123.55 (192.168.123.55)

Detecting services in host FREEFLY-DC (192.168.123.100)

Detecting services in host 192.168.123.11 (192.168.123.11)

Detecting services in host WIN12377 (192.168.123.77)

Port: TCP-5357 Service 'wsdapi' guessed

Committing entity information...

Module finished execution after 5 secs.

Module "Add Tag To Host" (v152160) started execution on Fri
Jan 13 12:10:59 2017

Analyzing services from: FREEFLY-DC

- There is no tag to add.

Module finished execution after 2 secs.

Module "NULL Shares Scanner" (v126684) started execution on
FriJan 13 12:10:59 2017

Agent using port 59967

Try 1/1

* Grabbing Shares Information from /192.168.123.100

Low

Low

Low

Low

Low

Medium

Low

Low

Low

Low
Low
Low

Low

Low

High

High

Medium

SMB SessionError: STATUS_ACCESS_DENIED({Access Denied} A p Medium

rocess has requested access to an objectfi
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CORE

Impact

but has not been granted those access rights.)
No shared devices found

Error: Could not exploit target

Module finished execution after 3 secs.

Module "Apply Imported Data" (v184614) started execution on
FriJan 13 12:08:35 2017

Applying imported data for target 192.168.123.77

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address
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Applying imported data for target 192.168.123.55

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.11

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports
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No udp ports container has been found.

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.100

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

CORE
Impact
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CORE

Impact

No aliases container has been found. High
...Looking for mac address Medium
- Low
Module finished execution after 5 secs. Low

Module "Port Scanner - UDP" (v185237) started execution on Fri

Jan 13 12:08:43 2017 Low
Host 192.168.123.100, Port 161 FILTERED - snmp Medium
Host 192.168.123.55, Port 161 CLOSED - snmp High
Host 192.168.123.77, Port 161 CLOSED - snmp High
Host 192.168.123.55, Port 1000 CLOSED - ock High
Host 192.168.123.77, Port 1000 CLOSED - ock High
Host 192.168.123.100, Port 1000 FILTERED - ock Medium
Host 192.168.123.11, Port 161 CLOSED - snmp High
Host 192.168.123.11, Port 1000 FILTERED - ock Medium
- Low
Module finished execution after 13 secs. Low

Module "Port Scanner - UDP" (v185237) started execution on Fri

Jan 13 12:08:43 2017 Low
Host 192.168.123.11, Port 10161 CLOSED - snmpdtls High
Host 192.168.123.55, Port 20034 CLOSED - nburn_id High
Host 192.168.123.77, Port 20034 FILTERED - nburn_id Medium
Host 192.168.123.11, Port 7426 CLOSED - pmdmgr High
Host 192.168.123.55, Port 69 CLOSED - tftp High
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CORE

Impact

Host 192.168.123.77, Port 69 CLOSED - tftp

Host 192.168.123.11, Port 67 CLOSED - bootps

Host 192.168.123.55, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 135 FILTERED - loc-srv

Host 192.168.123.11, Port 5060 CLOSED - sip

Host 192.168.123.55, Port 5512 CLOSED - abb

Host 192.168.123.77, Port 5512 CLOSED - abb

Host 192.168.123.11, Port 53 CLOSED - domain

Host 192.168.123.55, Port 5513 CLOSED - abb2

Host 192.168.123.77, Port 5513 CLOSED - abb2

Host 192.168.123.11, Port 161 CLOSED - snmp

Host 192.168.123.55, Port 514 CLOSED - syslog

Host 192.168.123.77, Port 514 CLOSED - syslog

Host 192.168.123.11, Port 123 CLOSED - ntp

Host 192.168.123.55, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.77, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.11, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 3217 CLOSED - unite

Host 192.168.123.77, Port 3217 CLOSED - unite

Host 192.168.123.55, Port 1811 CLOSED - scientia-sdb

Host 192.168.123.77, Port 1811 FILTERED - scientia-sdb

Host 192.168.123.55, Port 1434 CLOSED - ms-sql-m

High
High
High
Medium
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
Medium

High
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CORE

Impact

Host 192.168.123.77, Port 1434 CLOSED - ms-sql-m

Host 192.168.123.55, Port 161 CLOSED - snmp

Host 192.168.123.77, Port 161 CLOSED - snmp

Host 192.168.123.55, Port 164 CLOSED - smip-agent

Host 192.168.123.77, Port 164 CLOSED - smip-agent

Host 192.168.123.55, Port 20010 CLOSED - centum_bkfsim

Host 192.168.123.77, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.55, Port 4011 CLOSED - altserviceboot

Host 192.168.123.77, Port 4011 CLOSED - altserviceboot

Host 192.168.123.55, Port 111 CLOSED - sunrpc

Host 192.168.123.77, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 62514 CLOSED - ciscovpnservice

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.55, Port 696 CLOSED - rushd

Host 192.168.123.77, Port 696 CLOSED - rushd

Host 192.168.123.55, Port 6905 CLOSED - citrix_stream

Host 192.168.123.77, Port 6905 FILTERED - citrix_stream

Host 192.168.123.55, Port 65535 CLOSED - LANDesk-Alert-
Service
Host 192.168.123.77, Port 65535 CLOSED - LANDesk-Alert-
Service

Host 192.168.123.77, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 20034 FILTERED - nburn_id
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CORE

Impact

Host 192.168.123.100, Port 69 FILTERED - tftp

Host 192.168.123.100, Port 135 FILTERED - loc-srv

Host 192.168.123.100, Ports 5512-5513 FILTERED

Host 192.168.123.100, Port 514 FILTERED - syslog

Host 192.168.123.100, Port 52302 FILTERED - bkclogsvr

Host 192.168.123.100, Port 3217 FILTERED - unite

Host 192.168.123.100, Port 1811 FILTERED - scientia-sdb

Host 192.168.123.100, Port 1434 FILTERED - ms-sql-m

Host 192.168.123.100, Port 161 FILTERED - snmp

Host 192.168.123.100, Port 164 FILTERED - smip-agent

Host 192.168.123.100, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.100, Port 4011 FILTERED - altserviceboot

Host 192.168.123.100, Port 111 FILTERED - sunrpc

Host 192.168.123.100, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 696 FILTERED - rushd

Host 192.168.123.100, Port 6905 FILTERED - citrix_stream

Host 192.168.123.100, Port 65535 FILTERED - LANDesk-Alert-
Service

Module finished execution after 2 minute(s) and 8 secs.
Module "Port Scanner - Fast SYN" (v185237) started execution
on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 42537) and (dst host
192.168.123.200)"
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22

23

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

80 CLOSED - http

80 LISTEN - http

80 CLOSED - http

23 CLOSED - telnet

23 CLOSED - telnet

23 CLOSED - telnet

443 CLOSED - https

443 LISTEN - https

443 CLOSED - https

21 CLOSED - ftp

21 CLOSED - ftp

21 CLOSED - ftp

22 CLOSED - ssh

22 CLOSED - ssh

22 CLOSED - ssh

25 CLOSED - smtp

25 CLOSED - smtp

25 CLOSED - smtp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

110 CLOSED - pop-3

CORtE
Impact
High
Low
High
High
High
High
High
Low
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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40

41

42

43

44

45

Host 192.168.123.11, Port 110 CLOSED - pop-3

Host 192.168.123.77, Port 110 CLOSED - pop-3

Host 192.168.123.100, Port 445 LISTEN - microsoft-ds

Host 192.168.123.55, Port 445 LISTEN - microsoft-ds

Host 192.168.123.11, Port 445 CLOSED - microsoft-ds

Host 192.168.123.77, Port 445 LISTEN - microsoft-ds

Host 192.168.123.100, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 139 LISTEN - netbios-ssn

Host 192.168.123.11, Port 139 CLOSED - netbios-ssn

Host 192.168.123.77, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 143 CLOSED - imap2

Host 192.168.123.11, Port 143 CLOSED - imap2

Host 192.168.123.77, Port 143 CLOSED - imap2

Host 192.168.123.100, Port 53 LISTEN - domain

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.11, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.100, Port 135 LISTEN - loc-srv

Host 192.168.123.55, Port 135 LISTEN - loc-srv

Host 192.168.123.11, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 135 LISTEN - loc-srv
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Impact
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Low
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CORE

Impact

Module finished execution after 14 secs.

Module "Port Scanner - Fast SYN" (v185237) started execution
on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 41142) and (dst host
192.168.123.200)"

Host 192.168.123.11, Port 1211 CLOSED - groove-dpp

Host 192.168.123.77, Port 1211 CLOSED - groove-dpp

Host 192.168.123.55, Port 1211 CLOSED - groove-dpp

Host 192.168.123.11, Port 12401 CLOSED - igssdataserver

Host 192.168.123.77, Port 12401 CLOSED - igssdataserver

Host 192.168.123.55, Port 12401 CLOSED - igssdataserver

Host 192.168.123.11, Port 20222 CLOSED - CitectScada

Host 192.168.123.77, Port 20222 CLOSED - CitectScada

Host 192.168.123.55, Port 20222 CLOSED - CitectScada

Host 192.168.123.11, Port 12221 CLOSED - abbws

Host 192.168.123.77, Port 12221 CLOSED - abbws

Host 192.168.123.55, Port 12221 CLOSED - abbws

Host 192.168.123.11, Port 111 CLOSED - sunrpc

Host 192.168.123.77, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 111 CLOSED - sunrpc

Host 192.168.123.11, Port 888 CLOSED - accessbuilder

Host 192.168.123.77, Port 888 CLOSED - accessbuilder

Host 192.168.123.55, Port 888 CLOSED - accessbuilder
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Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

623 CLOSED - oob-ws-http

623 CLOSED - oob-ws-http

623 CLOSED - oob-ws-http

4158 CLOSED - stat-cc

80 CLOSED - http

80 CLOSED - http

4659 CLOSED - playsta2-lob

4158 CLOSED - stat-cc

4158 CLOSED - stat-cc

21 CLOSED - ftp

4659 CLOSED - playsta2-lob

4659 CLOSED - playsta2-lob

515 CLOSED - printer

21 CLOSED - ftp

21 CLOSED - ftp

389 CLOSED - Idap

515 CLOSED - printer

515 CLOSED - printer

8500 CLOSED - fmtp

389 CLOSED - Idap

389 CLOSED - Idap

8080 CLOSED - http-proxy

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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63

CORE

Impact

Host 192.168.123.77, Port 8500 CLOSED - fmtp

Host 192.168.123.55, Port 8500 CLOSED - fmtp

Host 192.168.123.11, Port 4592 CLOSED - advant_rpc

Host 192.168.123.77, Port 443 CLOSED - https

Host 192.168.123.55, Port 443 CLOSED - https

Host 192.168.123.11, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.77, Port 8080 CLOSED - http-proxy

Host 192.168.123.55, Port 8080 CLOSED - http-proxy

Host 192.168.123.11, Port 4000 CLOSED - terabase

Host 192.168.123.77, Port 4592 CLOSED - advant_rpc

Host 192.168.123.55, Port 4592 CLOSED - advant_rpc

Host 192.168.123.11, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.77, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.55, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.11, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.77, Port 4000 CLOSED - terabase

Host 192.168.123.55, Port 4000 CLOSED - terabase

Host 192.168.123.11, Port 61614 CLOSED - stomp

Host 192.168.123.77, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.55, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.11, Port 8060 CLOSED - atlassian-fisheye

Host 192.168.123.77, Port 8161 CLOSED - patrol-snmp
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Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

8161 CLOSED - patrol-snmp

631 CLOSED - ipp

Host 192.168.123.77, Port 61614 CLOSED - stomp

Host 192.168.123.55, Port 61614 CLOSED - stomp

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

625 CLOSED - dec_dIm

8060 CLOSED - atlassian-fisheye

8060 CLOSED - atlassian-fisheye

445 CLOSED - microsoft-ds

631 CLOSED - ipp

631 CLOSED - ipp

617 CLOSED - arkeia

625 CLOSED - dec_dIm

625 CLOSED - dec_dIm

8088 CLOSED - radan-http

617 CLOSED - arkeia

617 CLOSED - arkeia

8085 CLOSED - atlassian_bamboo

8088 CLOSED - radan-http

8088 CLOSED - radan-http

Host 192.168.123.11, Port 37452 CLOSED - smartdisk

Host 192.168.123.77, Port

Host 192.168.123.55, Port

8085 CLOSED - atlassian_bamboo

8085 CLOSED - atlassian_bamboo
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Host 192.168.123.11, Port

CORE

Impact

22 CLOSED - ssh

Host 192.168.123.77, Port 37452 CLOSED - smartdisk

Host 192.168.123.55, Port 37452 CLOSED - smartdisk

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

81 CLOSED - hosts2-ns

22 CLOSED - ssh

22 CLOSED - ssh

6661 CLOSED - bigantimserver

81 CLOSED - hosts2-ns

81 CLOSED - hosts2-ns

6080 CLOSED - bigant-server

6661 CLOSED - bigantimserver

6661 CLOSED - bigantimserver

6660 CLOSED - Bigant-server

6080 CLOSED - bigant-server

6080 CLOSED - bigant-server

53 CLOSED - domain

6660 CLOSED - Bigant-server

6660 CLOSED - Bigant-server

Host 192.168.123.11, Port 16102 CLOSED - bcaaa

Host 192.168.123.77, Port

Host 192.168.123.55, Port

53 CLOSED - domain

53 CLOSED - domain

Host 192.168.123.11, Port 19810 CLOSED - bopup
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CORE

Impact

Host 192.168.123.77, Port 16102 CLOSED - bcaaa

Host 192.168.123.55, Port 16102 CLOSED - bcaaa

Host 192.168.123.11, Port 5054 CLOSED - accurev

Host 192.168.123.77, Port 19810 CLOSED - bopup

Host 192.168.123.55, Port 19810 CLOSED - bopup

Host 192.168.123.11, Port 3050 CLOSED - gds_db

Host 192.168.123.77, Port 5054 CLOSED - accurev

Host 192.168.123.55, Port 5054 CLOSED - accurev

Host 192.168.123.11, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.77, Port 3050 CLOSED - gds_db

Host 192.168.123.55, Port 3050 CLOSED - gds_db

Host 192.168.123.11, Port 41523 CLOSED - cadissvc

Host 192.168.123.77, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.55, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.11, Port 1900 CLOSED - ssdp

Host 192.168.123.77, Port 41523 CLOSED - cadissvc

Host 192.168.123.55, Port 41523 CLOSED - cadissvc

Host 192.168.123.11, Port 6502 CLOSED - castapeengine

Host 192.168.123.77, Port 1900 CLOSED - ssdp

Host 192.168.123.55, Port 1900 CLOSED - ssdp

Host 192.168.123.11, Port 6503 CLOSED - casmsgengine

Host 192.168.123.77, Port 6502 CLOSED - castapeengine
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High

High

High

High

High

High

High

High
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CORE

Impact

Host 192.168.123.55, Port 6502 CLOSED - castapeengine

Host 192.168.123.11, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.77, Port 6503 CLOSED - casmsgengine

Host 192.168.123.55, Port 6503 CLOSED - casmsgengine

Host 192.168.123.11, Port 10204 CLOSED - calicmanager2

Host 192.168.123.77, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.55, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.11, Port 10203 CLOSED - calicmanager

Host 192.168.123.77, Port 10204 CLOSED - calicmanager2

Host 192.168.123.55, Port 10204 CLOSED - calicmanager2

Host 192.168.123.11, Port 34444 CLOSED - catd-uncws

Host 192.168.123.77, Port 10203 CLOSED - calicmanager

Host 192.168.123.55, Port 10203 CLOSED - calicmanager

Host 192.168.123.11, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.77, Port 34444 CLOSED - catd-uncws

Host 192.168.123.55, Port 34444 CLOSED - catd-uncws

Host 192.168.123.11, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.77, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.55, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.11, Port 5250 CLOSED - soagateway

Host 192.168.123.77, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.55, Port 4105 CLOSED - ca-messagequeue
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154
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163
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167

168

169

170

171

172

173

Host 192.168.123.11, Port 2401 CLOSED - cvspserver

Host 192.168.123.77, Port 5250 CLOSED - soagateway

Host 192.168.123.55, Port 5250 CLOSED - soagateway

Host 192.168.123.11, Port 55555 CLOSED - catia

Host 192.168.123.77, Port 2401 CLOSED - cvspserver

Host 192.168.123.55, Port 2401 CLOSED - cvspserver

Host 192.168.123.11, Port 18747 CLOSED - edgesight

Host 192.168.123.77, Port 55555 CLOSED - catia

Host 192.168.123.55, Port 55555 CLOSED - catia

Host 192.168.123.11, Port 1882 CLOSED - ecsqdmn

Host 192.168.123.77, Port 18747 CLOSED - edgesight

Host 192.168.123.55, Port 18747 CLOSED - edgesight

Host 192.168.123.11, Port 139 CLOSED - netbios-ssn

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

1882 CLOSED - ecsqdmn

1882 CLOSED - ecsqdmn

CORtE
Impact

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

5481 CLOSED - clearscada_server High

5481 CLOSED - clearscada_server High

5481 CLOSED - clearscada_server High

143 CLOSED - imap2

143 CLOSED - imap2

143 CLOSED - imap2

220 CLOSED - imap3

High
High
High

High
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176

177
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183

184

185

186

187

188

189

190

191

192

193

194

195

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

220 CLOSED - imap3

220 CLOSED - imap3

910 CLOSED - kink

910 CLOSED - kink

910 CLOSED - kink

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

Host 192.168.123.11, Port 50000 CLOSED - ibm-db2

Host 192.168.123.77, Port 50000 CLOSED - ibm-db2

Host 192.168.123.55, Port 50000 CLOSED - ibm-db2

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

3632 CLOSED - distcc

3632 CLOSED - distcc

3632 CLOSED - distcc

3000 CLOSED - ppp

3000 CLOSED - ppp

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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CORE

Impact

Host 192.168.123.55, Port 3000 CLOSED - ppp

Host 192.168.123.11, Port 3500 CLOSED - rtmp-port

Host 192.168.123.77, Port 3500 CLOSED - rtmp-port

Host 192.168.123.55, Port 3500 CLOSED - rtmp-port

Host 192.168.123.11, Port 41025 CLOSED - emcalphastore

Host 192.168.123.77, Port 41025 CLOSED - emcalphastore

Host 192.168.123.55, Port 41025 CLOSED - emcalphastore

Host 192.168.123.11, Port 8045 CLOSED - emcas

Host 192.168.123.77, Port 8045 CLOSED - emcas

Host 192.168.123.55, Port 8045 CLOSED - emcas

Host 192.168.123.11, Port 8090 CLOSED - http_alt_alt

Host 192.168.123.77, Port 8090 CLOSED - http_alt_alt

Host 192.168.123.55, Port 8090 CLOSED - http_alt_alt

Host 192.168.123.11, Port 18821 CLOSED - emc-ssl-service

Host 192.168.123.77, Port 18821 CLOSED - emc-ssl-service

Host 192.168.123.55, Port 18821 CLOSED - emc-ssl-service

Host 192.168.123.11, Port 7144 CLOSED - peercast

Host 192.168.123.77, Port 7144 CLOSED - peercast

Host 192.168.123.55, Port 7144 CLOSED - peercast

Host 192.168.123.11, Port 6542 CLOSED - emc-rm-client

Host 192.168.123.77, Port 6542 CLOSED - emc-rm-client

Host 192.168.123.55, Port 6542 CLOSED - emc-rm-client

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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Host 192.168.123.11, Port 8000 CLOSED - irdmi

Host 192.168.123.77, Port 8000 CLOSED - irdmi

Host 192.168.123.55, Port 8000 CLOSED - irdmi

Host 192.168.123.11, Port 10000 CLOSED -
VeritasBackupExecAgent - Webmin
Host 192.168.123.77, Port 10000 CLOSED -
VeritasBackupExecAgent - Webmin
Host 192.168.123.55, Port 10000 CLOSED -
VeritasBackupExecAgent - Webmin

Host 192.168.123.11, Port 9200 CLOSED - wap-wsp

Host 192.168.123.77, Port 9200 CLOSED - wap-wsp

Host 192.168.123.55, Port 9200 CLOSED - wap-wsp

Host 192.168.123.11, Port 25 CLOSED - smtp

Host 192.168.123.77, Port 25 CLOSED - smtp

Host 192.168.123.55, Port 25 CLOSED - smtp

Host 192.168.123.11, Port 79 CLOSED - finger

Host 192.168.123.77, Port 79 CLOSED - finger

Host 192.168.123.55, Port 79 CLOSED - finger

Host 192.168.123.11, Port 3689 CLOSED - daap

Host 192.168.123.77, Port 3689 CLOSED - daap

Host 192.168.123.55, Port 3689 CLOSED - daap

Host 192.168.123.11, Port 27000 CLOSED - flexnet

Host 192.168.123.77, Port 27000 CLOSED - flexnet

Host 192.168.123.55, Port 27000 CLOSED - flexnet

Host 192.168.123.11, Port 10008 CLOSED - octopus

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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Impact

Host 192.168.123.77, Port 10008 CLOSED - octopus

Host 192.168.123.55, Port 10008 CLOSED - octopus

Host 192.168.123.11, Port 14000 CLOSED - scotty-ft

Host 192.168.123.77, Port 14000 CLOSED - scotty-ft

Host 192.168.123.55, Port 14000 CLOSED - scotty-ft

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

2380 CLOSED - goodtech_telnet

2380 CLOSED - goodtech_telnet

2380 CLOSED - goodtech_telnet

591 CLOSED - http-alt

591 CLOSED - http-alt

591 CLOSED - http-alt

5814 CLOSED - spt-automation

5814 CLOSED - spt-automation

5814 CLOSED - spt-automation

3465 CLOSED - edm-mgr-cntrl

3465 CLOSED - edm-mgr-cntrl

3465 CLOSED - edm-mgr-cntrl

5555 CLOSED - personal-agent

5555 CLOSED - personal-agent

5555 CLOSED - personal-agent

3817 CLOSED - tapeware

3817 CLOSED - tapeware
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Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.77, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.55, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

3817 CLOSED - tapeware

1530 CLOSED - rap-service

1530 CLOSED - rap-service

1530 CLOSED - rap-service

2207 CLOSED - hpssd

2207 CLOSED - hpssd

2207 CLOSED - hpssd

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr
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CORE

Impact

Host 192.168.123.11, Port 5053 CLOSED - ovtrcd High
Host 192.168.123.77, Port 5053 CLOSED - ovtrcd High
Host 192.168.123.55, Port 5053 CLOSED - ovtrcd High
Host 192.168.123.11, Port 8081 CLOSED - sunproxyadmin High
Host 192.168.123.77, Port 8081 CLOSED - sunproxyadmin High
Host 192.168.123.55, Port 8081 CLOSED - sunproxyadmin High
Host 192.168.123.11, Port 9080 CLOSED - glrpc High
Host 192.168.123.77, Port 9080 CLOSED - glrpc High
Host 192.168.123.55, Port 9080 CLOSED - glrpc High
Host 192.168.123.11, Port 2381 CLOSED - compag-https High
Host 192.168.123.77, Port 2381 CLOSED - compag-https High
Host 192.168.123.55, Port 2381 CLOSED - compag-https High
Host 192.168.123.11, Port 9090 CLOSED - zeus-admin High
Host 192.168.123.77, Port 9090 CLOSED - zeus-admin High
Host 192.168.123.55, Port 9090 CLOSED - zeus-admin High
Host 192.168.123.11, Port 19300 CLOSED - High
ibm_cognos_webserver

Host 192.168.123.77, Port 19300 CLOSED - High
ibm_cognos_webserver

Host 192.168.123.55, Port 19300 CLOSED - High
ibm_cognos_webserver

Host 192.168.123.11, Port 5498 CLOSED - cognos High
Host 192.168.123.77, Port 5498 CLOSED - cognos High
Host 192.168.123.55, Port 5498 CLOSED - cognos High
Host 192.168.123.11, Port 6988 CLOSED - ibm-director-cim High
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CORE

Impact

Host 192.168.123.77, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.55, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.11, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.77, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.55, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.11, Port 1533 CLOSED - virtual-places

Host 192.168.123.77, Port 1533 CLOSED - virtual-places

Host 192.168.123.55, Port 1533 CLOSED - virtual-places

Host 192.168.123.11, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.77, Port 9495 CLOSED - tivoli-lcfd

Host 192.168.123.55, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.11, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.77, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.55, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.11, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.77, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.55, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.11, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.77, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.55, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.11, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.77, Port 8880 CLOSED - cddbp-alt
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Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

8880 CLOSED - cddbp-alt

1315 CLOSED - els

1315 CLOSED - els

1315 CLOSED - els

119 CLOSED - nntp

119 CLOSED - nntp

119 CLOSED - nntp

Host 192.168.123.11, Port 38080 CLOSED - genbro

Host 192.168.123.77, Port 38080 CLOSED - genbro

Host 192.168.123.55, Port 38080 CLOSED - genbro

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

4322 CLOSED - trim-event

4322 CLOSED - trim-event

4322 CLOSED - trim-event

110 CLOSED - pop-3

110 CLOSED - pop-3

110 CLOSED - pop-3

5900 CLOSED - vnc

5900 CLOSED - vnc

5900 CLOSED - vnc

513 CLOSED - login

513 CLOSED - login

513 CLOSED - login

CORtE
Impact
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Impact

Host 192.168.123.11, Port 23 CLOSED - telnet

Host 192.168.123.77, Port 23 CLOSED - telnet

Host 192.168.123.55, Port 23 CLOSED - telnet

Host 192.168.123.11, Port 1433 CLOSED - ms-sql-s

Host 192.168.123.77, Port 1433 CLOSED - ms-sql-s

Host 192.168.123.55, Port 1433 CLOSED - ms-sql-s

Host 192.168.123.11, Port 18881 CLOSED - infotos

Host 192.168.123.77, Port 18881 CLOSED - infotos

Host 192.168.123.55, Port 18881 CLOSED - infotos

Host 192.168.123.11, Port 57772 CLOSED - intersystems

Host 192.168.123.77, Port 57772 CLOSED - intersystems

Host 192.168.123.55, Port 57772 CLOSED - intersystems

Host 192.168.123.11, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.77, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.55, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.11, Port 8443 CLOSED - pcsync-https

Host 192.168.123.77, Port 8443 CLOSED - pcsync-https

Host 192.168.123.55, Port 8443 CLOSED - pcsync-https

Host 192.168.123.11, Port 44334 CLOSED - kerio

Host 192.168.123.77, Port 44334 CLOSED - kerio

Host 192.168.123.55, Port 44334 CLOSED - kerio

Host 192.168.123.11, Port 777 CLOSED - multiling-http

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

Modules Log Lines



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

/192.168.123.11

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

92

372

373

374

375

376

377

378

379

380

381

382

383

384

385

386

387

388

389

390

391

392

393

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

777 CLOSED - multiling-http

777 CLOSED - multiling-http

135 CLOSED - loc-srv

2105 CLOSED - msmq2

2105 CLOSED - msmq2

2105 CLOSED - msmq2

2103 CLOSED - msmq

2103 CLOSED - msmq

2103 CLOSED - msmq

8400 CLOSED - cvd

8400 CLOSED - cvd

8400 CLOSED - cvd

Host 192.168.123.77, Port 11234 CLOSED -

measuresoft_scadapro

Host 192.168.123.55, Port 11234 CLOSED -

measuresoft_scadapro

Host 192.168.123.11, Port 11234 CLOSED -

measuresoft_scadapro

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

105 CLOSED - csnet-ns

105 CLOSED - csnet-ns

105 CLOSED - csnet-ns

2194 CLOSED - msrt

2194 CLOSED - msrt

2194 CLOSED - msrt

Host 192.168.123.77, Port 10080 CLOSED - amanda
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Impact

Host 192.168.123.55, Port 10080 CLOSED - amanda

Host 192.168.123.11, Port 10080 CLOSED - amanda

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

1478 CLOSED - ms-sna-base

1478 CLOSED - ms-sna-base

1478 CLOSED - ms-sna-base

8093 CLOSED - sharepoint-dclb
8093 CLOSED - sharepoint-dclb

8093 CLOSED - sharepoint-dclb

1723 CLOSED - pptp

1723 CLOSED - pptp

1723 CLOSED - pptp

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sgl-m

1434 CLOSED - ms-sql-m

1512 CLOSED - wins

1512 CLOSED - wins

1512 CLOSED - wins

42 CLOSED - nameserver

42 CLOSED - nameserver

42 CLOSED - nameserver

1755 CLOSED - ms-streaming

1755 CLOSED - ms-streaming
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429

430

431
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433

434

435

436

437

CORE

Impact

Host 192.168.123.11, Port 1755 CLOSED - ms-streaming High
Host 192.168.123.77, Port 3389 CLOSED - msrdp High
Host 192.168.123.55, Port 3389 CLOSED - msrdp High
Host 192.168.123.11, Port 3389 CLOSED - msrdp High
Host 192.168.123.77, Port 5357 LISTEN - wsdapi Low
Host 192.168.123.55, Port 5357 CLOSED - wsdapi High
Host 192.168.123.11, Port 5357 CLOSED - wsdapi High
Host 192.168.123.77, Port 20000 CLOSED - Usermin High
Host 192.168.123.55, Port 20000 CLOSED - Usermin High
Host 192.168.123.11, Port 20000 CLOSED - Usermin High
Host 192.168.123.77, Port 27017 CLOSED - mongodb-server High
Host 192.168.123.55, Port 27017 CLOSED - mongodb-server High
Host 192.168.123.11, Port 27017 CLOSED - mongodb-server High
Host 192.168.123.77, Port 3814 CLOSED - neto-dcs High
Host 192.168.123.55, Port 3814 CLOSED - neto-dcs High
Host 192.168.123.11, Port 3814 CLOSED - neto-dcs High
Host 192.168.123.77, Port 554 CLOSED - rtsp High
Host 192.168.123.55, Port 554 CLOSED - rtsp High
Host 192.168.123.11, Port 554 CLOSED - rtsp High
Host 192.168.123.77, Port 3306 CLOSED - mysq| High
Host 192.168.123.55, Port 3306 CLOSED - mysq| High
Host 192.168.123.11, Port 3306 CLOSED - mysq| High
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439

440

441

442

443

444

445

446

447

448

449

450

451

452

453

454

455

456

457

458

459

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

CORE

Impact

9999 CLOSED - maxdb High
9999 CLOSED - maxdb High
9999 CLOSED - maxdb High
1935 CLOSED - macromedia-fcs High
1935 CLOSED - macromedia-fcs High
1935 CLOSED - macromedia-fcs High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
8300 CLOSED - novellmsg High
8300 CLOSED - novellmsg High
8300 CLOSED - novellmsg High
998 CLOSED - busboy High
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461

462

463

464

465

466

467

468

469

470

471

472

473

474

475

476

477

478

479

480

481

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

998 CLOSED - busboy

998 CLOSED - busboy

8028 CLOSED - novell-http

8028 CLOSED - novell-http

8028 CLOSED - novell-http

8030 CLOSED - novell-http-auth

8030 CLOSED - novell-http-auth

8030 CLOSED - novell-http-auth

524 CLOSED - ncp

524 CLOSED - ncp

524 CLOSED - ncp

Host 192.168.123.77, Port 48080 CLOSED - novell-imanager

Host 192.168.123.55, Port 48080 CLOSED - novell-imanager

Host 192.168.123.11, Port 48080 CLOSED - novell-imanager

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

8800 CLOSED - sunwebadmin

8800 CLOSED - sunwebadmin

8800 CLOSED - sunwebadmin

161 CLOSED - snmp

161 CLOSED - snmp

161 CLOSED - snmp

2049 CLOSED - nfs

2049 CLOSED - nfs
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High

High
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High

High

High

High

High
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High

High
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High

High

High
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494
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496

497
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499

500

501

502

503

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

2049 CLOSED - nfs

1099 CLOSED - rmiregistry

1099 CLOSED - rmiregistry

1099 CLOSED - rmiregistry

995 CLOSED - pop3s

995 CLOSED - pop3s

995 CLOSED - pop3s

465 CLOSED - smtps

465 CLOSED - smtps

465 CLOSED - smtps

990 CLOSED - ftps

990 CLOSED - ftps

990 CLOSED - ftps

993 CLOSED - imaps

993 CLOSED - imaps

993 CLOSED - imaps

994 CLOSED - ircs

994 CLOSED - ircs

994 CLOSED - ircs

4433 CLOSED - dtls

4433 CLOSED - dtls

4433 CLOSED - dtls

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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508
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513
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516
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523

524

525

CORE

Impact

Host 192.168.123.77, Port 446 CLOSED - ddm-rdb High
Host 192.168.123.55, Port 446 CLOSED - ddm-rdb High
Host 192.168.123.11, Port 446 CLOSED - ddm-rdb High
Host 192.168.123.77, Port 4848 CLOSED - appserv-http High
Host 192.168.123.55, Port 4848 CLOSED - appserv-http High
Host 192.168.123.11, Port 4848 CLOSED - appserv-http High
Host 192.168.123.77, Port 1521 CLOSED - oracle-db High
Host 192.168.123.55, Port 1521 CLOSED - oracle-db High
Host 192.168.123.11, Port 1521 CLOSED - oracle-db High
Host 192.168.123.77, Port 7001 CLOSED - afs3-callback High
Host 192.168.123.55, Port 7001 CLOSED - afs3-callback High
Host 192.168.123.11, Port 7001 CLOSED - afs3-callback High
Host 192.168.123.77, Port 1158 CLOSED - dbcontrol-oms High
Host 192.168.123.55, Port 1158 CLOSED - dbcontrol-oms High
Host 192.168.123.11, Port 1158 CLOSED - dbcontrol-oms High
Host 192.168.123.77, Port 2100 CLOSED - oracle-ftp High
Host 192.168.123.55, Port 2100 CLOSED - oracle-ftp High
Host 192.168.123.11, Port 2100 CLOSED - oracle-ftp High
Host 192.168.123.77, Port 19226 CLOSED - panda-pagent High
Host 192.168.123.55, Port 19226 CLOSED - panda-pagent High
Host 192.168.123.11, Port 19226 CLOSED - panda-pagent High
Host 192.168.123.77, Port 7443 CLOSED - oracleas-https High
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542

543

544
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546

547

CORE

Impact

Host 192.168.123.55, Port 7443 CLOSED - oracleas-https High
Host 192.168.123.11, Port 7443 CLOSED - oracleas-https High
Host 192.168.123.77, Port 5432 CLOSED - postgres High
Host 192.168.123.55, Port 5432 CLOSED - postgres High
Host 192.168.123.11, Port 5432 CLOSED - postgres High
Host 192.168.123.77, Port 9000 CLOSED - cslistener High
Host 192.168.123.55, Port 9000 CLOSED - cslistener High
Host 192.168.123.11, Port 9000 CLOSED - cslistener High
Host 192.168.123.77, Port 1337 CLOSED - menandmice-dns High
Host 192.168.123.55, Port 1337 CLOSED - menandmice-dns High
Host 192.168.123.11, Port 1337 CLOSED - menandmice-dns High

Host 192.168.123.77, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.55, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.11, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

514 CLOSED - shell

514 CLOSED - shell

514 CLOSED - shell

705 CLOSED - agentx

705 CLOSED - agentx

705 CLOSED - agentx

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

High
High
High
High
High
High
High

High
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551
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555

556

557

558

559

560

561

562

563

564

565

566

567

568

569

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

541 CLOSED - uucp-rlogin

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

7210 CLOSED - sql6

7210 CLOSED - sql6

7210 CLOSED - sql6

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3900 CLOSED - udt_os

3900 CLOSED - udt_os

3900 CLOSED - udt_os

Host 192.168.123.77, Port 46823 CLOSED - winlog

Host 192.168.123.55, Port 46823 CLOSED - winlog

Host 192.168.123.11, Port 46823 CLOSED - winlog

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

636 CLOSED - Idapssl

636 CLOSED - Idapssl|

636 CLOSED - Idapssl|

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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584

585

586

587

588
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CORE

Impact

Host 192.168.123.77, Port 563 CLOSED - snews

Host 192.168.123.55, Port 563 CLOSED - snews

Host 192.168.123.11, Port 563 CLOSED - snews

Host 192.168.123.77, Port 2537 CLOSED - upgrade

Host 192.168.123.55, Port 2537 CLOSED - upgrade

Host 192.168.123.11, Port 2537 CLOSED - upgrade

Host 192.168.123.77, Port 27700 CLOSED - modbus

Host 192.168.123.55, Port 27700 CLOSED - modbus

Host 192.168.123.11, Port 27700 CLOSED - modbus

Host 192.168.123.77, Port 7580 CLOSED - flink

Host 192.168.123.55, Port 7580 CLOSED - flink

Host 192.168.123.11, Port 7580 CLOSED - flink

Host 192.168.123.77, Port 30000 CLOSED - sworks

Host 192.168.123.55, Port 30000 CLOSED - sworks

Host 192.168.123.11, Port 30000 CLOSED - sworks

Host 192.168.123.77, Port 3128 CLOSED - squid-http

Host 192.168.123.55, Port 3128 CLOSED - squid-http

Host 192.168.123.11, Port 3128 CLOSED - squid-http

Host 192.168.123.77, Port 898 CLOSED - sun-manageconsole

Host 192.168.123.55, Port 898 CLOSED - sun-manageconsole

Host 192.168.123.11, Port 898 CLOSED - sun-manageconsole

Host 192.168.123.77, Port 1080 CLOSED - socks
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609
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613

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

1080 CLOSED - socks

1080 CLOSED - socks

2001 CLOSED - dc

2001 CLOSED - dc

2001 CLOSED - dc

Host 192.168.123.77, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.55, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.11, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

5003 CLOSED - fmpro-internal

5003 CLOSED - fmpro-internal

5003 CLOSED - fmpro-internal

5631 CLOSED - pcanywheredata

5631 CLOSED - pcanywheredata

5631 CLOSED - pcanywheredata

2967 CLOSED - ssc-agent

2967 CLOSED - ssc-agent

2967 CLOSED - ssc-agent

Host 192.168.123.77, Port 12174 CLOSED - symantec

Host 192.168.123.55, Port 12174 CLOSED - symantec

Host 192.168.123.11, Port 12174 CLOSED - symantec

Host 192.168.123.77, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.55, Port 14300 CLOSED - veritas_VRTSweb
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CORE

Impact

Host 192.168.123.11, Port 14300 CLOSED - veritas_VRTSweb High

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

9855 CLOSED - swsagent

9855 CLOSED - swsagent

9855 CLOSED - swsagent

5679 CLOSED - dccm

5679 CLOSED - dccm

5679 CLOSED - dccm

9121 CLOSED - sync-breeze

9121 CLOSED - sync-breeze

9121 CLOSED - sync-breeze

113 CLOSED - auth

113 CLOSED - auth

113 CLOSED - auth

8292 CLOSED - tomcat-alt

8292 CLOSED - tomcat-alt

8292 CLOSED - tomcat-alt

Host 192.168.123.77, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.55, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.11, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

1812 CLOSED - radius

1812 CLOSED - radius

1812 CLOSED - radius

High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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Port Scanner - Fast
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Port Scanner - Fast
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637

638

639

640

641

642

643

644

645

646

647

648

649

650

651

652

653

654

655

656

657

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

3986 CLOSED - mapper-ws_ethd High
3986 CLOSED - mapper-ws_ethd High
3986 CLOSED - mapper-ws_ethd High

3985 CLOSED - mapper-mapethd High

3985 CLOSED - mapper-mapethd High

3985 CLOSED - mapper-mapethd High

6667 CLOSED - irc

6667 CLOSED - irc

6667 CLOSED - irc

529 CLOSED - irc-serv

529 CLOSED - irc-serv

529 CLOSED - irc-serv

High

High

High

High

High

High

6101 CLOSED - VeritasBackupExec High

6101 CLOSED - VeritasBackupExec High

Host 192.168.123.11, Port 6101 CLOSED - VeritasBackupExec High

Host 192.168.123.77, Port 13722 CLOSED - bpjava-msvc High
Host 192.168.123.55, Port 13722 CLOSED - bpjava-msvc High
Host 192.168.123.11, Port 13722 CLOSED - bpjava-msvc High
Host 192.168.123.77, Port 9875 CLOSED - sapv1l High
Host 192.168.123.55, Port 9875 CLOSED - sapv1 High
Host 192.168.123.11, Port 9875 CLOSED - sapv1l High
Host 192.168.123.77, Port 13500 CLOSED - wincomlpd High
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658

659

660

661

662

663

664

665

666

667

668

669

670

671

672

673

674

675

676

677

678

679

CORE

Impact

Host 192.168.123.55, Port 13500 CLOSED - wincomlpd

Host 192.168.123.11, Port 13500 CLOSED - wincomlpd

Host 192.168.123.77, Port 5413 CLOSED - wwiotalk

Host 192.168.123.55, Port 5413 CLOSED - wwiotalk

Host 192.168.123.11, Port 5413 CLOSED - wwiotalk

Host 192.168.123.77, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.55, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.11, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.77, Port 20171 CLOSED - centum

Host 192.168.123.55, Port 20171 CLOSED - centum

Host 192.168.123.11, Port 20171 CLOSED - centum

Host 192.168.123.77, Port 10001 CLOSED - scp-config

Host 192.168.123.55, Port 10001 CLOSED - scp-config

Host 192.168.123.11, Port 10001 CLOSED - scp-config

Host 192.168.123.77, Port 7071 CLOSED - iwgl

Host 192.168.123.55, Port 7071 CLOSED - iwgl

Host 192.168.123.11, Port 7071 CLOSED - iwgl

Host 192.168.123.77, Port 6112 CLOSED - dtspc

Host 192.168.123.55, Port 6112 CLOSED - dtspc

Host 192.168.123.11, Port 6112 CLOSED - dtspc

Host 192.168.123.77, Port 5353 CLOSED - mdns

Host 192.168.123.55, Port 5353 CLOSED - mdns
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Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

Nmap Service-

version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection
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680

681

10

11

12

CORE

Impact

Module finished execution after 20 secs.

Low

Low

Module "Nmap Service-version Detection" (v184614) started

execution on FriJan 13 12:10:52 2017

Port scanning disabled

TCP Port scanning method: TCP Connect

Resolution using well known ports forced

RPC services detection disabled

RPC services detection method: Port Mapper

UDP scanning disabled

Detected services will be skipped

Low

Low

Low

Low

Low

Low

Low

Low

Reading service probes from C:\Users\User\AppData\Roaming\I

MPACT\components\modules\classic\instalfi

I\data\nmap-service-probes

Service probes successfully parsed

Detecting services in host 192.168.123.55 (192.168.123.55)

Detecting services in host FREEFLY-DC (192.168.123.100)

Low

Low

Low

Low

Low

Modules Log Lines
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Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Add Tag To Host

Add Tag To Host
Add Tag To Host
Add Tag To Host
Add Tag To Host
Add Tag To Host
Apache - OpenSSL

ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit
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13

14

15

16

17

18

u A W N P

CORE

Impact

Detecting services in host 192.168.123.11 (192.168.123.11)

Detecting services in host WIN12377 (192.168.123.77)

Port: TCP-5357 Service 'wsdapi' guessed

Committing entity information...

Module finished execution after 5 secs.

Module "Add Tag To Host" (v152160) started execution on Fri
Jan 13 12:10:58 2017

Analyzing services from: 192.168.123.11
- Adding tags: Web Server to target.
- Committing entity information...

Module finished execution after 1 secs.

Module "Apache - OpenSSL ASN.1 deallocation exploit" (v18400

8) started execution on FriJan 13 15:fi

52:15 2017

Agent using port 55898

Exploiting host: 192.168.123.11 (192.168.123.11)
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exploit
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ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apache - OpenSSL
ASN.1 deallocation
exploit
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10

11

12

13

14

CORE

Impact

handshake: 2 High
handshake: b High
handshake: ¢ High
handshake: e High
- checking if the server is vulnerable (OpenSSL-0.9.6<k or Low
OpenSSL-0.9.7<c)

the server is vulnerable Low
handshake: 2 High
handshake: b High
handshake: ¢ High
handshake: e High
- checking if the server is exploitable (OpenSSL-0.9.7<c) Low
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exploit
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exploit
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exploit
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exploit
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15

16

17

18

19

20

21

22

23

24

25

CORE

Impact

the server is exploitable

- brute-forcing the known-targets for service running on port
443

trying known-target: Red Hat 9 (httpd-2.0.40-21.9.i386.rpm -
httpd.worker)

handshake: 2

handshake: b

handshake: ¢

handshake: e

Trying to connect agent #1

connecting to 192.168.123.11:55898

Failure: timeout reached

connectAgent() exception: Failure: timeout reached
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26

27
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29
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32

33

34

35

36

CORE

Impact

trying known-target: Red Hat 9 (httpd-2.0.40-21.9.i386.rpm -
httpd)

handshake: 2

handshake: b

handshake: ¢

handshake: e

Trying to connect agent #1

connecting to 192.168.123.11:55898

Failure: timeout reached

connectAgent() exception: Failure: timeout reached

trying known-target: Red Hat 9 (httpd-2.0.40-21.i386.rpm -
httpd.worker)

handshake: 2
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ASN.1 deallocation
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Apache - OpenSSL
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Apache - OpenSSL
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CORE

Impact

handshake: b

handshake: ¢

handshake: e

Trying to connect agent #1

connecting to 192.168.123.11:55898

Failure: timeout reached

connectAgent() exception: Failure: timeout reached

trying known-target: Red Hat 9 (httpd-2.0.40-21.i386.rpm -
httpd)

handshake: 2

handshake: b

handshake: ¢

High

High

High

Low

Medium

High

Medium

Medium

High

High

High
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Apache - OpenSSL
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Apache - OpenSSL
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exploit

Apache - OpenSSL
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exploit

Apache - OpenSSL
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exploit

Apache - OpenSSL
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exploit

Apache - OpenSSL
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exploit

Apache - OpenSSL
ASN.1 deallocation
exploit

Apply Imported
Data

Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
Apply Imported
Data
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55

CORE

Impact

handshake: e

Trying to connect agent #1

connecting to 192.168.123.11:55898

A new agent(/192.168.123.11/agent(70)) has been deployed in
the host /192.168.123.11.

Keep Alive Manager is already running ...

Exploit successful, 6 tries needed.

Module finished execution after 52 secs.

Module "Apply Imported Data" (v184614) started execution on
FriJan 13 12:08:35 2017

Applying imported data for target 192.168.123.77

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

Modules Log Lines
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...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.55
...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

CORE

Impact

Medium
Medium
Medium
Medium
Medium
High

Medium
High

Medium
High

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
High

Medium
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No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.11

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

No udp ports container has been found.

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.100
...Processing container 2017-01-13 12:08:34

CORE
Impact

High

Medium
High

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
High

Medium
Medium
High

Medium
High

Medium
High

Medium
Medium

Medium
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v A W N

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Module finished execution after 5 secs.

CORE

Impact

Medium
Medium
Medium
Medium
Medium
Medium
Medium
High

Medium
High

Medium
High

Medium
Low

Low

Module "OS Detect by SMB" (v195304) started execution on Fri

Jan 13 12:08:43 2017

OS detecting host /192.168.123.55 by port: 445
0S detecting host /192.168.123.55 by port: 139

Unrecognized OS: "

Module finished execution after 2 secs.

Low

Low

Low
Low
Low

Low

Module "Port Scanner - UDP" (v185237) started execution on Fri

Jan 13 12:08:43 2017

Low
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Host 192.168.123.100, Port 161 FILTERED - snmp

Host 192.168.123.55, Port 161 CLOSED - snmp

Host 192.168.123.77, Port 161 CLOSED - snmp

Host 192.168.123.55, Port 1000 CLOSED - ock

Host 192.168.123.77, Port 1000 CLOSED - ock

Host 192.168.123.100, Port 1000 FILTERED - ock

Host 192.168.123.11, Port 161 CLOSED - snmp

Host 192.168.123.11, Port 1000 FILTERED - ock

Module finished execution after 13 secs.

CORE

Impact

Medium
High
High
High
High
Medium
High
Medium
Low

Low

Module "Port Scanner - UDP" (v185237) started execution on Fri

Jan 13 12:08:43 2017

Host 192.168.123.11, Port 10161 CLOSED - snmpdtls

Host 192.168.123.55, Port 20034 CLOSED - nburn_id

Host 192.168.123.77, Port 20034 FILTERED - nburn_id

Host 192.168.123.11, Port 7426 CLOSED - pmdmgr

Host 192.168.123.55, Port 69 CLOSED - tftp

Host 192.168.123.77, Port 69 CLOSED - tftp

Host 192.168.123.11, Port 67 CLOSED - bootps

Host 192.168.123.55, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 135 FILTERED - loc-srv

Host 192.168.123.11, Port 5060 CLOSED - sip

Low

High
High
Medium
High
High
High
High
High
Medium

High
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Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

5512 CLOSED - abb

5512 CLOSED - abb

53 CLOSED - domain

5513 CLOSED - abb2

5513 CLOSED - abb2

161 CLOSED - snmp

514 CLOSED - syslog

514 CLOSED - syslog

123 CLOSED - ntp

Host 192.168.123.55, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.77, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

111 CLOSED - sunrpc

3217 CLOSED - unite

3217 CLOSED - unite

1811 CLOSED - scientia-sdb

1811 FILTERED - scientia-sdb

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sql-m

161 CLOSED - snmp

161 CLOSED - snmp

164 CLOSED - smip-agent

164 CLOSED - smip-agent

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
Medium
High
High
High
High
High

High
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45
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47
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49
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51
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53

54

CORE

Impact

Host 192.168.123.55, Port 20010 CLOSED - centum_bkfsim

Host 192.168.123.77, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.55, Port 4011 CLOSED - altserviceboot

Host 192.168.123.77, Port 4011 CLOSED - altserviceboot

Host 192.168.123.55, Port 111 CLOSED - sunrpc

Host 192.168.123.77, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 62514 CLOSED - ciscovpnservice

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.55, Port 696 CLOSED - rushd

Host 192.168.123.77, Port 696 CLOSED - rushd

Host 192.168.123.55, Port 6905 CLOSED - citrix_stream

Host 192.168.123.77, Port 6905 FILTERED - citrix_stream

Host 192.168.123.55, Port 65535 CLOSED - LANDesk-Alert-
Service
Host 192.168.123.77, Port 65535 CLOSED - LANDesk-Alert-
Service

Host 192.168.123.77, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 20034 FILTERED - nburn_id

Host 192.168.123.100, Port 69 FILTERED - tftp

Host 192.168.123.100, Port 135 FILTERED - loc-srv

Host 192.168.123.100, Ports 5512-5513 FILTERED

Host 192.168.123.100, Port 514 FILTERED - syslog

Host 192.168.123.100, Port 52302 FILTERED - bkclogsvr
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56

57

58

59

60

61

62

63

64

65

66

67

68

CORE

Impact

Host 192.168.123.100, Port 3217 FILTERED - unite

Host 192.168.123.100, Port 1811 FILTERED - scientia-sdb

Host 192.168.123.100, Port 1434 FILTERED - ms-sql-m

Host 192.168.123.100, Port 161 FILTERED - snmp

Host 192.168.123.100, Port 164 FILTERED - smip-agent

Host 192.168.123.100, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.100, Port 4011 FILTERED - altserviceboot

Host 192.168.123.100, Port 111 FILTERED - sunrpc

Host 192.168.123.100, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 696 FILTERED - rushd

Host 192.168.123.100, Port 6905 FILTERED - citrix_stream

Host 192.168.123.100, Port 65535 FILTERED - LANDesk-Alert-
Service

Module finished execution after 2 minute(s) and 8 secs.

Module "Port Scanner - Fast SYN" (v185237) started execution
on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 42537) and (dst host
192.168.123.200)"

Host 192.168.123.55, Port 80 CLOSED - http

Host 192.168.123.11, Port 80 LISTEN - http

Host 192.168.123.77, Port 80 CLOSED - http

Host 192.168.123.55, Port 23 CLOSED - telnet

Host 192.168.123.11, Port 23 CLOSED - telnet
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13

14

15
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17
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20

21

22

23

24

25

26

27

28

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.100, Port 445 LISTEN - microsoft-ds

Host 192.168.123.55, Port 445 LISTEN - microsoft-ds

Host 192.168.123.11, Port 445 CLOSED - microsoft-ds

23 CLOSED - telnet

443 CLOSED - https

443 LISTEN - https

443 CLOSED - https

21 CLOSED - ftp

21 CLOSED - ftp

21 CLOSED - ftp

22 CLOSED - ssh

22 CLOSED - ssh

22 CLOSED - ssh

25 CLOSED - smtp

25 CLOSED - smtp

25 CLOSED - smtp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

110 CLOSED - pop-3

110 CLOSED - pop-3

110 CLOSED - pop-3

CORtE
Impact
High
High
Low
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
Low
Low

High
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40

41

42

43

44

45

46

Host 192.168.123.77, Port 445 LISTEN - microsoft-ds

Host 192.168.123.100, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 139 LISTEN - netbios-ssn

Host 192.168.123.11, Port 139 CLOSED - netbios-ssn

Host 192.168.123.77, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 143 CLOSED - imap2

Host 192.168.123.11, Port 143 CLOSED - imap2

Host 192.168.123.77, Port 143 CLOSED - imap2

Host 192.168.123.100, Port 53 LISTEN - domain

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.11, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.100, Port 135 LISTEN - loc-srv

Host 192.168.123.55, Port 135 LISTEN - loc-srv

Host 192.168.123.11, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 135 LISTEN - loc-srv

Module finished execution after 14 secs.

CORE

Impact

Low
Low
Low
High
Low
High
High
High
Low
High
High
High
Low
Low
High
Low
Low

Low

Module "Port Scanner - Fast SYN" (v185237) started execution

on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 41142) and (dst host
192.168.123.200)"

Host 192.168.123.11, Port 1211 CLOSED - groove-dpp

Low

High

High
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port 12401 CLOSED - igssdataserver

Host 192.168.123.77, Port 12401 CLOSED - igssdataserver

Host 192.168.123.55, Port 12401 CLOSED - igssdataserver

CORE

Impact

1211 CLOSED - groove-dpp

1211 CLOSED - groove-dpp

Host 192.168.123.11, Port 20222 CLOSED - CitectScada

Host 192.168.123.77, Port 20222 CLOSED - CitectScada

Host 192.168.123.55, Port 20222 CLOSED - CitectScada

Host 192.168.123.11, Port 12221 CLOSED - abbws

Host 192.168.123.77, Port 12221 CLOSED - abbws

Host 192.168.123.55, Port 12221 CLOSED - abbws

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

111 CLOSED - sunrpc

111 CLOSED - sunrpc

111 CLOSED - sunrpc

888 CLOSED - accessbuilder

888 CLOSED - accessbuilder

888 CLOSED - accessbuilder

623 CLOSED - oob-ws-http

623 CLOSED - oob-ws-http

623 CLOSED - oob-ws-http

4158 CLOSED - stat-cc

80 CLOSED - http

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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High

High

High
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Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

80 CLOSED - http

4659 CLOSED - playsta2-lob

4158 CLOSED - stat-cc

4158 CLOSED - stat-cc

21 CLOSED - ftp

4659 CLOSED - playsta2-lob

4659 CLOSED - playsta2-lob

515 CLOSED - printer

21 CLOSED - ftp

21 CLOSED - ftp

389 CLOSED - Idap

515 CLOSED - printer

515 CLOSED - printer

8500 CLOSED - fmtp

389 CLOSED - Idap

389 CLOSED - Idap

8080 CLOSED - http-proxy

8500 CLOSED - fmtp

8500 CLOSED - fmtp

4592 CLOSED - advant_rpc

443 CLOSED - https

443 CLOSED - https

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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60

61
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64

65

66

67
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CORE

Impact

Host 192.168.123.11, Port 40004 CLOSED - alienvault-av-forward High

Host 192.168.123.77, Port 8080 CLOSED - http-proxy

Host 192.168.123.55, Port 8080 CLOSED - http-proxy

Host 192.168.123.11, Port 4000 CLOSED - terabase

Host 192.168.123.77, Port 4592 CLOSED - advant_rpc

Host 192.168.123.55, Port 4592 CLOSED - advant_rpc

Host 192.168.123.11, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.77, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.55, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.11, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.77, Port 4000 CLOSED - terabase

Host 192.168.123.55, Port 4000 CLOSED - terabase

Host 192.168.123.11, Port 61614 CLOSED - stomp

Host 192.168.123.77, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.55, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.11, Port 8060 CLOSED - atlassian-fisheye

Host 192.168.123.77, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.55, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.11, Port 631 CLOSED - ipp

Host 192.168.123.77, Port 61614 CLOSED - stomp

Host 192.168.123.55, Port 61614 CLOSED - stomp

Host 192.168.123.11, Port 625 CLOSED - dec_dIm
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

8060 CLOSED - atlassian-fisheye

8060 CLOSED - atlassian-fisheye

445 CLOSED - microsoft-ds

631 CLOSED - ipp

631 CLOSED - ipp

617 CLOSED - arkeia

625 CLOSED - dec_dIm

625 CLOSED - dec_dIm

8088 CLOSED - radan-http

617 CLOSED - arkeia

617 CLOSED - arkeia

8085 CLOSED - atlassian_bamboo

8088 CLOSED - radan-http

8088 CLOSED - radan-http

Host 192.168.123.11, Port 37452 CLOSED - smartdisk

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

8085 CLOSED - atlassian_bamboo

8085 CLOSED - atlassian_bamboo

22 CLOSED - ssh

Host 192.168.123.77, Port 37452 CLOSED - smartdisk

Host 192.168.123.55, Port 37452 CLOSED - smartdisk

Host 192.168.123.11, Port

Host 192.168.123.77, Port

81 CLOSED - hosts2-ns

22 CLOSED - ssh
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Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

22 CLOSED - ssh

6661 CLOSED - bigantimserver

81 CLOSED - hosts2-ns

81 CLOSED - hosts2-ns

6080 CLOSED - bigant-server

6661 CLOSED - bigantimserver

6661 CLOSED - bigantimserver

6660 CLOSED - Bigant-server

6080 CLOSED - bigant-server

6080 CLOSED - bigant-server

53 CLOSED - domain

6660 CLOSED - Bigant-server

6660 CLOSED - Bigant-server

Host 192.168.123.11, Port 16102 CLOSED - bcaaa

Host 192.168.123.77, Port

Host 192.168.123.55, Port

53 CLOSED - domain

53 CLOSED - domain

Host 192.168.123.11, Port 19810 CLOSED - bopup

Host 192.168.123.77, Port 16102 CLOSED - bcaaa

Host 192.168.123.55, Port 16102 CLOSED - bcaaa

Host 192.168.123.11, Port

5054 CLOSED - accurev

Host 192.168.123.77, Port 19810 CLOSED - bopup

Host 192.168.123.55, Port 19810 CLOSED - bopup
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CORE

Impact

Host 192.168.123.11, Port 3050 CLOSED - gds_db

Host 192.168.123.77, Port 5054 CLOSED - accurev

Host 192.168.123.55, Port 5054 CLOSED - accurev

Host 192.168.123.11, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.77, Port 3050 CLOSED - gds_db

Host 192.168.123.55, Port 3050 CLOSED - gds_db

Host 192.168.123.11, Port 41523 CLOSED - cadissvc

Host 192.168.123.77, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.55, Port 8014 CLOSED - arcserve-d2d

Host 192.168.123.11, Port 1900 CLOSED - ssdp

Host 192.168.123.77, Port 41523 CLOSED - cadissvc

Host 192.168.123.55, Port 41523 CLOSED - cadissvc

Host 192.168.123.11, Port 6502 CLOSED - castapeengine

Host 192.168.123.77, Port 1900 CLOSED - ssdp

Host 192.168.123.55, Port 1900 CLOSED - ssdp

Host 192.168.123.11, Port 6503 CLOSED - casmsgengine

Host 192.168.123.77, Port 6502 CLOSED - castapeengine

Host 192.168.123.55, Port 6502 CLOSED - castapeengine

Host 192.168.123.11, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.77, Port 6503 CLOSED - casmsgengine

Host 192.168.123.55, Port 6503 CLOSED - casmsgengine

Host 192.168.123.11, Port 10204 CLOSED - calicmanager2
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High
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High
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CORE

Impact

Host 192.168.123.77, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.55, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.11, Port 10203 CLOSED - calicmanager

Host 192.168.123.77, Port 10204 CLOSED - calicmanager2

Host 192.168.123.55, Port 10204 CLOSED - calicmanager2

Host 192.168.123.11, Port 34444 CLOSED - catd-uncws

Host 192.168.123.77, Port 10203 CLOSED - calicmanager

Host 192.168.123.55, Port 10203 CLOSED - calicmanager

Host 192.168.123.11, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.77, Port 34444 CLOSED - catd-uncws

Host 192.168.123.55, Port 34444 CLOSED - catd-uncws

Host 192.168.123.11, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.77, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.55, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.11, Port 5250 CLOSED - soagateway

Host 192.168.123.77, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.55, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.11, Port 2401 CLOSED - cvspserver

Host 192.168.123.77, Port 5250 CLOSED - soagateway

Host 192.168.123.55, Port 5250 CLOSED - soagateway

Host 192.168.123.11, Port 55555 CLOSED - catia

Host 192.168.123.77, Port 2401 CLOSED - cvspserver
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174

175
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177

178

Host 192.168.123.55, Port 2401 CLOSED - cvspserver

Host 192.168.123.11, Port 18747 CLOSED - edgesight

Host 192.168.123.77, Port 55555 CLOSED - catia

Host 192.168.123.55, Port 55555 CLOSED - catia

Host 192.168.123.11, Port 1882 CLOSED - ecsqdmn

Host 192.168.123.77, Port 18747 CLOSED - edgesight

Host 192.168.123.55, Port 18747 CLOSED - edgesight

Host 192.168.123.11, Port 139 CLOSED - netbios-ssn

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

1882 CLOSED - ecsqdmn

1882 CLOSED - ecsqdmn

CORtE
Impact

High

High

High

High

High

High

High

High

High

High

5481 CLOSED - clearscada_server High

5481 CLOSED - clearscada_server High

5481 CLOSED - clearscada_server High

143 CLOSED - imap2

143 CLOSED - imap2

143 CLOSED - imap2

220 CLOSED - imap3

220 CLOSED -imap3

220 CLOSED - imap3

910 CLOSED - kink

910 CLOSED - kink

910 CLOSED - kink

High
High
High
High
High
High
High
High

High
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200

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

Host 192.168.123.11, Port 50000 CLOSED - ibm-db2

Host 192.168.123.77, Port 50000 CLOSED - ibm-db2

Host 192.168.123.55, Port 50000 CLOSED - ibm-db2

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

3632 CLOSED - distcc

3632 CLOSED - distcc

3632 CLOSED - distcc

3000 CLOSED - ppp

3000 CLOSED - ppp

3000 CLOSED - ppp

3500 CLOSED - rtmp-port

3500 CLOSED - rtmp-port

3500 CLOSED - rtmp-port

Host 192.168.123.11, Port 41025 CLOSED - emcalphastore
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222

CORE

Impact

Host 192.168.123.77, Port 41025 CLOSED - emcalphastore High
Host 192.168.123.55, Port 41025 CLOSED - emcalphastore High
Host 192.168.123.11, Port 8045 CLOSED - emcas High
Host 192.168.123.77, Port 8045 CLOSED - emcas High
Host 192.168.123.55, Port 8045 CLOSED - emcas High
Host 192.168.123.11, Port 8090 CLOSED - http_alt_alt High
Host 192.168.123.77, Port 8090 CLOSED - http_alt_alt High
Host 192.168.123.55, Port 8090 CLOSED - http_alt_alt High
Host 192.168.123.11, Port 18821 CLOSED - emc-ssl-service High
Host 192.168.123.77, Port 18821 CLOSED - emc-ssl-service High
Host 192.168.123.55, Port 18821 CLOSED - emc-ssl-service High
Host 192.168.123.11, Port 7144 CLOSED - peercast High
Host 192.168.123.77, Port 7144 CLOSED - peercast High
Host 192.168.123.55, Port 7144 CLOSED - peercast High
Host 192.168.123.11, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.77, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.55, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.11, Port 8000 CLOSED - irdmi High
Host 192.168.123.77, Port 8000 CLOSED - irdmi High
Host 192.168.123.55, Port 8000 CLOSED - irdmi High
Host 192.168.123.11, Port 10000 CLOSED - High
VeritasBackupExecAgent - Webmin

Host 192.168.123.77, Port 10000 CLOSED - High

VeritasBackupExecAgent - Webmin
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Host 192.168.123.55, Port 10000 CLOSED -
VeritasBackupExecAgent - Webmin

Host 192.168.123.11, Port 9200 CLOSED - wap-wsp

Host 192.168.123.77, Port 9200 CLOSED - wap-wsp

Host 192.168.123.55, Port 9200 CLOSED - wap-wsp

Host 192.168.123.11, Port 25 CLOSED - smtp

Host 192.168.123.77, Port 25 CLOSED - smtp

Host 192.168.123.55, Port 25 CLOSED - smtp

Host 192.168.123.11, Port 79 CLOSED - finger

Host 192.168.123.77, Port 79 CLOSED - finger

Host 192.168.123.55, Port 79 CLOSED - finger

Host 192.168.123.11, Port 3689 CLOSED - daap

Host 192.168.123.77, Port 3689 CLOSED - daap

Host 192.168.123.55, Port 3689 CLOSED - daap

Host 192.168.123.11, Port 27000 CLOSED - flexnet

Host 192.168.123.77, Port 27000 CLOSED - flexnet

Host 192.168.123.55, Port 27000 CLOSED - flexnet

Host 192.168.123.11, Port 10008 CLOSED - octopus

Host 192.168.123.77, Port 10008 CLOSED - octopus

Host 192.168.123.55, Port 10008 CLOSED - octopus

Host 192.168.123.11, Port 14000 CLOSED - scotty-ft

Host 192.168.123.77, Port 14000 CLOSED - scotty-ft

Host 192.168.123.55, Port 14000 CLOSED - scotty-ft

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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259
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262

263

264

265

266

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

2380 CLOSED - goodtech_telnet High
2380 CLOSED - goodtech_telnet High
2380 CLOSED - goodtech_telnet High
591 CLOSED - http-alt High
591 CLOSED - http-alt High
591 CLOSED - http-alt High
5814 CLOSED - spt-automation High
5814 CLOSED - spt-automation High
5814 CLOSED - spt-automation High
3465 CLOSED - edm-mgr-cntrl High
3465 CLOSED - edm-mgr-cntrl High
3465 CLOSED - edm-mgr-cntrl High
5555 CLOSED - personal-agent High
5555 CLOSED - personal-agent High
5555 CLOSED - personal-agent High
3817 CLOSED - tapeware High
3817 CLOSED - tapeware High
3817 CLOSED - tapeware High
1530 CLOSED - rap-service High
1530 CLOSED - rap-service High
1530 CLOSED - rap-service High

Host 192.168.123.11, Port 23472 CLOSED - hp_magentservice High

Modules Log Lines



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

134

267

268

269

270

271

272

273

274

275

276

277

278

279

280

281
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Host 192.168.123.77, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.55, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

CORE

Impact

2207 CLOSED - hpssd

2207 CLOSED - hpssd

2207 CLOSED - hpssd

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

5053 CLOSED - ovtrcd

5053 CLOSED - ovtred

5053 CLOSED - ovtred

8081 CLOSED - sunproxyadmin

8081 CLOSED - sunproxyadmin
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High

High
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High

High

High

High

High

High

High
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High

High

High
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High
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High

High
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CORE

Impact

Host 192.168.123.55, Port 8081 CLOSED - sunproxyadmin

Host 192.168.123.11, Port 9080 CLOSED - glrpc

Host 192.168.123.77, Port 9080 CLOSED - glrpc

Host 192.168.123.55, Port 9080 CLOSED - glrpc

Host 192.168.123.11, Port 2381 CLOSED - compag-https

Host 192.168.123.77, Port 2381 CLOSED - compag-https

Host 192.168.123.55, Port 2381 CLOSED - compag-https

Host 192.168.123.11, Port 9090 CLOSED - zeus-admin

Host 192.168.123.77, Port 9090 CLOSED - zeus-admin

Host 192.168.123.55, Port 9090 CLOSED - zeus-admin

Host 192.168.123.11, Port 19300 CLOSED -
ibm_cognos_webserver
Host 192.168.123.77, Port 19300 CLOSED -
ibm_cognos_webserver
Host 192.168.123.55, Port 19300 CLOSED -
ibm_cognos_webserver

Host 192.168.123.11, Port 5498 CLOSED - cognos

Host 192.168.123.77, Port 5498 CLOSED - cognos

Host 192.168.123.55, Port 5498 CLOSED - cognos

Host 192.168.123.11, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.77, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.55, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.11, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.77, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.55, Port 36890 CLOSED - ibm-informix-rpc
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CORE

Impact

Host 192.168.123.11, Port 1533 CLOSED - virtual-places

Host 192.168.123.77, Port 1533 CLOSED - virtual-places

Host 192.168.123.55, Port 1533 CLOSED - virtual-places

Host 192.168.123.11, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.77, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.55, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.11, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.77, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.55, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.11, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.77, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.55, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.11, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.77, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.55, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.11, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.77, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.55, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.11, Port 1315 CLOSED - els

Host 192.168.123.77, Port 1315 CLOSED - els

Host 192.168.123.55, Port 1315 CLOSED - els

Host 192.168.123.11, Port 119 CLOSED - nntp
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

119 CLOSED - nntp

119 CLOSED - nntp

Host 192.168.123.11, Port 38080 CLOSED - genbro

Host 192.168.123.77, Port 38080 CLOSED - genbro

Host 192.168.123.55, Port 38080 CLOSED - genbro

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

4322 CLOSED - trim-event

4322 CLOSED - trim-event

4322 CLOSED - trim-event

110 CLOSED - pop-3

110 CLOSED - pop-3

110 CLOSED - pop-3

5900 CLOSED - vnc

5900 CLOSED - vnc

5900 CLOSED - vnc

513 CLOSED - login

513 CLOSED - login

513 CLOSED - login

23 CLOSED - telnet

23 CLOSED - telnet

23 CLOSED - telnet

1433 CLOSED - ms-sql-s

1433 CLOSED - ms-sql-s
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CORE

Impact

Host 192.168.123.55, Port 1433 CLOSED - ms-sql-s

Host 192.168.123.11, Port 18881 CLOSED - infotos

Host 192.168.123.77, Port 18881 CLOSED - infotos

Host 192.168.123.55, Port 18881 CLOSED - infotos

Host 192.168.123.11, Port 57772 CLOSED - intersystems

Host 192.168.123.77, Port 57772 CLOSED - intersystems

Host 192.168.123.55, Port 57772 CLOSED - intersystems

Host 192.168.123.11, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.77, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.55, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.11, Port 8443 CLOSED - pcsync-https

Host 192.168.123.77, Port 8443 CLOSED - pcsync-https

Host 192.168.123.55, Port 8443 CLOSED - pcsync-https

Host 192.168.123.11, Port 44334 CLOSED - kerio

Host 192.168.123.77, Port 44334 CLOSED - kerio

Host 192.168.123.55, Port 44334 CLOSED - kerio

Host 192.168.123.11, Port 777 CLOSED - multiling-http

Host 192.168.123.77, Port 777 CLOSED - multiling-http

Host 192.168.123.55, Port 777 CLOSED - multiling-http

Host 192.168.123.11, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 2105 CLOSED - msmq2

Host 192.168.123.55, Port 2105 CLOSED - msmq2
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CORE

Impact

Host 192.168.123.11, Port 2105 CLOSED - msmq2

Host 192.168.123.77, Port 2103 CLOSED - msmq

Host 192.168.123.55, Port 2103 CLOSED - msmq

Host 192.168.123.11, Port 2103 CLOSED - msmq

Host 192.168.123.77, Port 8400 CLOSED - cvd

Host 192.168.123.55, Port 8400 CLOSED - cvd

Host 192.168.123.11, Port 8400 CLOSED - cvd

Host 192.168.123.77, Port 11234 CLOSED -
measuresoft_scadapro
Host 192.168.123.55, Port 11234 CLOSED -
measuresoft_scadapro
Host 192.168.123.11, Port 11234 CLOSED -
measuresoft_scadapro

Host 192.168.123.77, Port 105 CLOSED - csnet-ns

Host 192.168.123.55, Port 105 CLOSED - csnet-ns

Host 192.168.123.11, Port 105 CLOSED - csnet-ns

Host 192.168.123.77, Port 2194 CLOSED - msrt

Host 192.168.123.55, Port 2194 CLOSED - msrt

Host 192.168.123.11, Port 2194 CLOSED - msrt

Host 192.168.123.77, Port 10080 CLOSED - amanda

Host 192.168.123.55, Port 10080 CLOSED - amanda

Host 192.168.123.11, Port 10080 CLOSED - amanda

Host 192.168.123.77, Port 1478 CLOSED - ms-sna-base

Host 192.168.123.55, Port 1478 CLOSED - ms-sna-base

Host 192.168.123.11, Port 1478 CLOSED - ms-sna-base
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

CORE

Impact

8093 CLOSED - sharepoint-dclb

8093 CLOSED - sharepoint-dclb

8093 CLOSED - sharepoint-dclb

1723 CLOSED - pptp

1723 CLOSED - pptp

1723 CLOSED - pptp

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sql-m

1512 CLOSED - wins

1512 CLOSED - wins

1512 CLOSED - wins

42 CLOSED - nameserver

42 CLOSED - nameserver

42 CLOSED - nameserver

1755 CLOSED - ms-streaming

1755 CLOSED - ms-streaming

1755 CLOSED - ms-streaming

3389 CLOSED - msrdp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

5357 LISTEN - wsdapi
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Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

5357 CLOSED - wsdapi

5357 CLOSED - wsdapi

Host 192.168.123.77, Port 20000 CLOSED - Usermin

Host 192.168.123.55, Port 20000 CLOSED - Usermin

Host 192.168.123.11, Port 20000 CLOSED - Usermin

Host 192.168.123.77, Port 27017 CLOSED - mongodb-server

Host 192.168.123.55, Port 27017 CLOSED - mongodb-server

Host 192.168.123.11, Port 27017 CLOSED - mongodb-server

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

3814 CLOSED - neto-dcs

3814 CLOSED - neto-dcs

3814 CLOSED - neto-dcs

554 CLOSED - rtsp

554 CLOSED - rtsp

554 CLOSED - rtsp

3306 CLOSED - mysqgl

3306 CLOSED - mysq|

3306 CLOSED - mysqgl

9999 CLOSED - maxdb

9999 CLOSED - maxdb

9999 CLOSED - maxdb

1935 CLOSED - macromedia-fcs

1935 CLOSED - macromedia-fcs

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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443

444

445

446

447

448

449

450

451

452

453

454

455

456

457

458

459

460

461

462

463

464

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

1935 CLOSED - macromedia-fcs High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
8300 CLOSED - novellmsg High
8300 CLOSED - novellmsg High
8300 CLOSED - novellmsg High
998 CLOSED - busboy High
998 CLOSED - busboy High
998 CLOSED - busboy High
8028 CLOSED - novell-http High
8028 CLOSED - novell-http High
8028 CLOSED - novell-http High
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465

466

467

468

469

470

471

472

473

474

475

476

477

478

479

480

481

482

483

484

485

486

CORE

Impact

Host 192.168.123.77, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.55, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.11, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.77, Port 524 CLOSED - ncp High
Host 192.168.123.55, Port 524 CLOSED - ncp High
Host 192.168.123.11, Port 524 CLOSED - ncp High
Host 192.168.123.77, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.55, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.11, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.77, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.55, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.11, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.77, Port 161 CLOSED - snmp High
Host 192.168.123.55, Port 161 CLOSED - snmp High
Host 192.168.123.11, Port 161 CLOSED - snmp High
Host 192.168.123.77, Port 2049 CLOSED - nfs High
Host 192.168.123.55, Port 2049 CLOSED - nfs High
Host 192.168.123.11, Port 2049 CLOSED - nfs High
Host 192.168.123.77, Port 1099 CLOSED - rmiregistry High
Host 192.168.123.55, Port 1099 CLOSED - rmiregistry High
Host 192.168.123.11, Port 1099 CLOSED - rmiregistry High
Host 192.168.123.77, Port 995 CLOSED - pop3s High
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487

488

489

490

491

492

493

494

495

496

497

498
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500

501

502

503

504

505

506

507

508

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

995 CLOSED - pop3s

995 CLOSED - pop3s

465 CLOSED - smtps

465 CLOSED - smtps

465 CLOSED - smtps

990 CLOSED - ftps

990 CLOSED - ftps

990 CLOSED - ftps

993 CLOSED - imaps

993 CLOSED - imaps

993 CLOSED - imaps

994 CLOSED - ircs

994 CLOSED - ircs

994 CLOSED - ircs

4433 CLOSED - dtls

4433 CLOSED - dtls

4433 CLOSED - dtls

446 CLOSED - ddm-rdb

446 CLOSED - ddm-rdb

446 CLOSED - ddm-rdb

4848 CLOSED - appserv-http

4848 CLOSED - appserv-http
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509

510
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526
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529

530

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

4848 CLOSED - appserv-http

1521 CLOSED - oracle-db

1521 CLOSED - oracle-db

1521 CLOSED - oracle-db

7001 CLOSED - afs3-callback

7001 CLOSED - afs3-callback

7001 CLOSED - afs3-callback

1158 CLOSED - dbcontrol-oms

1158 CLOSED - dbcontrol-oms

1158 CLOSED - dbcontrol-oms

2100 CLOSED - oracle-ftp

2100 CLOSED - oracle-ftp

2100 CLOSED - oracle-ftp

Host 192.168.123.77, Port 19226 CLOSED - panda-pagent

Host 192.168.123.55, Port 19226 CLOSED - panda-pagent

Host 192.168.123.11, Port 19226 CLOSED - panda-pagent

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

7443 CLOSED - oracleas-https

7443 CLOSED - oracleas-https

7443 CLOSED - oracleas-https

5432 CLOSED - postgres

5432 CLOSED - postgres

5432 CLOSED - postgres
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531

532

533

534

535

536

537

538

539

540

541

542

543

544

545

546

547

548

549

550

551

552

CORE

Impact

Host 192.168.123.77, Port 9000 CLOSED - cslistener High
Host 192.168.123.55, Port 9000 CLOSED - cslistener High
Host 192.168.123.11, Port 9000 CLOSED - cslistener High
Host 192.168.123.77, Port 1337 CLOSED - menandmice-dns High
Host 192.168.123.55, Port 1337 CLOSED - menandmice-dns High
Host 192.168.123.11, Port 1337 CLOSED - menandmice-dns High

Host 192.168.123.77, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.55, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.11, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

514 CLOSED - shell

514 CLOSED - shell

514 CLOSED - shell

705 CLOSED - agentx

705 CLOSED - agentx

705 CLOSED - agentx

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

7210 CLOSED - sql6

High
High
High
High
High
High
High
High
High
High
High
High

High
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553

554

555

556

557

558

559

560

561

562

563

564

565

566

567

568

569

570

571

572

573

574

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

7210 CLOSED - sql6

7210 CLOSED - sql6

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3900 CLOSED - udt_os

3900 CLOSED - udt_os

3900 CLOSED - udt_os

Host 192.168.123.77, Port 46823 CLOSED - winlog

Host 192.168.123.55, Port 46823 CLOSED - winlog

Host 192.168.123.11, Port 46823 CLOSED - winlog

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

636 CLOSED - Idapssl|

636 CLOSED - Idapssl|

636 CLOSED - Idapssl|

563 CLOSED - snews

563 CLOSED - snews

563 CLOSED - snews

2537 CLOSED - upgrade

2537 CLOSED - upgrade

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High

Modules Log Lines



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

148

575

576

577

578

579

580

581

582

583

584

585

586

587

588

589

590

591

592

593

594

595

596

Host 192.168.123.11, Port 2537 CLOSED - upgrade

Host 192.168.123.77, Port 27700 CLOSED - modbus

Host 192.168.123.55, Port 27700 CLOSED - modbus

Host 192.168.123.11, Port 27700 CLOSED - modbus

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port 30000 CLOSED - sworks

Host 192.168.123.55, Port 30000 CLOSED - sworks

Host 192.168.123.11, Port 30000 CLOSED - sworks

Host 192.168.123.77, Port 3128 CLOSED - squid-http

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

7580 CLOSED - flink

7580 CLOSED - flink

7580 CLOSED - flink

3128 CLOSED - squid-http

3128 CLOSED - squid-http

CORtE
Impact

High

High

High

High

High

High

High

High

High

High

High

High

High

898 CLOSED - sun-manageconsole High

898 CLOSED - sun-manageconsole High

898 CLOSED - sun-manageconsole High

1080 CLOSED - socks

1080 CLOSED - socks

1080 CLOSED - socks

2001 CLOSED - dc

2001 CLOSED - dc

2001 CLOSED - dc

High
High
High
High
High

High
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597

598

599

600

601

602

603

604

605

606

607

608

609

610

611

612

613

614

615

616

617

618

CORE

Impact

Host 192.168.123.77, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.55, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.11, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.77, Port 5003 CLOSED - fmpro-internal

Host 192.168.123.55, Port 5003 CLOSED - fmpro-internal

Host 192.168.123.11, Port 5003 CLOSED - fmpro-internal

Host 192.168.123.77, Port 5631 CLOSED - pcanywheredata

Host 192.168.123.55, Port 5631 CLOSED - pcanywheredata

Host 192.168.123.11, Port 5631 CLOSED - pcanywheredata

Host 192.168.123.77, Port 2967 CLOSED - ssc-agent

Host 192.168.123.55, Port 2967 CLOSED - ssc-agent

Host 192.168.123.11, Port 2967 CLOSED - ssc-agent

Host 192.168.123.77, Port 12174 CLOSED - symantec

Host 192.168.123.55, Port 12174 CLOSED - symantec

Host 192.168.123.11, Port 12174 CLOSED - symantec

Host 192.168.123.77, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.55, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.11, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.77, Port 9855 CLOSED - swsagent

Host 192.168.123.55, Port 9855 CLOSED - swsagent

Host 192.168.123.11, Port 9855 CLOSED - swsagent

Host 192.168.123.77, Port 5679 CLOSED - dccm
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619

620

621

622

623

624

625

626

627

628

629

630

631

632

633

634

635

636

637

638

639

640

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.55, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.11, Port 20101 CLOSED - tmcm-ipc

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

5679 CLOSED - dccm High
5679 CLOSED - dccm High
9121 CLOSED - sync-breeze High
9121 CLOSED - sync-breeze High
9121 CLOSED - sync-breeze High
113 CLOSED - auth High
113 CLOSED - auth High
113 CLOSED - auth High
8292 CLOSED - tomcat-alt High
8292 CLOSED - tomcat-alt High
8292 CLOSED - tomcat-alt High

High

High

High
1812 CLOSED - radius High
1812 CLOSED - radius High
1812 CLOSED - radius High
3986 CLOSED - mapper-ws_ethd High
3986 CLOSED - mapper-ws_ethd High
3986 CLOSED - mapper-ws_ethd High

3985 CLOSED - mapper-mapethd High

3985 CLOSED - mapper-mapethd High
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CORE

Impact

Host 192.168.123.11, Port 3985 CLOSED - mapper-mapethd

Host 192.168.123.77, Port 6667 CLOSED - irc

Host 192.168.123.55, Port 6667 CLOSED - irc

Host 192.168.123.11, Port 6667 CLOSED - irc

Host 192.168.123.77, Port 529 CLOSED - irc-serv

Host 192.168.123.55, Port 529 CLOSED - irc-serv

Host 192.168.123.11, Port 529 CLOSED - irc-serv

Host 192.168.123.77, Port 6101 CLOSED - VeritasBackupExec

Host 192.168.123.55, Port 6101 CLOSED - VeritasBackupExec

Host 192.168.123.11, Port 6101 CLOSED - VeritasBackupExec

Host 192.168.123.77, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.55, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.11, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.77, Port 9875 CLOSED - sapvl

Host 192.168.123.55, Port 9875 CLOSED - sapvl

Host 192.168.123.11, Port 9875 CLOSED - sapvl

Host 192.168.123.77, Port 13500 CLOSED - wincomlpd

Host 192.168.123.55, Port 13500 CLOSED - wincomlpd

Host 192.168.123.11, Port 13500 CLOSED - wincomlpd

Host 192.168.123.77, Port 5413 CLOSED - wwiotalk

Host 192.168.123.55, Port 5413 CLOSED - wwiotalk

Host 192.168.123.11, Port 5413 CLOSED - wwiotalk
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CORE

Impact

Host 192.168.123.77, Port 20111 CLOSED - centum_bkbcopyd High

Host 192.168.123.55, Port 20111 CLOSED - centum_bkbcopyd High

Host 192.168.123.11, Port 20111 CLOSED - centum_bkbcopyd High

Host 192.168.123.77, Port 20171 CLOSED - centum

Host 192.168.123.55, Port 20171 CLOSED - centum

Host 192.168.123.11, Port 20171 CLOSED - centum

Host 192.168.123.77, Port 10001 CLOSED - scp-config

Host 192.168.123.55, Port 10001 CLOSED - scp-config

Host 192.168.123.11, Port 10001 CLOSED - scp-config

Host 192.168.123.77, Port 7071 CLOSED - iwgl

Host 192.168.123.55, Port 7071 CLOSED - iwgl

Host 192.168.123.11, Port 7071 CLOSED - iwgl

Host 192.168.123.77, Port 6112 CLOSED - dtspc

Host 192.168.123.55, Port 6112 CLOSED - dtspc

Host 192.168.123.11, Port 6112 CLOSED - dtspc

Host 192.168.123.77, Port 5353 CLOSED - mdns

Host 192.168.123.55, Port 5353 CLOSED - mdns

Module finished execution after 20 secs.
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High

High

High

High

High
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High

Low

Low

Module "Nmap Service-version Detection" (v184614) started

execution on FriJan 13 12:10:52 2017

Port scanning disabled

Low

Low
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CORE

Impact

TCP Port scanning method: TCP Connect

Resolution using well known ports forced

RPC services detection disabled

RPC services detection method: Port Mapper

UDP scanning disabled

Detected services will be skipped

Reading service probes from C:\Users\User\AppData\Roaming\I
MPACT\components\modules\classic\instalfi

I\data\nmap-service-probes

Service probes successfully parsed

Detecting services in host 192.168.123.55 (192.168.123.55)

Detecting services in host FREEFLY-DC (192.168.123.100)

Detecting services in host 192.168.123.11 (192.168.123.11)

Detecting services in host WIN12377 (192.168.123.77)

Port: TCP-5357 Service 'wsdapi' guessed

Modules Log Lines

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low



Demo

Demo

Demo

Demo

Demo
Demo
Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55
/192.168.123.55
/192.168.123.55
/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.55

/192.168.123.77

/192.168.123.77

/192.168.123.77

19

19

19

22

22
22
22
22

23

23

23

23

23

23

23

23

23

Nmap Service-
version Detection

Nmap Service-
version Detection

Nmap Service-
version Detection

Add Tag To Host

Add Tag To Host
Add Tag To Host
Add Tag To Host
Add Tag To Host

NULL Shares
Scanner

NULL Shares
Scanner
NULL Shares
Scanner
NULL Shares
Scanner
NULL Shares
Scanner
NULL Shares
Scanner
NULL Shares
Scanner
NULL Shares
Scanner
NULL Shares
Scanner

Apply Imported
Data

Apply Imported
Data
Apply Imported
Data

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM
01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:11 PM

01/13/17 12:11 PM
01/13/17 12:11 PM
01/13/17 12:11 PM
01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:11 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

154

16
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CORE

Impact

Committing entity information...

Module finished execution after 5 secs.

Module "Add Tag To Host" (v152160) started execution on Fri
Jan 13 12:10:59 2017

Analyzing services from: 192.168.123.55

- There is no tag to add.

Module finished execution after 1 secs.

Module "NULL Shares Scanner" (v126684) started execution on
FriJan 13 12:10:59 2017

Agent using port 47859
Try 1/1

* Grabbing Shares Information from /192.168.123.55

SMB SessionError: class: ERRDOS, code: ERRnomem(Insufficient
server memory to perform the requestefi

d function.)

Error: Could not exploit target

Module finished execution after 2 secs.

Module "Apply Imported Data" (v184614) started execution on
FriJan 13 12:08:35 2017

Applying imported data for target 192.168.123.77
...Processing container 2017-01-13 12:08:34
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...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.55

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares
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Impact
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No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Applying imported data for target 192.168.123.11

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

No udp ports container has been found.

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address
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47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

v A W N

Applying imported data for target 192.168.123.100

...Processing container 2017-01-13 12:08:34

...Processing container 2017-01-13 12:08:34

...Data from vulnerability scanner ** Nessus **

...Looking for the operating system

...Looking for tcp ports

...Looking for udp ports

...Looking for services

...Looking for shares

No shares container has been found.

...Looking for users

No users container has been found.

...Looking for Aliases

No aliases container has been found.

...Looking for mac address

Module finished execution after 5 secs.

CORE

Impact

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
High

Medium
High

Medium
High

Medium
Low

Low

Module "OS Detect by SMB" (v195304) started execution on Fri

Jan 13 12:08:43 2017

OS detecting host /192.168.123.77 by port: 445
Guessed OS: windows 2008 Standard SP 1 (Build 6001)

Setting discovered architecture: i386

Module finished execution after 3 secs.

Low

Low

Low
Medium
Low

Low

Modules Log Lines



CORE

Impact

Module "Port Scanner - UDP" (v185237) started execution on Fri

Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 0 Jan 13 12:08:43 2017 Low
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 1 Host 192.168.123.100, Port 161 FILTERED - snmp Medium
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 2 Host 192.168.123.55, Port 161 CLOSED - snmp High
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 3 Host 192.168.123.77, Port 161 CLOSED - snmp High
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 4 Host 192.168.123.55, Port 1000 CLOSED - ock High
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 5 Host 192.168.123.77, Port 1000 CLOSED - ock High
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 6 Host 192.168.123.100, Port 1000 FILTERED - ock Medium
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 7 Host 192.168.123.11, Port 161 CLOSED - snmp High
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 8 Host 192.168.123.11, Port 1000 FILTERED - ock Medium
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 9 - Low
Demo /192.168.123.77 10 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:08 PM 10 Module finished execution after 13 secs. Low
Module "Port Scanner - UDP" (v185237) started execution on Fri
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 0 Jan 13 12:08:43 2017 Low
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 1 Host 192.168.123.11, Port 10161 CLOSED - snmpdtls High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 2 Host 192.168.123.55, Port 20034 CLOSED - nburn_id High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 3 Host 192.168.123.77, Port 20034 FILTERED - nburn_id Medium
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 4 Host 192.168.123.11, Port 7426 CLOSED - pmdmgr High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 5 Host 192.168.123.55, Port 69 CLOSED - tftp High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 6 Host 192.168.123.77, Port 69 CLOSED - tftp High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 7 Host 192.168.123.11, Port 67 CLOSED - bootps High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 8 Host 192.168.123.55, Port 135 CLOSED - loc-srv High
Demo /192.168.123.77 11 Port Scanner - UDP  01/13/17 12:08 PM 01/13/17 12:10 PM 9 Host 192.168.123.77, Port 135 FILTERED - loc-srv Medium

Network Host Based Activity Report
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Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

11

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM
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01/13/17 12:08 PM

01/13/17 12:08 PM
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01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM

01/13/17 12:10 PM
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.11, Port

5060 CLOSED - sip

5512 CLOSED - abb

5512 CLOSED - abb

53 CLOSED - domain

5513 CLOSED - abb2

5513 CLOSED - abb2

161 CLOSED - snmp

514 CLOSED - syslog

514 CLOSED - syslog

123 CLOSED - ntp

Host 192.168.123.55, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.77, Port 52302 CLOSED - bkclogsvr

Host 192.168.123.11, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

111 CLOSED - sunrpc

3217 CLOSED - unite

3217 CLOSED - unite

1811 CLOSED - scientia-sdb

1811 FILTERED - scientia-sdb

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sql-m

161 CLOSED - snmp

161 CLOSED - snmp

164 CLOSED - smip-agent

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
Medium
High
High
High
High

High
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Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

11

11

11

11

11

11

11

11

11

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

01/13/17 12:08 PM
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32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

CORE

Impact

Host 192.168.123.77, Port 164 CLOSED - smip-agent

Host 192.168.123.55, Port 20010 CLOSED - centum_bkfsim

Host 192.168.123.77, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.55, Port 4011 CLOSED - altserviceboot

Host 192.168.123.77, Port 4011 CLOSED - altserviceboot

Host 192.168.123.55, Port 111 CLOSED - sunrpc

Host 192.168.123.77, Port 111 CLOSED - sunrpc

Host 192.168.123.55, Port 62514 CLOSED - ciscovpnservice

Host 192.168.123.55, Port 53 CLOSED - domain

Host 192.168.123.77, Port 53 CLOSED - domain

Host 192.168.123.55, Port 696 CLOSED - rushd

Host 192.168.123.77, Port 696 CLOSED - rushd

Host 192.168.123.55, Port 6905 CLOSED - citrix_stream

Host 192.168.123.77, Port 6905 FILTERED - citrix_stream

Host 192.168.123.55, Port 65535 CLOSED - LANDesk-Alert-
Service
Host 192.168.123.77, Port 65535 CLOSED - LANDesk-Alert-
Service

Host 192.168.123.77, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 20034 FILTERED - nburn_id

Host 192.168.123.100, Port 69 FILTERED - tftp

Host 192.168.123.100, Port 135 FILTERED - loc-srv

Host 192.168.123.100, Ports 5512-5513 FILTERED

Host 192.168.123.100, Port 514 FILTERED - syslog

Modules Log Lines

High

High

Medium

High

High

High

High

High

High

High

High

High

High

Medium

High

High

Medium

Medium

Medium

Medium

Medium

Medium
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Demo
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Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - UDP

Port Scanner - Fast
SYN

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM
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01/13/17 12:10 PM
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01/13/17 12:10 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

161

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

CORE

Impact

Host 192.168.123.100, Port 52302 FILTERED - bkclogsvr

Host 192.168.123.100, Port 3217 FILTERED - unite

Host 192.168.123.100, Port 1811 FILTERED - scientia-sdb

Host 192.168.123.100, Port 1434 FILTERED - ms-sql-m

Host 192.168.123.100, Port 161 FILTERED - snmp

Host 192.168.123.100, Port 164 FILTERED - smip-agent

Host 192.168.123.100, Port 20010 FILTERED - centum_bkfsim

Host 192.168.123.100, Port 4011 FILTERED - altserviceboot

Host 192.168.123.100, Port 111 FILTERED - sunrpc

Host 192.168.123.100, Port 62514 FILTERED - ciscovpnservice

Host 192.168.123.100, Port 696 FILTERED - rushd

Host 192.168.123.100, Port 6905 FILTERED - citrix_stream

Host 192.168.123.100, Port 65535 FILTERED - LANDesk-Alert-
Service

Module finished execution after 2 minute(s) and 8 secs.

Module "Port Scanner - Fast SYN" (v185237) started execution
on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 42537) and (dst host
192.168.123.200)"

Host 192.168.123.55, Port 80 CLOSED - http

Host 192.168.123.11, Port 80 LISTEN - http

Host 192.168.123.77, Port 80 CLOSED - http

Host 192.168.123.55, Port 23 CLOSED - telnet
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Port Scanner - Fast
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Port Scanner - Fast
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Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
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Port Scanner - Fast
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.100, Port 445 LISTEN - microsoft-ds

Host 192.168.123.55, Port 445 LISTEN - microsoft-ds

23 CLOSED - telnet

23 CLOSED - telnet

443 CLOSED - https

443 LISTEN - https

443 CLOSED - https

21 CLOSED - ftp

21 CLOSED - ftp

21 CLOSED - ftp

22 CLOSED - ssh

22 CLOSED - ssh

22 CLOSED - ssh

25 CLOSED - smtp

25 CLOSED - smtp

25 CLOSED - smtp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

110 CLOSED - pop-3

110 CLOSED - pop-3

110 CLOSED - pop-3

CORtE
Impact
High
High
High
Low
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
Low

Low
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28

29

30

31

32

33

34

35

36

37

38

89

40

41

42

43

44

45

46

Host 192.168.123.11, Port 445 CLOSED - microsoft-ds

Host 192.168.123.77, Port 445 LISTEN - microsoft-ds

Host 192.168.123.100, Port 139 LISTEN - netbios-ssn

Host 192.168.123.55, Port 139 LISTEN - netbios-ssn

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.100, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.100, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

139 CLOSED - netbios-ssn

139 LISTEN - netbios-ssn

143 CLOSED - imap2

143 CLOSED - imap2

143 CLOSED - imap2

53 LISTEN - domain

53 CLOSED - domain

53 CLOSED - domain

53 CLOSED - domain

135 LISTEN - loc-srv

135 LISTEN - loc-srv

135 CLOSED - loc-srv

135 LISTEN - loc-srv

Module finished execution after 14 secs.

CORE
Impact
High
Low
Low
Low
High
Low
High
High
High
Low
High
High
High
Low
Low
High
Low
Low

Low

Module "Port Scanner - Fast SYN" (v185237) started execution

on FriJan 13 12:08:43 2017

PCap filter is '(tcp and dst port 41142) and (dst host

192.168.123.200)'

Low

High
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port 12401 CLOSED - igssdataserver

Host 192.168.123.77, Port 12401 CLOSED - igssdataserver

Host 192.168.123.55, Port 12401 CLOSED - igssdataserver

CORE

Impact

1211 CLOSED - groove-dpp

1211 CLOSED - groove-dpp

1211 CLOSED - groove-dpp

Host 192.168.123.11, Port 20222 CLOSED - CitectScada

Host 192.168.123.77, Port 20222 CLOSED - CitectScada

Host 192.168.123.55, Port 20222 CLOSED - CitectScada

Host 192.168.123.11, Port 12221 CLOSED - abbws

Host 192.168.123.77, Port 12221 CLOSED - abbws

Host 192.168.123.55, Port 12221 CLOSED - abbws

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

111 CLOSED - sunrpc

111 CLOSED - sunrpc

111 CLOSED - sunrpc

888 CLOSED - accessbuilder

888 CLOSED - accessbuilder

888 CLOSED - accessbuilder

623 CLOSED - oob-ws-http

623 CLOSED - oob-ws-http

623 CLOSED - oob-ws-http

4158 CLOSED - stat-cc

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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26

27

28

29

30

31
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33

34

35

36

37

38

39

40

41

42

43

44

45

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

80 CLOSED - http

80 CLOSED - http

4659 CLOSED - playsta2-lob

4158 CLOSED - stat-cc

4158 CLOSED - stat-cc

21 CLOSED - ftp

4659 CLOSED - playsta2-lob

4659 CLOSED - playsta2-lob

515 CLOSED - printer

21 CLOSED - ftp

21 CLOSED - ftp

389 CLOSED - Idap

515 CLOSED - printer

515 CLOSED - printer

8500 CLOSED - fmtp

389 CLOSED - Idap

389 CLOSED - Idap

8080 CLOSED - http-proxy

8500 CLOSED - fmtp

8500 CLOSED - fmtp

4592 CLOSED - advant_rpc

443 CLOSED - https

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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59
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65

66

67

CORE

Impact

Host 192.168.123.55, Port 443 CLOSED - https

Host 192.168.123.11, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.77, Port 8080 CLOSED - http-proxy

Host 192.168.123.55, Port 8080 CLOSED - http-proxy

Host 192.168.123.11, Port 4000 CLOSED - terabase

Host 192.168.123.77, Port 4592 CLOSED - advant_rpc

Host 192.168.123.55, Port 4592 CLOSED - advant_rpc

Host 192.168.123.11, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.77, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.55, Port 40004 CLOSED - alienvault-av-forward

Host 192.168.123.11, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.77, Port 4000 CLOSED - terabase

Host 192.168.123.55, Port 4000 CLOSED - terabase

Host 192.168.123.11, Port 61614 CLOSED - stomp

Host 192.168.123.77, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.55, Port 8888 CLOSED - sun-answerbook

Host 192.168.123.11, Port 8060 CLOSED - atlassian-fisheye

Host 192.168.123.77, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.55, Port 8161 CLOSED - patrol-snmp

Host 192.168.123.11, Port 631 CLOSED - ipp

Host 192.168.123.77, Port 61614 CLOSED - stomp

Host 192.168.123.55, Port 61614 CLOSED - stomp
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CORE

Impact

Host 192.168.123.11, Port 625 CLOSED - dec_dIm

Host 192.168.123.77, Port 8060 CLOSED - atlassian-fisheye

Host 192.168.123.55, Port 8060 CLOSED - atlassian-fisheye

Host 192.168.123.11, Port 445 CLOSED - microsoft-ds

Host 192.168.123.77, Port 631 CLOSED - ipp

Host 192.168.123.55, Port 631 CLOSED - ipp

Host 192.168.123.11, Port 617 CLOSED - arkeia

Host 192.168.123.77, Port 625 CLOSED - dec_dIm

Host 192.168.123.55, Port 625 CLOSED - dec_dIm

Host 192.168.123.11, Port 8088 CLOSED - radan-http

Host 192.168.123.77, Port 617 CLOSED - arkeia

Host 192.168.123.55, Port 617 CLOSED - arkeia

Host 192.168.123.11, Port 8085 CLOSED - atlassian_bamboo

Host 192.168.123.77, Port 8088 CLOSED - radan-http

Host 192.168.123.55, Port 8088 CLOSED - radan-http

Host 192.168.123.11, Port 37452 CLOSED - smartdisk

Host 192.168.123.77, Port 8085 CLOSED - atlassian_bamboo

Host 192.168.123.55, Port 8085 CLOSED - atlassian_bamboo

Host 192.168.123.11, Port 22 CLOSED - ssh

Host 192.168.123.77, Port 37452 CLOSED - smartdisk

Host 192.168.123.55, Port 37452 CLOSED - smartdisk

Host 192.168.123.11, Port 81 CLOSED - hosts2-ns
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

22 CLOSED - ssh

22 CLOSED - ssh

6661 CLOSED - bigantimserver

81 CLOSED - hosts2-ns

81 CLOSED - hosts2-ns

6080 CLOSED - bigant-server

6661 CLOSED - bigantimserver

6661 CLOSED - bigantimserver

6660 CLOSED - Bigant-server

6080 CLOSED - bigant-server

6080 CLOSED - bigant-server

53 CLOSED - domain

6660 CLOSED - Bigant-server

6660 CLOSED - Bigant-server

Host 192.168.123.11, Port 16102 CLOSED - bcaaa

Host 192.168.123.77, Port

Host 192.168.123.55, Port

53 CLOSED - domain

53 CLOSED - domain

Host 192.168.123.11, Port 19810 CLOSED - bopup

Host 192.168.123.77, Port 16102 CLOSED - bcaaa

Host 192.168.123.55, Port 16102 CLOSED - bcaaa

Host 192.168.123.11, Port

5054 CLOSED - accurev

Host 192.168.123.77, Port 19810 CLOSED - bopup
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CORE

Impact

Host 192.168.123.55, Port 19810 CLOSED - bopup

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

3050 CLOSED - gds_db

5054 CLOSED - accurev

5054 CLOSED - accurev

8014 CLOSED - arcserve-d2d

3050 CLOSED - gds_db

3050 CLOSED - gds_db

Host 192.168.123.11, Port 41523 CLOSED - cadissvc

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

8014 CLOSED - arcserve-d2d

8014 CLOSED - arcserve-d2d

1900 CLOSED - ssdp

Host 192.168.123.77, Port 41523 CLOSED - cadissvc

Host 192.168.123.55, Port 41523 CLOSED - cadissvc

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

6502 CLOSED - castapeengine

1900 CLOSED - ssdp

1900 CLOSED - ssdp

6503 CLOSED - casmsgengine

6502 CLOSED - castapeengine

6502 CLOSED - castapeengine

6070 CLOSED - CABrightStorSQL

6503 CLOSED - casmsgengine

6503 CLOSED - casmsgengine
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CORE

Impact

Host 192.168.123.11, Port 10204 CLOSED - calicmanager2

Host 192.168.123.77, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.55, Port 6070 CLOSED - CABrightStorSQL

Host 192.168.123.11, Port 10203 CLOSED - calicmanager

Host 192.168.123.77, Port 10204 CLOSED - calicmanager2

Host 192.168.123.55, Port 10204 CLOSED - calicmanager2

Host 192.168.123.11, Port 34444 CLOSED - catd-uncws

Host 192.168.123.77, Port 10203 CLOSED - calicmanager

Host 192.168.123.55, Port 10203 CLOSED - calicmanager

Host 192.168.123.11, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.77, Port 34444 CLOSED - catd-uncws

Host 192.168.123.55, Port 34444 CLOSED - catd-uncws

Host 192.168.123.11, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.77, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.55, Port 34443 CLOSED - catd-uncws-s

Host 192.168.123.11, Port 5250 CLOSED - soagateway

Host 192.168.123.77, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.55, Port 4105 CLOSED - ca-messagequeue

Host 192.168.123.11, Port 2401 CLOSED - cvspserver

Host 192.168.123.77, Port 5250 CLOSED - soagateway

Host 192.168.123.55, Port 5250 CLOSED - soagateway

Host 192.168.123.11, Port 55555 CLOSED - catia
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

2401 CLOSED - cvspserver

2401 CLOSED - cvspserver

Host 192.168.123.11, Port 18747 CLOSED - edgesight

Host 192.168.123.77, Port 55555 CLOSED - catia

Host 192.168.123.55, Port 55555 CLOSED - catia

Host 192.168.123.11, Port

1882 CLOSED - ecsqdmn

Host 192.168.123.77, Port 18747 CLOSED - edgesight

Host 192.168.123.55, Port 18747 CLOSED - edgesight

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

139 CLOSED - netbios-ssn

1882 CLOSED - ecsqdmn

1882 CLOSED - ecsqdmn

5481 CLOSED - clearscada_server

5481 CLOSED - clearscada_server

5481 CLOSED - clearscada_server

143 CLOSED - imap2

143 CLOSED - imap2

143 CLOSED - imap2

220 CLOSED - imap3

220 CLOSED - imap3

220 CLOSED - imap3

910 CLOSED - kink

910 CLOSED - kink
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194

195

196

197

198

199

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

910 CLOSED - kink

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

912 CLOSED - apex-mesh

Host 192.168.123.11, Port 50000 CLOSED - ibm-db2

Host 192.168.123.77, Port 50000 CLOSED - ibm-db2

Host 192.168.123.55, Port 50000 CLOSED - ibm-db2

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

6129 CLOSED - dame-ware

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

9120 CLOSED - disk-pulse

3632 CLOSED - distcc

3632 CLOSED - distcc

3632 CLOSED - distcc

3000 CLOSED - ppp

3000 CLOSED - ppp

3000 CLOSED - ppp

3500 CLOSED - rtmp-port

3500 CLOSED - rtmp-port

3500 CLOSED - rtmp-port

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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220

221

CORE

Impact

Host 192.168.123.11, Port 41025 CLOSED - emcalphastore High
Host 192.168.123.77, Port 41025 CLOSED - emcalphastore High
Host 192.168.123.55, Port 41025 CLOSED - emcalphastore High
Host 192.168.123.11, Port 8045 CLOSED - emcas High
Host 192.168.123.77, Port 8045 CLOSED - emcas High
Host 192.168.123.55, Port 8045 CLOSED - emcas High
Host 192.168.123.11, Port 8090 CLOSED - http_alt_alt High
Host 192.168.123.77, Port 8090 CLOSED - http_alt_alt High
Host 192.168.123.55, Port 8090 CLOSED - http_alt_alt High
Host 192.168.123.11, Port 18821 CLOSED - emc-ssl-service High
Host 192.168.123.77, Port 18821 CLOSED - emc-ssl-service High
Host 192.168.123.55, Port 18821 CLOSED - emc-ssl-service High
Host 192.168.123.11, Port 7144 CLOSED - peercast High
Host 192.168.123.77, Port 7144 CLOSED - peercast High
Host 192.168.123.55, Port 7144 CLOSED - peercast High
Host 192.168.123.11, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.77, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.55, Port 6542 CLOSED - emc-rm-client High
Host 192.168.123.11, Port 8000 CLOSED - irdmi High
Host 192.168.123.77, Port 8000 CLOSED - irdmi High
Host 192.168.123.55, Port 8000 CLOSED - irdmi High
Host 192.168.123.11, Port 10000 CLOSED - High

VeritasBackupExecAgent - Webmin
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223

224
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230
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233

234

235

236

237

238

239

240

241

242

243

Host 192.168.123.77, Port 10000 CLOSED -
VeritasBackupExecAgent - Webmin
Host 192.168.123.55, Port 10000 CLOSED -
VeritasBackupExecAgent - Webmin

Host 192.168.123.11, Port 9200 CLOSED - wap-wsp

Host 192.168.123.77, Port 9200 CLOSED - wap-wsp

Host 192.168.123.55, Port 9200 CLOSED - wap-wsp

Host 192.168.123.11, Port 25 CLOSED - smtp

Host 192.168.123.77, Port 25 CLOSED - smtp

Host 192.168.123.55, Port 25 CLOSED - smtp

Host 192.168.123.11, Port 79 CLOSED - finger

Host 192.168.123.77, Port 79 CLOSED - finger

Host 192.168.123.55, Port 79 CLOSED - finger

Host 192.168.123.11, Port 3689 CLOSED - daap

Host 192.168.123.77, Port 3689 CLOSED - daap

Host 192.168.123.55, Port 3689 CLOSED - daap

Host 192.168.123.11, Port 27000 CLOSED - flexnet

Host 192.168.123.77, Port 27000 CLOSED - flexnet

Host 192.168.123.55, Port 27000 CLOSED - flexnet

Host 192.168.123.11, Port 10008 CLOSED - octopus

Host 192.168.123.77, Port 10008 CLOSED - octopus

Host 192.168.123.55, Port 10008 CLOSED - octopus

Host 192.168.123.11, Port 14000 CLOSED - scotty-ft

Host 192.168.123.77, Port 14000 CLOSED - scotty-ft

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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265

CORE

Impact

Host 192.168.123.55, Port 14000 CLOSED - scotty-ft High
Host 192.168.123.11, Port 2380 CLOSED - goodtech_telnet High
Host 192.168.123.77, Port 2380 CLOSED - goodtech_telnet High
Host 192.168.123.55, Port 2380 CLOSED - goodtech_telnet High
Host 192.168.123.11, Port 591 CLOSED - http-alt High
Host 192.168.123.77, Port 591 CLOSED - http-alt High
Host 192.168.123.55, Port 591 CLOSED - http-alt High
Host 192.168.123.11, Port 5814 CLOSED - spt-automation High
Host 192.168.123.77, Port 5814 CLOSED - spt-automation High
Host 192.168.123.55, Port 5814 CLOSED - spt-automation High
Host 192.168.123.11, Port 3465 CLOSED - edm-mgr-cntrl High
Host 192.168.123.77, Port 3465 CLOSED - edm-mgr-cntrl High
Host 192.168.123.55, Port 3465 CLOSED - edm-mgr-cntrl High
Host 192.168.123.11, Port 5555 CLOSED - personal-agent High
Host 192.168.123.77, Port 5555 CLOSED - personal-agent High
Host 192.168.123.55, Port 5555 CLOSED - personal-agent High
Host 192.168.123.11, Port 3817 CLOSED - tapeware High
Host 192.168.123.77, Port 3817 CLOSED - tapeware High
Host 192.168.123.55, Port 3817 CLOSED - tapeware High
Host 192.168.123.11, Port 1530 CLOSED - rap-service High
Host 192.168.123.77, Port 1530 CLOSED - rap-service High
Host 192.168.123.55, Port 1530 CLOSED - rap-service High
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Host 192.168.123.11, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.77, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.55, Port 23472 CLOSED - hp_magentservice

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

2207 CLOSED - hpssd

2207 CLOSED - hpssd

2207 CLOSED - hpssd

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

3443 CLOSED - ov-nnm-websrv

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

7510 CLOSED - ovhpas

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

2954 CLOSED - ovalarmsrv-cmd

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

383 CLOSED - hp-alarm-mgr

5053 CLOSED - ovtrcd

5053 CLOSED - ovtred

5053 CLOSED - ovtrcd

8081 CLOSED - sunproxyadmin
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CORE

Impact

Host 192.168.123.77, Port 8081 CLOSED - sunproxyadmin

Host 192.168.123.55, Port 8081 CLOSED - sunproxyadmin

Host 192.168.123.11, Port 9080 CLOSED - glrpc

Host 192.168.123.77, Port 9080 CLOSED - glrpc

Host 192.168.123.55, Port 9080 CLOSED - glrpc

Host 192.168.123.11, Port 2381 CLOSED - compag-https

Host 192.168.123.77, Port 2381 CLOSED - compag-https

Host 192.168.123.55, Port 2381 CLOSED - compag-https

Host 192.168.123.11, Port 9090 CLOSED - zeus-admin

Host 192.168.123.77, Port 9090 CLOSED - zeus-admin

Host 192.168.123.55, Port 9090 CLOSED - zeus-admin

Host 192.168.123.11, Port 19300 CLOSED -
ibm_cognos_webserver
Host 192.168.123.77, Port 19300 CLOSED -
ibm_cognos_webserver
Host 192.168.123.55, Port 19300 CLOSED -
ibm_cognos_webserver

Host 192.168.123.11, Port 5498 CLOSED - cognos

Host 192.168.123.77, Port 5498 CLOSED - cognos

Host 192.168.123.55, Port 5498 CLOSED - cognos

Host 192.168.123.11, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.77, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.55, Port 6988 CLOSED - ibm-director-cim

Host 192.168.123.11, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.77, Port 36890 CLOSED - ibm-informix-rpc

Modules Log Lines

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

178

310

311

312

313

314

315

316

317

318

319

320

321

322

323

324

325

326

327

328

329

330

331

CORE

Impact

Host 192.168.123.55, Port 36890 CLOSED - ibm-informix-rpc

Host 192.168.123.11, Port 1533 CLOSED - virtual-places

Host 192.168.123.77, Port 1533 CLOSED - virtual-places

Host 192.168.123.55, Port 1533 CLOSED - virtual-places

Host 192.168.123.11, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.77, Port 9495 CLOSED - tivoli-Icfd

Host 192.168.123.55, Port 9495 CLOSED - tivoli-lcfd

Host 192.168.123.11, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.77, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.55, Port 1581 CLOSED - mil-2045-47001

Host 192.168.123.11, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.77, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.55, Port 30051 CLOSED - tivoli_fastback

Host 192.168.123.11, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.77, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.55, Port 11460 CLOSED - ibm_fastback

Host 192.168.123.11, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.77, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.55, Port 8880 CLOSED - cddbp-alt

Host 192.168.123.11, Port 1315 CLOSED - els

Host 192.168.123.77, Port 1315 CLOSED - els

Host 192.168.123.55, Port 1315 CLOSED - els

Modules Log Lines

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High



Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Demo

Network Host Based Activity Report

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

/192.168.123.77

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN
Port Scanner - Fast
SYN

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:08 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

179

332

333

334

335

336

337

338

339

340

341

342

343

344

345

346

347

348

349

350

351

352

353

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port 38080 CLOSED - genbro

Host 192.168.123.77, Port 38080 CLOSED - genbro

Host 192.168.123.55, Port 38080 CLOSED - genbro

Host 192.168.123.11, Port 4322 CLOSED - trim-event

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

119 CLOSED - nntp

119 CLOSED - nntp

119 CLOSED - nntp

4322 CLOSED - trim-event

4322 CLOSED - trim-event

110 CLOSED - pop-3

110 CLOSED - pop-3

110 CLOSED - pop-3

5900 CLOSED - vnc

5900 CLOSED - vnc

5900 CLOSED - vnc

513 CLOSED - login

513 CLOSED - login

513 CLOSED - login

23 CLOSED - telnet

23 CLOSED - telnet

23 CLOSED - telnet

1433 CLOSED - ms-sql-s
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Impact

Host 192.168.123.77, Port 1433 CLOSED - ms-sql-s

Host 192.168.123.55, Port 1433 CLOSED - ms-sql-s

Host 192.168.123.11, Port 18881 CLOSED - infotos

Host 192.168.123.77, Port 18881 CLOSED - infotos

Host 192.168.123.55, Port 18881 CLOSED - infotos

Host 192.168.123.11, Port 57772 CLOSED - intersystems

Host 192.168.123.77, Port 57772 CLOSED - intersystems

Host 192.168.123.55, Port 57772 CLOSED - intersystems

Host 192.168.123.11, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.77, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.55, Port 12397 CLOSED - sevent_t_scada

Host 192.168.123.11, Port 8443 CLOSED - pcsync-https

Host 192.168.123.77, Port 8443 CLOSED - pcsync-https

Host 192.168.123.55, Port 8443 CLOSED - pcsync-https

Host 192.168.123.11, Port 44334 CLOSED - kerio

Host 192.168.123.77, Port 44334 CLOSED - kerio

Host 192.168.123.55, Port 44334 CLOSED - kerio

Host 192.168.123.11, Port 777 CLOSED - multiling-http

Host 192.168.123.77, Port 777 CLOSED - multiling-http

Host 192.168.123.55, Port 777 CLOSED - multiling-http

Host 192.168.123.11, Port 135 CLOSED - loc-srv

Host 192.168.123.77, Port 2105 CLOSED - msmq2
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Impact

Host 192.168.123.55, Port 2105 CLOSED - msmq2

Host 192.168.123.11, Port 2105 CLOSED - msmq2

Host 192.168.123.77, Port 2103 CLOSED - msmq

Host 192.168.123.55, Port 2103 CLOSED - msmq

Host 192.168.123.11, Port 2103 CLOSED - msmq

Host 192.168.123.77, Port 8400 CLOSED - cvd

Host 192.168.123.55, Port 8400 CLOSED - cvd

Host 192.168.123.11, Port 8400 CLOSED - cvd

Host 192.168.123.77, Port 11234 CLOSED -
measuresoft_scadapro
Host 192.168.123.55, Port 11234 CLOSED -
measuresoft_scadapro
Host 192.168.123.11, Port 11234 CLOSED -
measuresoft_scadapro

Host 192.168.123.77, Port 105 CLOSED - csnet-ns

Host 192.168.123.55, Port 105 CLOSED - csnet-ns

Host 192.168.123.11, Port 105 CLOSED - csnet-ns

Host 192.168.123.77, Port 2194 CLOSED - msrt

Host 192.168.123.55, Port 2194 CLOSED - msrt

Host 192.168.123.11, Port 2194 CLOSED - msrt

Host 192.168.123.77, Port 10080 CLOSED - amanda

Host 192.168.123.55, Port 10080 CLOSED - amanda

Host 192.168.123.11, Port 10080 CLOSED - amanda

Host 192.168.123.77, Port 1478 CLOSED - ms-sna-base

Host 192.168.123.55, Port 1478 CLOSED - ms-sna-base
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399
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403

404

405
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407

408

409

410

411

412

413

414

415

416

417

418

419

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

1478 CLOSED - ms-sna-base

8093 CLOSED - sharepoint-dclb

8093 CLOSED - sharepoint-dclb

8093 CLOSED - sharepoint-dclb

1723 CLOSED - pptp

1723 CLOSED - pptp

1723 CLOSED - pptp

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sql-m

1434 CLOSED - ms-sql-m

1512 CLOSED - wins

1512 CLOSED - wins

1512 CLOSED - wins

42 CLOSED - nameserver

42 CLOSED - nameserver

42 CLOSED - nameserver

1755 CLOSED - ms-streaming

1755 CLOSED - ms-streaming

1755 CLOSED - ms-streaming

3389 CLOSED - msrdp

3389 CLOSED - msrdp

3389 CLOSED - msrdp

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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Port Scanner - Fast
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420

421

422

423

424

425

426

427

428

429

430

431

432

433

434

435

436

437

438

439

440

441

CORE

Impact

Host 192.168.123.77, Port 5357 LISTEN - wsdapi Low
Host 192.168.123.55, Port 5357 CLOSED - wsdapi High
Host 192.168.123.11, Port 5357 CLOSED - wsdapi High
Host 192.168.123.77, Port 20000 CLOSED - Usermin High
Host 192.168.123.55, Port 20000 CLOSED - Usermin High
Host 192.168.123.11, Port 20000 CLOSED - Usermin High
Host 192.168.123.77, Port 27017 CLOSED - mongodb-server High
Host 192.168.123.55, Port 27017 CLOSED - mongodb-server High
Host 192.168.123.11, Port 27017 CLOSED - mongodb-server High
Host 192.168.123.77, Port 3814 CLOSED - neto-dcs High
Host 192.168.123.55, Port 3814 CLOSED - neto-dcs High
Host 192.168.123.11, Port 3814 CLOSED - neto-dcs High
Host 192.168.123.77, Port 554 CLOSED - rtsp High
Host 192.168.123.55, Port 554 CLOSED - rtsp High
Host 192.168.123.11, Port 554 CLOSED - rtsp High
Host 192.168.123.77, Port 3306 CLOSED - mysq| High
Host 192.168.123.55, Port 3306 CLOSED - mysq| High
Host 192.168.123.11, Port 3306 CLOSED - mysq| High
Host 192.168.123.77, Port 9999 CLOSED - maxdb High
Host 192.168.123.55, Port 9999 CLOSED - maxdb High
Host 192.168.123.11, Port 9999 CLOSED - maxdb High
Host 192.168.123.77, Port 1935 CLOSED - macromedia-fcs High
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443

444

445

446

447

448
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450

451

452

453

454

455

456

457

458

459

460

461

462

463

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

CORE

Impact

1935 CLOSED - macromedia-fcs High
1935 CLOSED - macromedia-fcs High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
138 CLOSED - netbios-dgm High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
5405 CLOSED - netsupport High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3037 CLOSED - hp-san-mgmt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
3035 CLOSED - fjsv-gssagt High
8300 CLOSED - novellmsg High
8300 CLOSED - novellmsg High
8300 CLOSED - novellmsg High
998 CLOSED - busboy High
998 CLOSED - busboy High
998 CLOSED - busboy High
8028 CLOSED - novell-http High
8028 CLOSED - novell-http High
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475
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477

478

479

480

481

482

483

484

485

CORE

Impact

Host 192.168.123.11, Port 8028 CLOSED - novell-http High
Host 192.168.123.77, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.55, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.11, Port 8030 CLOSED - novell-http-auth High
Host 192.168.123.77, Port 524 CLOSED - ncp High
Host 192.168.123.55, Port 524 CLOSED - ncp High
Host 192.168.123.11, Port 524 CLOSED - ncp High
Host 192.168.123.77, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.55, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.11, Port 48080 CLOSED - novell-imanager High
Host 192.168.123.77, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.55, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.11, Port 8800 CLOSED - sunwebadmin High
Host 192.168.123.77, Port 161 CLOSED - snmp High
Host 192.168.123.55, Port 161 CLOSED - snmp High
Host 192.168.123.11, Port 161 CLOSED - snmp High
Host 192.168.123.77, Port 2049 CLOSED - nfs High
Host 192.168.123.55, Port 2049 CLOSED - nfs High
Host 192.168.123.11, Port 2049 CLOSED - nfs High
Host 192.168.123.77, Port 1099 CLOSED - rmiregistry High
Host 192.168.123.55, Port 1099 CLOSED - rmiregistry High
Host 192.168.123.11, Port 1099 CLOSED - rmiregistry High
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488
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502
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506

507

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

CORE

Impact

995 CLOSED - pop3s High
995 CLOSED - pop3s High
995 CLOSED - pop3s High
465 CLOSED - smtps High
465 CLOSED - smtps High
465 CLOSED - smtps High
990 CLOSED - ftps High
990 CLOSED - ftps High
990 CLOSED - ftps High
993 CLOSED - imaps High
993 CLOSED - imaps High
993 CLOSED - imaps High
994 CLOSED - ircs High
994 CLOSED - ircs High
994 CLOSED - ircs High
4433 CLOSED - dtls High
4433 CLOSED - dtls High
4433 CLOSED - dtls High
446 CLOSED - ddm-rdb High
446 CLOSED - ddm-rdb High
446 CLOSED - ddm-rdb High
4848 CLOSED - appserv-http High
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512
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CORE

Impact

Host 192.168.123.55, Port 4848 CLOSED - appserv-http

Host 192.168.123.11, Port 4848 CLOSED - appserv-http

Host 192.168.123.77, Port 1521 CLOSED - oracle-db

Host 192.168.123.55, Port 1521 CLOSED - oracle-db

Host 192.168.123.11, Port 1521 CLOSED - oracle-db

Host 192.168.123.77, Port 7001 CLOSED - afs3-callback

Host 192.168.123.55, Port 7001 CLOSED - afs3-callback

Host 192.168.123.11, Port 7001 CLOSED - afs3-callback

Host 192.168.123.77, Port 1158 CLOSED - dbcontrol-oms

Host 192.168.123.55, Port 1158 CLOSED - dbcontrol-oms

Host 192.168.123.11, Port 1158 CLOSED - dbcontrol-oms

Host 192.168.123.77, Port 2100 CLOSED - oracle-ftp

Host 192.168.123.55, Port 2100 CLOSED - oracle-ftp

Host 192.168.123.11, Port 2100 CLOSED - oracle-ftp

Host 192.168.123.77, Port 19226 CLOSED - panda-pagent

Host 192.168.123.55, Port 19226 CLOSED - panda-pagent

Host 192.168.123.11, Port 19226 CLOSED - panda-pagent

Host 192.168.123.77, Port 7443 CLOSED - oracleas-https

Host 192.168.123.55, Port 7443 CLOSED - oracleas-https

Host 192.168.123.11, Port 7443 CLOSED - oracleas-https

Host 192.168.123.77, Port 5432 CLOSED - postgres

Host 192.168.123.55, Port 5432 CLOSED - postgres

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High

High
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High

High
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530

531

532

533

534

535

536

537

538

539

540

541

542

543

544

545

546

547

548

549

550

551

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

5432 CLOSED - postgres High
9000 CLOSED - cslistener High
9000 CLOSED - cslistener High
9000 CLOSED - cslistener High
1337 CLOSED - menandmice-dns High
1337 CLOSED - menandmice-dns High
1337 CLOSED - menandmice-dns High

Host 192.168.123.77, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.55, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.11, Port 10651 CLOSED - movicon_tcp_upload High

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

514 CLOSED - shell

514 CLOSED - shell

514 CLOSED - shell

705 CLOSED - agentx

705 CLOSED - agentx

705 CLOSED - agentx

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

541 CLOSED - uucp-rlogin

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

85 CLOSED - mit-ml-dev

High
High
High
High
High
High
High
High
High
High
High

High
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557

558
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563
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566
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569

570
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Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

7210 CLOSED - sql6

7210 CLOSED - sql6

7210 CLOSED - sql6

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3200 CLOSED - tick-port

3900 CLOSED - udt_os

3900 CLOSED - udt_os

3900 CLOSED - udt_os

Host 192.168.123.77, Port 46823 CLOSED - winlog

Host 192.168.123.55, Port 46823 CLOSED - winlog

Host 192.168.123.11, Port 46823 CLOSED - winlog

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

3269 CLOSED - msft-gc-ssl

636 CLOSED - Idapssl

636 CLOSED - Idapssl|

636 CLOSED - Idapssl|

563 CLOSED - snews

563 CLOSED - snews

563 CLOSED - snews

2537 CLOSED - upgrade

CORtE
Impact
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

High
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593

594

595

Host 192.168.123.55, Port 2537 CLOSED - upgrade

Host 192.168.123.11, Port 2537 CLOSED - upgrade

Host 192.168.123.77, Port 27700 CLOSED - modbus

Host 192.168.123.55, Port 27700 CLOSED - modbus

Host 192.168.123.11, Port 27700 CLOSED - modbus

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port 30000 CLOSED - sworks

Host 192.168.123.55, Port 30000 CLOSED - sworks

Host 192.168.123.11, Port 30000 CLOSED - sworks

Host 192.168.123.77, Port 3128 CLOSED - squid-http

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

7580 CLOSED - flink

7580 CLOSED - flink

7580 CLOSED - flink

3128 CLOSED - squid-http

3128 CLOSED - squid-http

CORtE
Impact
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High

High

High

High

High

High

High

High

High

High

High

High

898 CLOSED - sun-manageconsole High

898 CLOSED - sun-manageconsole High

898 CLOSED - sun-manageconsole High

1080 CLOSED - socks

1080 CLOSED - socks

1080 CLOSED - socks

2001 CLOSED - dc

2001 CLOSED - dc

High

High

High

High

High
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CORE

Impact

Host 192.168.123.11, Port 2001 CLOSED - dc

Host 192.168.123.77, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.55, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.11, Port 38292 CLOSED - symantec-msgsys

Host 192.168.123.77, Port 5003 CLOSED - fmpro-internal

Host 192.168.123.55, Port 5003 CLOSED - fmpro-internal

Host 192.168.123.11, Port 5003 CLOSED - fmpro-internal

Host 192.168.123.77, Port 5631 CLOSED - pcanywheredata

Host 192.168.123.55, Port 5631 CLOSED - pcanywheredata

Host 192.168.123.11, Port 5631 CLOSED - pcanywheredata

Host 192.168.123.77, Port 2967 CLOSED - ssc-agent

Host 192.168.123.55, Port 2967 CLOSED - ssc-agent

Host 192.168.123.11, Port 2967 CLOSED - ssc-agent

Host 192.168.123.77, Port 12174 CLOSED - symantec

Host 192.168.123.55, Port 12174 CLOSED - symantec

Host 192.168.123.11, Port 12174 CLOSED - symantec

Host 192.168.123.77, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.55, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.11, Port 14300 CLOSED - veritas_VRTSweb

Host 192.168.123.77, Port 9855 CLOSED - swsagent

Host 192.168.123.55, Port 9855 CLOSED - swsagent

Host 192.168.123.11, Port 9855 CLOSED - swsagent
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620
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633
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CORE

Impact

Host 192.168.123.77, Port 5679 CLOSED - dccm High
Host 192.168.123.55, Port 5679 CLOSED - dccm High
Host 192.168.123.11, Port 5679 CLOSED - dccm High
Host 192.168.123.77, Port 9121 CLOSED - sync-breeze High
Host 192.168.123.55, Port 9121 CLOSED - sync-breeze High
Host 192.168.123.11, Port 9121 CLOSED - sync-breeze High
Host 192.168.123.77, Port 113 CLOSED - auth High
Host 192.168.123.55, Port 113 CLOSED - auth High
Host 192.168.123.11, Port 113 CLOSED - auth High
Host 192.168.123.77, Port 8292 CLOSED - tomcat-alt High
Host 192.168.123.55, Port 8292 CLOSED - tomcat-alt High
Host 192.168.123.11, Port 8292 CLOSED - tomcat-alt High
Host 192.168.123.77, Port 20101 CLOSED - tmcm-ipc High
Host 192.168.123.55, Port 20101 CLOSED - tmcm-ipc High
Host 192.168.123.11, Port 20101 CLOSED - tmcm-ipc High
Host 192.168.123.77, Port 1812 CLOSED - radius High
Host 192.168.123.55, Port 1812 CLOSED - radius High
Host 192.168.123.11, Port 1812 CLOSED - radius High
Host 192.168.123.77, Port 3986 CLOSED - mapper-ws_ethd High
Host 192.168.123.55, Port 3986 CLOSED - mapper-ws_ethd High
Host 192.168.123.11, Port 3986 CLOSED - mapper-ws_ethd High

Host 192.168.123.77, Port 3985 CLOSED - mapper-mapethd High
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641

642

643

644

645

646

647

648

649

650

651

652

653

654

655

656

657

658

659

660

661

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

CORE

Impact

3985 CLOSED - mapper-mapethd

3985 CLOSED - mapper-mapethd

6667 CLOSED - irc

6667 CLOSED - irc

6667 CLOSED - irc

529 CLOSED - irc-serv

529 CLOSED - irc-serv

529 CLOSED - irc-serv

6101 CLOSED - VeritasBackupExec

6101 CLOSED - VeritasBackupExec

6101 CLOSED - VeritasBackupExec

Host 192.168.123.77, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.55, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.11, Port 13722 CLOSED - bpjava-msvc

Host 192.168.123.77, Port

Host 192.168.123.55, Port

Host 192.168.123.11, Port

9875 CLOSED - sapvl

9875 CLOSED - sapvl

9875 CLOSED - sapvl

Host 192.168.123.77, Port 13500 CLOSED - wincomlpd

Host 192.168.123.55, Port 13500 CLOSED - wincomlpd

Host 192.168.123.11, Port 13500 CLOSED - wincomlpd

Host 192.168.123.77, Port

Host 192.168.123.55, Port

5413 CLOSED - wwiotalk

5413 CLOSED - wwiotalk
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Nmap Service-
version Detection
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01/13/17 12:10 PM

01/13/17 12:09 PM

01/13/17 12:09 PM

01/13/17 12:09 PM
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664

665
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675

676
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678
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680
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CORE

Impact

Host 192.168.123.11, Port 5413 CLOSED - wwiotalk

Host 192.168.123.77, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.55, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.11, Port 20111 CLOSED - centum_bkbcopyd

Host 192.168.123.77, Port 20171 CLOSED - centum

Host 192.168.123.55, Port 20171 CLOSED - centum

Host 192.168.123.11, Port 20171 CLOSED - centum

Host 192.168.123.77, Port 10001 CLOSED - scp-config

Host 192.168.123.55, Port 10001 CLOSED - scp-config

Host 192.168.123.11, Port 10001 CLOSED - scp-config

Host 192.168.123.77, Port 7071 CLOSED - iwgl

Host 192.168.123.55, Port 7071 CLOSED - iwgl

Host 192.168.123.11, Port 7071 CLOSED - iwgl

Host 192.168.123.77, Port 6112 CLOSED - dtspc

Host 192.168.123.55, Port 6112 CLOSED - dtspc

Host 192.168.123.11, Port 6112 CLOSED - dtspc

Host 192.168.123.77, Port 5353 CLOSED - mdns

Host 192.168.123.55, Port 5353 CLOSED - mdns

Module finished execution after 20 secs.

Module "Nmap Service-version Detection" (v184614) started
execution on FriJan 13 12:10:52 2017
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CORE

Impact

Port scanning disabled

TCP Port scanning method: TCP Connect

Resolution using well known ports forced

RPC services detection disabled

RPC services detection method: Port Mapper

UDP scanning disabled

Detected services will be skipped

Reading service probes from C:\Users\User\AppData\Roaming\I
MPACT\components\modules\classic\instalfi

I\data\nmap-service-probes

Service probes successfully parsed

Detecting services in host 192.168.123.55 (192.168.123.55)

Detecting services in host FREEFLY-DC (192.168.123.100)

Detecting services in host 192.168.123.11 (192.168.123.11)

Detecting services in host WIN12377 (192.168.123.77)
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Add Tag To Host

Add Tag To Host
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Network Attack and
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CORE

Impact

Port: TCP-5357 Service 'wsdapi' guessed

Committing entity information...

Module finished execution after 5 secs.

Module "NULL Shares Scanner" (v126684) started execution on
FriJan 13 12:10:59 2017

Agent using port 51733

Try 1/1

* Grabbing Shares Information from /192.168.123.77

SMB SessionError: STATUS_ACCESS_DENIED({Access Denied} A p

rocess has requested access to an objectfi

but has not been granted those access rights.)
No shared devices found

Error: Could not exploit target

Module finished execution after 3 secs.

Module "Add Tag To Host" (v152160) started execution on Fri
Jan 13 12:10:59 2017

Analyzing services from: WIN12377
- There is no tag to add.
Module finished execution after 1 secs.

Module "Network Attack and Penetration" (v196136) started
execution on FriJan 13 14:27:24 2017
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Generating attack plan. This could take a while ...

No more tasks for goal Fast Service Identity Verifier wsdapi on
/192.168.123.77

No more tasks for goal Fast Service Identity Verifier netbios-ns
on /192.168.123.77

Resolving: Fast Service Identity Verifier microsoft-ds on /192.168

.123.77 using: SMB Identity Verifi
fier

No more tasks for goal Fast Service Identity Verifier netbios-ssn
on /192.168.123.77

No more tasks for goal Fast Service Identity Verifier loc-srv on
/192.168.123.77

No more tasks for goal Fast Service Identity Verifier Imnr on
/192.168.123.77

No exploits to test: Fast Camera Attack on /192.168.123.77

No more tasks for goal Fast Camera Attack on /192.168.123.77

Module finished execution after 49 secs.

Module "SMB Identity Verifier" (v119228) started execution on
FriJan 13 14:27:24 2017

Running verifier...

Deploy Agent: True

Stop at first: The max number of Agents to deploy has been set
to: 1

Processed 10 identities.
Processed 20 identities.
Processed 30 identities.
Processed 40 identities.

Processed 50 identities.
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Processed 60 identities.

Processed 70 identities.

Processed 80 identities.

Processed 90 identities.

Processed 100 identities.

Processed 110 identities.

Processed 120 identities.

Processed 130 identities.

Processed 140 identities.

Processed 150 identities.

Processed 160 identities.

Processed 170 identities.

Processed 180 identities.

Processed 190 identities.

Processed 200 identities.

Total number of identities tested: 206

Module finished execution after 48 secs.
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Module "Install Agent using SMB" (v196541) started execution

on FriJan 13 14:27:30 2017

Agent using port 0

Cookie [7fb8ff5a] registered in Agent Connector.

Low

High

Low
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Exploiting host: WIN12377 (192.168.123.77) Medium
Login successful Low
Checking share's permissions Low
Using share ADMINS Low
Trying to access the remote registry to retrieving the default (IE) Medium
proxy settings...
Failed whllle getting the remote registry keys to retrieving the Medium
proxy settings.
Trying to install with user: admin Low
Uploading file "1018760954.exe" Low
Creating service (4Ms9V1IK) Medium
Starting service (4Ms9V1IK) Low
Waiting 2 seconds... Medium
Removing service (4Ms9V1IK) Medium
Trying to connect agent #1 Low
Waiting for incoming agent connections [on port 39718] Medium
Agent connected with ('192.168.123.77', 61021) Low
A new agent(/192.168.123.77/agent(68)) has been deployed in Low
the host /192.168.123.77.
Keep Alive Manager is already running ... Medium
Exploit successful, 1 tries needed. Low
- Low
Module finished execution after 39 secs. Low
High
High
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