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The following report details the identities that were found during the security assessment test using Core
Impact. With the ability to perform large scale patching of environments becoming easier attackers are
switching to the attempted use of default and common identities to gain authenticated access to targeted
systems.

When assessing the ability for an environment or system to stand up to a targeted attack it is important to
employ the same techniques as the expected attacker. This report represents the ability for the attacker to
leverage identities in this targeted environment.
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Workspace(s) information
Name Company/Test Area Started Finished Exact Time Running Time
Demo 01/13/17 12:08 PM 02/02/17 07:21 PM 20d 7h 13m 34s 9h 56m 18s
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Summary
Tested 426
Validated 97
Gathered 76
Total agents installed 0

Identity Report 3 Summary



CORE

Impact
Identities types

Identities validated categorized by type

90 -~
80 -
70 -
60 -
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M kerberos

40 1 ¥ Windows NTLM

30

Identities Validated

20 A
10 -

O -
kerberos Windows NTLM

Identities types

At most ten types of validated identities are shown

Type Identities
kerberos 80
Windows NTLM 17
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Most validated identities

At most ten identities grouped by user name are shown

jim 50
WIN12377$
admin
win12377S$
Backdoor

w
S

Administrator

Guest
IUSR_WIN-JFACNQKQSUS
joe

joe@FREEFLY.NET

R R R R RPN W W
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Most gathered identities

At most ten identities gathered grouped by user name are shown

Username Hosts in

jim i
WIN12377$
accountant

w
w

root

user

adm

admin
Administrator
apache

N N NN DN W Ww w

Backdoor
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Hosts with more amount of validated identities

At most ten hosts with validated identities

Workspace Visibility Path Host Name Identities
Demo /192.168.123.77 winl12377 92
Demo /192.168.123.100 FREEFLY-DC 5
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Identities

Host Name

Validated

Protocol

Username Password

Module Name

Source Host
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true
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true
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false

false

false

false
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false

false

Windows
NTLM
Windows
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Windows
NTLM

Windows
NTLM

Windows

NTLM

None

None

None

None
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None
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None

None

jim s3cr3t!
jim s3cr3t!
WIN12377$

COmpl3xP2ssw

joe
! Ord!

win12377$

shutdown
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xfs

named
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desktop

nscd
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false
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operator

rpc

accountant
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gdm
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from Linux
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sshd

adm

pcap

sync

news

ftp

halt

apache
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root
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named

user
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Password Dump
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