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Introduction

Welcome

Welcome to the "Core Impact 19.1 User Guide"!

Core Impact elevates the practice of penetration testing to the new standards of quality
required by today's organizations. The application provides you with not only a comprehensive
and scalable framework in which to perform penetration tests, but also a controlled environment
in which to perform them. Core Impact allows you to do the following:

o Automate the penetration testing process, targeting hosts, users, web applications, WiFi
networks and network devices.

» Safely and efficiently determine how a malicious attacker might gain access to or disrupt
your information assets.

« Define and execute a repeatable and scalable testing methodology.

o Increase team productivity.

o Leverage security knowledge and expertise across penetration tests.
The chapters that follow teach you how to use Core Impact as efficiently as possible so you can
rapidly achieve each one of these goals. If you have already installed Core Impact and created a

Workspace, you can also get a jump-start and view the available Quick Guides - these will guide
you through some basic penetration tests with Core Impact.
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Installing and Activating Core
Impact

Before you install Core Impact, please read the Release Notes (included with the distribution). If
you do not read the Release Notes, you may overlook important information regarding the
installation, configuration and use of the product.

WARNING:

Antivirus software will interfere with the installation of Core Impact and may interfere with
Core Impact's operation. Disable antivirus scanners during installation and then exclude the
following Core Impact installation directories from your antivirus tool's scanning locations:

e $ProgramData$\IMPACT
e c:\Program Files\Core Security (on 32-bit operating systems)
e c:\Program Files (x86)\Core Security (on 64-bit operating systems)

Minimum System Requirements for Core
Impact 19.1

The following operating systems are certified platforms for Core Impact. These platforms have
been tested thoroughly by Core Security staff.

o Windows 10 Enterprise 64 bit
o Windows 10 Pro 64 bit

The following operating systems are supported platforms for Core Impact. These platforms have
also been tested and, although they are not certified, they are fully expected to provide a stable
platform for Core Impact.

o Windows Server 2016 Standard
In addition to an accepted operating system, the below minimum requirements should be met:

o Intel Core i5 (4th Generation)
« 8 GBRAM

o 4 GB Free Hard Disk Space (hard disk capacity requirements increase with the quantity of
high-volume test workspaces)

o Internet Explorer 11.0 or later

« A Windows-compatible Ethernet networking card. Core Impact works with wireless
network interface cards.

o Screen resolution: 1024 x 768 minimum (1280 x 1024 recommended)

Please note the following important details about Core Impact:

User Guide Core Security, a HelpSystems Company page: 11
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o Inorder to create a Fake Access Point using Core Impact, you must use a Pineapple Nano
(https://www.wifipineapple.com/) wireless network auditing tool.

o Inorder for you to install and use Core Impact, you must have Administrator privileges on
the system.

o Unless otherwise stated by a module or exploit, Core Impact is compatible to run on and
target US English versions of the specified operating systems only.

« Connecting directly with a DSL/Cable modem using PPTP will limit some of the product's
functionality (packet capture and custom packet crafting).

« Some modules (such as Remediation Validation, Resume, Agent Redploy) may not run on
Workspaces generated from a previous version of Core Impact. These modules will
automatically detect this condition and abort on startup so as to prevent executing an
invalid command.

Installing Core Impact

Core Impact is distributed as a self-installing Windows executable (.exe). If you are currently
running an older version of Core Impact, you do not need to uninstall it before installing the
latest version.

1. If you have a download link for the software, save the distribution to a temporary
directory and double click the CORE IMPACT-19.1.exe file. If you are using an
alternative distribution media such as a CD, double click on the .exe file. When
distributed as a download, the installer is encrypted with a pass phrase which you should
have received via email. You will be presented with a dialog for entering this pass phrase.

Decrypting the installer

Core Impact E=E[EcR~<=
Insert passphrase to decrypt Core Impact Decrypt I
I Cancel |
| Waiting for passphrase
| Exit

If the passphrase is correct, the installer will self-decrypt and start. The Welcome Dialog
Box of the InstallShield Wizard appears.

The installer reads every character entered into the decrypter, including white spaces.
Ensure you have removed trailing spaces if you copy and paste the passphrase into the
field.

2. If you do not have certain required software already installed on your computer, the
installer will install them for you. Click the Install button if/when prompted.

3. Inthe License Agreement Window, read the product license for Core Impact. To accept
the license, click the | accept the terms ... radio button and then click Next. If the license
is not accepted, Core Impact will not install.

License Agreement Window
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Core Impact - InstallShield Wizard x

License Agreement
Please read the following license agreement carefully.

CORE SECURITY SDI CORPORATION A~
End-User License Agreement Version: CW_EULA_ +31-Tul-2017

This End-User License Agreement {“Agreement”) is by and between the
compaty. entity or individual {“"Customer” and or “You™, “Youw™, “Yours™)
who is acquiring the license to use the Software, as defined below, and Core
Secunty SDI Corporation, a Delaware corporation (“Core™, “We”, “Our(s)”
and/or “Us™). (“Customer” and “Core” may be individually referred to as the

“Party” and’or collectively referred to as the “Parties™).

(@)1 accept the terms of the license agreement

()1 do not accept the terms of the license agresment

REFORE.YOIT CTTCK THE “ACCFRT” RIITTON TO CONSENT TO THE hd

Print

4. You will be prompted for the destination location. You can change the destination folder
by pressing the Browse button. Press Next to continue.

Destination Location Window

Core Impact - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

*

®

Setup will install Core Impact in the following folder.

another folder.

Destination Folder

C:\Program Files (x86)\Core Security\Impact!,

To install to this folder, dick Next. Ta install to a different folder, dick Browse and select

Browse...

5. Antivirus software will interfere with the installation of Core Impact and may interfere
with Core Impact's operation. This page of the wizard is a reminder to disable antivirus

User Guide

scanners during installation.
Antivirus Product Warning
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Warning

/N

Core Impact - InstallShield Wizard X

®

Antivirue products can corupt the Core Impact installation, [ you have an antivins
praduct installed you MUST dizable it terpararily befare inztalling Core Irnpact.

Before reactivating your antiviruz zolution, you MIJST add the Core Impact product
directony to the exception list for your antivirus product to ensure that future exploit
updates are not quarantined ar deleted.

Preszz Mext to continue the installation or Cancel to stop the installation.

< Back Cancel

Temporarily disable any Antivirus tools running on your machine, then click the Next

button.

6. If you have had Core Impact installed on your system previously, you may see a warning

that all previous files except the Core Impact database will be erased.

Previous Installation Warning

Warning

/)

Core Impact - InstallShield Wizard ==

®

Installer has found a previous installation of the product, All files from the previous
installation will be eraged. If pou have added or modified a module you should make
a backup.

The Core Impact Pro database will be pregerved.

Press Mext to continue the installation or Cancel to stop the inztallation.

’ <Back [ Mest> |’ Cancel ]

If needed, back up your previous installation's files, then click the Next button.

7. The installation Wizard will display a summary of the installation. Review the information
and click Next.

Start Copying Files Window

Core Security, a HelpSystems Company
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Core Impact - InstallShield Wizard

Start Copying Files
Review settings before copying files.

®

copying files.
Current Settings:

Destination Directory:
C:'Program Files\Core Security\Impact,

Setup has enough information to start copying the program files. If you want to review or
change any settings, dick Badk. If you are satisfied with the settings, dick Next to begin

[ < Back “ MNext > ][ Cancel ]

The installation of Core Impact will begin. Core Impact may also install any dependencies
it needs - this is normal and these installers should be allowed to continue.

8. The wizard will notify you when the installation is complete.

Installer Finished

Core Impact - InstallShield Wizard

Install5hield Wizard Complete

Setup hag finizhed installing Core Impact on your computer.

< Back

Cancel

9. Click the Finish button.

Core Impact's installation process also installs the following required software:

Microsoft Windows Installer 4.5
Microsoft .NET Framework

Microsoft SQL Server 2012 SP1 Express
Crystal Reports 2008 Runtime SP3

User Guide

Core Security, a HelpSystems Company

Microsoft Visual C++ 2010 Redistributable (x86)
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« Microsoft Internet Information Server 7.5 Express

o Microsoft Windows Installer 4.5

If you had a previous version of Core Impact installed or if this is a brand new installation, the
Migration Wizard may appear when you first launch Core Impact. For more details on this, see

Database Migration Wizard.

After installing Core Impact, you should install the 3rd party software program provided by
Core Security. Simply follow the prompts and allow the required third party application to

install.

Activating the product

The first time you run Core Impact on a new computer you will be presented with the
Activation Wizard. You must activate Core Impact in order for it to operate.

1. When the Activation Wizard opens, click the Next button.

2. Select Activate automatically ... if you want to activate over the Internet. Select Activate
via telephone or email if you don't have an active Internet connection. Then click the

Next button.

Activation Mechanism

-
@ Core Impact Activation Wizard

]

Activate Core Impact
Choose the preferred mechanism to activate Core Impact.

®

Which activation method would you like to use?

() Activate via telephone or email

< Back ][ MNext = ][ Cancel ].

—ly

Activation Via Internet

If you have an active Internet connection on the computer where Core Impact is installed, the

product can activate automatically through the network. Core Impact will connect to the

Internet based upon settings that you enter during the activation process. You can configure

Core Impact to:

page: 16 Core Security, a HelpSystems Company
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« Use Internet Explorer settings: this is the default setting and assumes that you configured
your Internet connection via Internet Explorer's Tools -> Internet Options -> Connections
form.

o Use a Direct connection to the Internet
o Use a proxy server

Activate Core Impact

r ™y
@ Core Impact Activation Wizard M
Activate Core Impact
Choose the preferred mechanism to activate Core Impact.
Internet connection
| "y ] [l
@ Use Internet Explorer settings:
(7) Direct connection to the internet fl
() Use a proxy server
[ N
| Address: | 192.168.0.1 Port: | 80
t
Username: Password: I
i
H
L
H
< Back ][ Mext = ] [ Cancel
S |

You can change these connection settings in Core Impact after the initial installation by
navigating to the Tools -> Options -> Network configuration screen from the Core
Impactconsole.

Activation Via Email or Phone

If the computer on which you are installing Core Impact does not have an active connection to
the Internet, you can activate the product via email or by phone. The Activation Wizard will
present you with a Reference Code specific to the computer on which Core Impact is running.
Please contact Core Security via email or phone with the code referenced in the Wizard (see
Contact Support for contact information) and you will be given an Activation Key to activate the
product.

Database Creation Wizard

If you are installing Core Impact for the first time on a machine, the Database Creation Wizard
will automatically begin when you launch Core Impact. Simply follow the on-screen prompts to
complete the creation process.

Database Creation Wizard
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Database Creation Wizard

Welcome to the Database Creation
Wizard

Core Impact could not connect to a valid database. this
typically occurs the first time Core Impact is executed.
This wizard will create a database for Core Impact to

use for storing test results. Click Mext to start the
database creation wizard.

To continue, click MNext.

Impact

< Back Nezxt > Cancel

Database Migration Wizard

If you install Core Impact after having an older version, the Database Migration Wizard will
upgrade your database(s). If it is a brand new install of Core Impact, the Database Migration
Wizard will create a database for you. Simply follow the on-screen prompts to complete the
migration process.

Database Migration Wizard

Database Migration Wizard

==
Welcome to the Database Migration
Wizard

Impact has found an older version of its vulnerabilities
database.

Thig wizard will guide wou through the steps necessam
to update the vulnerabilities database.

To continue, click Nest.

< Back [ Mext > ][ Cancel

Set Up Core Impact

page: 18 Core Security, a HelpSystems Company User Guide



Installing and Activating Core Impact / Set Up Core Impact

When you first launch Core Impact, the Setup Wizard will open which will allow you to set
network configurations and community usage preferences. Network settings can be changed at
any time by accessing Network Options in Core Impact. Community usage preferences can also
be modified by accessing Community Usage Options.

1. When the Setup Wizard opens, click the Next button.
Setup Wizard

(@ Setup Core Impact x

Welcome to Core Impact

This wizard helps you to set up Core Impact allowing you to customize the
following options:

- Metwork interface
- Internet proxy settings
- Core CloudCypher
- Community usage

To continue, dick Next.

< Badk Cancel

2. Select your preferred Network Interface from the drop-down menu, then click the Next

button.
Setup Wizard
@) Setup Core Impact X
Core Impact Network Interface
Choose the network interface to use.

Use the Network Interface drop list to select the network interface that will be used for
modules that use PCAP, The selected interface’s IP address is also used as the URL of the
malicious web server for dient-side attacks.

Network Interface:

The network interface can be changed at a later time by going to Tools -> Options -=
Netwerk' in the menu,

3. Define how your system connects to the Internet. If you Use a proxy server, enter your
proxy's connection details, then click the Next button.

Setup Wizard
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(@ Setup Core Impact X

Core Impact Proxy
Choose the preferred connection mechanism.

Internet connection
@ Use Internet Explorer settings

O Direct connection to the internet

(0 Use a proxy server
Address: 192.168.0.1 Port: 50

Username: Password:

4. Core Impact provides the ability to connect to the Core CloudCypher, which is a paid

web-based service that attempts to determine the plain text passwords for discovered
NTLM Hashes from Windows machines. From the Automatically Submit Credentials drop

down, select one of the following options:

o Yes: Hashes will be automatically submitted to the CloudCypher service.

o No: Hashes will not be automatically submitted to the CloudCypher service. You

will still be able to submit them manually.

o Never: The ability to send hashes to the CloudCypher service will not be available

in your current installation of Core Impact.

If you choose either Yes or No, you can modify this setting in the Core CloudCypher

Options section of the Preferences, after the installation has been completed.

You can also enter an email address to which notifications will be sent when a cracking

process has completed.
Setup Wizard

Core Security, a HelpSystems Company
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(@ Setup Core Impact x

Core CloudCypher
Choose the preferred Core CloudCypher options.

Core Impact can automatically submit encrypted credentials learned during the course of a
security assessment to Core CloudCypher, a service managed by Core Security Technologies.

Automatically Submit Credentials: | Yes w

The cracked credentials are added back into Core Impact. Enter an email
address if you wish to be notified when the service completes its
processing:

Core CloudCypher is a paid service created and managed by Core Security Technologies. If
you did not purchase a subscription to the service with your copy of Core Impact, any
credentials will not be cracked. If you wish to buy a subscription please email your account
manager at Core Security Technologies or sales@coresecurity.com to learn more,

Then click the Next button.

5. Core Impact can gather general usage statistics about how the application is used. This
allows Core Security to provide industry statistics to you as well as to improve Core
Impact for future releases. To opt into the Usage Statistics Program, click the Yes, | am
willing to participate ... check-box, optionally select your primary industry from the drop-
down. You can later opt out or modify your usage statistics preferences in the Community
Usage Options of Core Impact. See Usage Statistics for more information on this.

If you check | wish to permanently opt-out of the program, your statistics will not be
gathered and you will not have the option to enable usage statistics in Core Impact.

If you do not check either option, your statistics will not be gathered unless you enable
statistics in the Community Usage Options of Core Impact.

Setup Wizard
@) Setup Core Impact X
Core Impact Community Usage
Configure your participation in the Usage Statistics Program.

Core Impact can collect anonymous information about how it is used. This will allow Core
Security Technologies to provide you with industry specific statistics to aid in understanding how
efforts and results compare to others in your industry. It also allows Core to improve Core
Impact based on how customers are using the product.

‘fou can change your participation choice after installation. To do this, open Tools -> Options
and customize what statistics you want to be collected.

Core Impact users who opt in and contribute statistics will receive access to the summarized
community statistics. They will be displayed in the Core Impact

dashboard. Mo spedific identifying information is kept or sent. Information is sent to Core
Security Technologies during the Get Updates process.

‘Yes, I am willing to particdpate anonymously in the user statistics program.
Flease select your industry: | professional Services w

[11 wish to permanently opt-out of the program. The option to opt-in in the future wil be
disabled.

Then click the Next button.
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6. If Metasploit is installed on your machine when you first launch Core Impact, you will be
given the option to add integration with Metasploit. Click the Configure Metasploit
integration check-box. With this option checked, Core Impact will copy some integration
files to your Metasploit installation directories.

For information on using the Metasploit Framework with Core Impact, see Integration
with Metasploit.

Setup Wizard
@ Setup Core Impact
Metasploit Integration
Setup integration with the Metasploit Framework

Core Impact has detected that the Metasploit Framework is installed on this computer.

Configure Metasploit integration

‘You can always configure this at a later time by running the module "Setup Metasploit
Integration”,

[ <Back |[ Finish J[ Cancel

Then click the Finish button.

How to Integrate with Metasploit

This section describes how to integrate your Core Impact installation with Metasploit. For
general usage, see Integration with Metasploit.

Automatic Integration with Metasploit

If Metasploit is installed on your machine when you first launch Core Impact, the Setup Wizard
will offer you the option to add integration with Metasploit.

Manual Integration with Metasploit

If you install Metasploit after Core Impact has been used on your system, you can integrate
them manually. To do this, execute the Setup Metasploit Integration module:

1. Open a Workspace.
2. Navigate to the Modules tab.
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3. Locate and double-click the Setup Metasploit Integration module. (Open the Metasploit
folder or use the search bar and search for "metasploit".)

Setup Metasploit Integration Module

Modules

pea Search All

[h Agents

|C5) Deniial of Service

|5 Deprecated

|C5) Exploits

[h Import-Export

|5 Information gathering

[h Maintenance

O

Disable Metasploit Integration
Setup Metasploit Integration

gt B el o), W s v gl

e

4. Click Ok on the module parameters window - there are no parameters for you to
configure.

Your Core Impact installation will be configured to interact with the Metasploit Framework. See
Integration with Metasploit for usage.

Transferring a Core Impact Installation

If you need to transfer an installed and activated version of Core Impact to a different computer
because you are upgrading your hardware, you will need to follow the below steps:
1. Backup your Core Impact license (see Backup the Core Impact License).

2. Deactivate your Core Impact installation.
a. From the Core Impact dashboard screen, select Tools -> Deactivate Core Impact
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b. The Deactivation Wizard will appear. Click the Next button.

Deactivation Wizard

@ Core Impact Deactivation Wizard

Welcome to the Deactivation Wizard

To be able to install this copy of Core Impact on another machine,
please deactivate it now. Deactivating this product over the Internet
is quick and easy.

If this computer is not directly connected to the Internet you can also
deactivate the product by telephone or email.

To start the Deactivation process, dick Next.

Impact

B8

|m

< Back [ Mext = ] [ Cancel ]

c. Select a Deactivation Method - either via Internet connection or via telephone or

email - then click the Next button.
Deactivation Method

Which deactivation method would you like to use?

() Deactivate via telephone or email

@ Core Impact Deactivation Wizard @
Deactivate Core Impact
Choose the preferred mechanism to deactivate Core Impact.

[ < Back ][ Mext = ][ Cancel

]

d. If deactivating via the Internet, you will then need to verify the Internet connection

method.
Internet Connection

Core Security, a HelpSystems Company
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@ Core Impact Deactivation Wizard @
Deactivate Core Impact Pro
Choose the preferred connection mechanism.

Internet connection

(@) Use Internet Explorer settings:

(7 Direct connection to the internet

() Use a proxy server
Address: | 192.168.0.1 Port: | 80

Username: Password:

[ < Back ][ MNext = ][ Cancel ]

e. If deactivating via telephone or email, your next step will be to contact Core
Security and provide them with the Reference Code in order to receive your
deactivation key. Enter the deactivation key into the field provided.

Telephone / Email Deactivation

@ Core Impact Deactivation Wizard @
Deactivate Core Impact Pro
Contact us by telephone or email to receive your Deactivation Key.

Please contact us via telephone or email with the Product and Reference Codes shown below. We
will reply back to you shortly with the appropriate Deactivation Key, which you can enter in the
finish of the deactivation process. You don't need to keep this window open, you may cancel this
wizard and restart it when you receive the deactivation key from us.

Email:  support resecurity.com
Fhone:  +1 (617) 695-1122 {MonFri, 7 AM to 7 PM, EST)

Product Code: Reference Code:
0362-8721-2829-7642-5711 179E-2A28-9463-1239-91608741
Deactivation Key:

Click the Next button.

f. The deactivation will proceed and a notification will appear when complete.
Now that Core Impact is deactivated, you can proceed with the un-install.

Un-install Core Impact (see Un-installing Core Impact).

Install Core Impact on the new computer.

Use the Restore License procedure with the license backed up in step 1.
Activate the new installation (see Activating Core Impact).

o AL

Usage Statistics
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Core Impact can gather statistics about how the application is used and will report the
information to Core Security for analysis. Conclusions drawn from the data will be used to
provide you with industry statistics as well as to improve Core Impact in future releases. Before
Core Impact transmits any usage information, the data is made anonymous (stripped of any
identifying data) and encrypted. You can view your statistics by performing the following steps:

1. Open a Core Impact workspace.
2. Navigate to the Modules view and make sure the Network entity view is active.

3. In the Module search bar, enter the string "stats". This should cause the View Local Stats
module to appear.

4. Double-click the View Local Stats module. The module's parameters will appear.
5. Set the ALL WORKSPACES parameter according to your preference.

« NO: Will show statistics for current workspace only.

o YES: Will show statistics for all workspaces.
6. Click the OK button.

View the Module Log tab to monitor the module's progress. View the Module Output tab
to view the statistics.

Statistics Gathered

Below is a list of statistics that can be collected. You can opt in or out of any or all of these by
configuring the Community Usage Options in Core Impact.

Overall Usage
A summary of all systems discovered since the last usage report, including:

o Operating Systems discovered including version and service pack level
« Services discovered with operating system

o TCP open ports discovered

o UDP open ports discovered

Modules

o Total runtime of all modules since last usage report
« Average runtime of modules since last usage report
« Modules run manually

« Modules run via Wizard (RPT)

Workspaces

o Number of workspaces
« Number of hosts per workspace
o Number of web pages per workspace

Entities

Hosts, emails, web applications and their vulnerabilities (anonymized).
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Exploit usage

Summary of exploits (successful and failed) from Attack & Penetration and Privilege Escalation
that were run since the last usage report.

Non-Exploit modules

Summary of non-exploit modules (Information Gathering modules) that were run since the last
usage report.

Reporting
Summary of reports run, including frequency and size of reports.
Pivot Usage and Depth

« Pivoting frequency and depth.
o List and count of modules used per agent.

If you have opted in to any of these categories, pressing the Get Updates button

Get Updates
QO P

3 updates are available L . o o
will initiate the gathering and submission of statistics to Core

Security.

Un-installing Core Impact

If you are upgrading your hardware and you need to transfer your Core Impact software to a
different machine, it is highly recommended that you first deactivate the software. If you fail to
deactivate the software, you will not be able to activate Core Impact on another machine and
you will need to contact Customer Support. Additional instructions describing the process of
transferring your Core Impact installation to a new machine follow in section Transferring a
Core Impact Installation.

To un-install Core Impact from your system, follow this procedure.

1. Open the Microsoft Windows Control Panel and select Programs and Features.
2. Select Core Impact 19.1 and click the Uninstall button.
Add/Remove Programs Dialog Box

[l Programs and Features

1 [@ > Control Panel » All Control Panel ltems > Programs and Features v © | SearchPro.. p

Uninstall or change a program

To uninstall & program, select it from the list and then click Uninstall, Change, or Repair.

Organize - @

Install 2 program from the ~
network Name Publisher Installed On ~ Size Version ~

® CoreImpact 18.1 Core Security 1723/2018 673MB  18.1.5027
® Core Impact 1.1 3rd party Components Core Security 1723/2018 181
[7] Crystal Report 2008 Runtime SP3 SAPAG 77972017 0MB 1230601

[El Dolby Digital Plus Advanced Audio Dolby Laboratories Inc 17372018 5.60MB 7.63.1
Gronls Inc M7 W MR RI03132 ¥
>

& Gonnle Chome
<

. Currently installed programs Total size: 424 G&
']

t.] 52 programs installe

3. The Windows Confirm Un-install Dialog Box will ask you if you really want to remove the
product. Click Yes to continue with the un-install.

Confirm Uninstall
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Core Impact - InstallShield Wizard B3

Do you want to completely remove the selected application and all of its features?

All Core Impact files except configuration and database files will be removed from your system.
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Understanding Licenses

Your Core Impact distribution is configured to work under one or more licenses. Licenses
define the targets you can test with the product and also define the machine on which you can
run Core Impact. Remember, you can add additional licenses to your distribution without
reinstalling the product.

Navigate in Core Impact to Tools -> License manager to view your license details. A limited
license has the following factors associated with it:

Starting date
The date on which the license becomes valid.
Expiration date

The date on which the license expires. When a license expires, targets within a workspace
cannot be modified and new targets cannot be added.

IPs quantity

The maximum number of targets (unique IP addresses) that you can test with Core Impact.

Remaining IPs

The remaining number of IPs that you can test.

IP Changes

The maximum number of |Ps that you can remove after testing.
Remaining Changes

The remaining number of IPs that you can change. Clicking the Used IPs button will allow you
to remove IPs from the list.

IP Ranges

The range of IP addresses that can be tested with the product. You can add and modify targets
that belong to any of the listed ranges.

Managing Installed Licenses

You can use the License manager to view installed licenses and install new ones. To use the
License manager, follow this procedure:

1. Select Tools -> License manager from Core Impact main menu.
License manager Dialog Box
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License manager E|
Available beenses: Ini .
= B S
Tupe: Genetal
Shart date: Tuesday, July 07, 2009
Expration date: Thursday, December 31, 2003
IPs
Contract: 550
Limit: 512
IP changes: 51
IP ranges

2. Click on any of the licenses listed in the Available licenses Panel to display its properties,
or click on Add new to install a new license from a downloaded license file. You will then
browse to its location and select it.

To purchase additional licenses, or if you wish to extend an existing license, contact Core
Security.

Backup/Restore Core Impact Licenses

Core Impact allows users a convenient way to back up and subsequently restore their license(s).

Backup the Core Impact License

1. Make sure all Workspaces are closed and click Tools -> Backup/Restore Impact Licenses...
2. Leave the Backup radio button selected.

3. Either type the full path or browse (using the ellipsis button) to the target file for the
backup. The file will be a (bak) file.

Backup Core Impact License

Backup/Restore Impact Licenses

Which operation do you wish to perform?

(%) Backup
Filename: | C:\Documents and SettingsrighMy Documents'Licenses.bak |E

(") Restore

Filename: | |

OK ll Cancel ]

4. Click the OK button.
5. Click the OK button on the verification pop-up message.
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Restore the Core Impact License

1. Make sure all Workspaces are closed and click Tools -> Backup/Restore Impact Licenses...

2. Select the Restore radio button.

3. Either type the full path or browse (using the ellipsis button) to the source .bak file of
the backup.

Restore Core Impact License
Backup/Restore Impact Licenses E|

Which operation do you wish to perform?
() Backup

Filename: | |

(%) Restore
Filename: | C:\Documents and SettingsYriq My Documents'Licenses.bak |

4. Click the OK button.
5. Click the OK button on the verification pop-up message.
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Core Impact Architecture Features

Core Impact delivers the following features within its framework:

A repeatable process for penetration testing: Core Impact supports all the steps needed for a
successful network, client-side and web applications penetration test. It approaches all phases of
a penetration test in an intuitive and usable fashion, and consistently provides the user with an
up-to-date view of all information accumulated during the current penetration test.

Flexibility: Core Impact provides a flexible penetration testing framework, capable of adopting
methodologies defined by the user and adapting to different target configurations.

Scalability: Core Impact provides a highly scalable penetration testing solution:

o Test web applications with up to 200 web pages.
« Run client-side tests through over 3,000 target email accounts.
o Run network tests of up to 8 half-populated class-C networks.

Commercial-grade exploit code: Core Impact provides you with up-to-date support for a wide
range of exploits for different platforms, operating systems, and applications, and multiple
combinations of versions. These exploits allow you to gain and retain access on the target host or
application.

A powerful framework for developing exploits and tools that aid in the penetration testing
process: Core Impact's framework enables your team of Information Security experts to
develop and customize new or existing tools quickly by providing a mechanism for acquiring and
reusing knowledge and experience from successive penetration tests and different penetration-
testing teams. When possible, it also enables the creation of exploit code and scripts that are
independent of the target operating system or hardware architecture.

Some exploits/tools are platform-dependent due to the nature of the functionality they provide
(for example, a 'chroot breaker' module will not work on a Windows system).

Transparent pivoting: Core Impact execution subsystem, together with its agent technology,
enables modules to run from intermediate compromised hosts without modification. This
powerful capability allows you to seamlessly stage or proxy attacks through intermediate hosts
to probe further into the network.

Complete logging of test activities: All of the activities completed within Core Impact's
framework are logged and stored in a database for later analysis and reporting.

It is not in the current scope of the product to provide a secure non-repudiable log of all the
activities performed by the user (a log that would allow for "auditing the tester"), but it does
greatly simplify the reporting and clean-up stages of the penetration test.
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Architecture Components

At a basic level, Core Impact architecture achieves the following:

« Performs actions on behalf of the user (these actions are represented by modules).

« Deploys and controls agents on the target network. Agents perform the actions (modules)
the user indicates.

« Centralizes the collection of information and keeps track of every performed action.
o Generates reports.

Core Impact architecture consists of a number of components working together to first
compromise and then interact with the target host or application. The three primary
components of the architecture are Agents, Modules and the Console. All knowledge obtained
during assessments is consolidated in a central repository of information called the Entity
Database. These components are described in the sections below.

Agents

Agents are a fundamental component of Core Impact's architecture. For Network and Client-
side tests, an OS agent is a program that is installed by Core Impact on a compromised system
immediately following a compromise. For Web Application tests, an agent represents knowledge
of an exploitable vulnerability in the web application, but does not represent any code Core
Impact has placed in the Web Application. The agent's primary purpose is to perform operations
requested by the Console host (ultimately representing the user's orders) on the compromised
system. Agents can also perform operations on other agents, a process known as "chaining." For
more details about agents, see Controlling Agents.

Modules

Modules are individual operations, or a group of operations, that are executed by an agent. For
example, modules can launch specific attacks against a target host, such as a web server, and
perform information gathering tasks ranging from packet sniffing to active port scanning.
Modules can also call and execute other modules.

See Working With Modules for more information on how to run and manage modules in Core
Impact . If you are interested in developing modules for Core Impact, please refer to the "Core
Impact Developer's Guide."

The Console

The Console consists of Core Impact Graphical User Interface and serves as an initial launching
point for all modules, a management tool to visualize the network being attacked, and a
reporting tool for outputting resultant information. The Console is the centralized gathering
point for all information obtained from agents that may be deployed across multiple targets and
varying operating systems. The Console provides visualization of data ranging from a specific
network scan output to a module's successful exploit against a remote system.

The Console comes with an embedded agent that, by default, is the starting point of any
penetration test. This agent is called the "localagent".
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By interacting with the Console, you control the execution of Core Impact modules. Since
modules run on a specific agent, there is always a selected agent for execution. This agent will be
referred to in this document and in the Console itself as the default source agent. By default,
when the Console starts, the "localagent” is selected as the default source agent.

Entity Database

The Entity Database constitutes the single and centralized repository of information gathered by
Core Impact. It contains information such as module output, complete activity logs, information
about target systems (hosts that are known, client-side information, operating systems, open
ports, etc.), and agent deployment. This information is entered either manually by the user or
through the automatic processing of module output. You can assess the state of the whole
penetration test simply by looking at this database at any time.

Structured information such as target networks, hosts, client emails, vulnerable web pages,
deployed agents, open ports on a host, and found user accounts are represented as objects in this
database. These database objects are referred to in the product as "entities."

An entity is any object that can be managed by the database. All entities can serialize and de-
serialize themselves to and from XML, allowing you to easily manipulate the data in other
programs. Any findings of a module that can be shared are in the form of entities. Entities also
include the functionality to compare different revisions of themselves and resolve conflicts (for
example, allowing the user to choose between different port scan results for the same hosts).
Upon initialization, some default entities are created and added to the database. These entities
are:

« A host entity representing the local console host ('localhost')
o The local agent ('localagent’)

See Core Impact Entities for a more in-depth look at the Entity Database and how to manage it
from Core Impact's Console.
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Getting Started: The Dashboard

After installing the latest version of the software (if you have not done so, please refer to
Installing Core Impact for detailed installation instructions) look for the Core Impact folder in
the START menu and select the Core Impact icon. You will be presented with the Core Impact
Dashboard. The Dashboard is divided into several components, each presenting you with real-
time information about your Core Impact installation as well as summaries of the product's
market-leading commercial-grade exploit coverage.

The Dashboard will show:

o Product-related Alerts such as available software updates for Core Impact or license
expiration notices.

o Updates Tab

« A list of the currently-available exploits, utilities, and maintenance modules that are
pending installation. These keep Core Impact current with the latest attack trends
and vulnerability threats.

o Graphical representations of the Modules Released over the previous 6 month
period.

o Statistics Tab

« A graphical summary of Core Impact’s exploit coverage in two summarized tables:
Target Entry Points and Modules by Category.

« If you have opted in to the usage statistics program (see Usage Statistics), you will
see the Usage tab which will display details about the usage of your Core Impact
installation.

o Scheduler Tab: Use this tab to view and create scheduled tests. See Using the Scheduler.
« Creating or Opening Workspaces

« Using Core Impact's Teaming features

« Generating Reports

o Remediation Validation

The Core Impact Dashboard

@ Conmpac
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The real-time alerts for pending modules, new software updates, and 6-month tally of modules
can be disabled by navigating to Tools -> Options -> Network and checking the Do not connect
to the Internet to get news check-box.

Software Updates

After installation, and before starting to work with Core Impact, make sure your software
version is the latest available and that it is up to date with the latest modules and exploits. As
noted in the previous section, the Dashboard will display an alert when there is a new Core
Impact release available, but you can also check for updates manually:

o To check for software updates, click Tools -> Check for new Impact Release...

Please note that new software downloaded through the Software Update feature is
electronically watermarked with your active license. It will not work with other licenses.

Module Updates

In addition to having the most recent version of Core Impact installed, you will want to ensure
that the software is up to date with the latest attack trends and vulnerability threats. Unlike
Software Updates, Module Updates do not require a re-installation of the Core Impact
application. Core Impact offers two methods of keeping users informed of new updates. Both
methods require that a connection to the Internet is available, either directly or via proxy
server:

1. Dashboard. The Dashboard will display a list of the currently-available exploits, utilities,
and maintenance modules that are pending installation.

2. Update Notifier. The Update Notifier will appear in the system tray whenever there are
updates available, regardless of whether Core Impact is running. The notifier will check
for updates on a regular interval that you can define by navigating to Tools -> Options ->
Other. If the Enable Update Notifier setting is checked, then the Update Notifier will
check for updates as frequently as is specified in the minutes between checks field. If the
Enable Update Notifier setting is un-checked, then it will not run at all.

After you have been notified via one of the 2 methods above, click on the Get Updates
button located on the left side of the Dashboard. This button will also initiate the
transmission of usage statistics if you have opted in to the Usage Statistics program (see
Usage Statistics).

Core Impact 's update and news features access information over the Internet, using the
method as configured in the Tools -> Options -> Network form. If you change locations
from a non-proxy network to one that has a proxy server, you will need to update the
Network settings accordingly.

The Scheduler

Core Impact allows you to run certain tests on an automated schedule, giving you a lights-out
approach to your penetration tests. When you schedule a test, the test creates and runs in its
own Workspace.
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You can run the following tests with the Scheduler:

o Vulnerability Scanner Validator

« Network Vulnerability Test

o Client-side Vulnerability Tests

o WebApps Vulnerability Scanner Validator
« WebApps Vulnerability Test

With the Scheduler, you can do the following:

o Create new scheduled tests
o Manage existing scheduled tests
o View executed scheduled tests

The Scheduler window contains the following components:

o The Scheduled Tasks pane shows all tests that are scheduled to run. It also lists their
frequency, when they were last executed, and any errors that occurred during their last
run.

« The Executed Scheduled Tasks pane shows a log of all tests that have been executed.

o The Task Details pane shows details of a task selected in the Executed Scheduled Tasks
pane.

To create a new scheduled test:

1. Navigate on the Dashboard to the Scheduler tab.
Scheduler

Updates || Stase Scheduler

Create Cine-Step RPT Task =

Scheduled Tasks

Nose Modole Harm Descrpton
a
o SepemearVunTes MetworkVukers bty Test Fun every Monday st 1140

Executed Scheduled Tasks.
Dale Time Status Task Detaids.

3 Workspace Name: September Vuln. Test ‘Nebwork Volnerabiity Toet f’

W19 1351 Raaning  Euploite d Vulnerad bilibes: 0

Task parameters
Network Range: 192.168.1,%

Compremisad Hosts

Uncomprosmased Hosts =l

2. Click Create One-Step RPT Task. A drop-down menu will open, showing the available
tests.

w

Select from the drop-down of available tests. The respective RPT wizard will open.
Enter a Task Name for your Scheduled test, then complete the wizard.

5. The next form of the wizard will contain schedule frequency. Select the date and time that
the test should first run. Then select how often the test should run.

Scheduled Task Frequency

»
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Network Vulnerability Test Wizard

Scheduled Task
Choose the frequency of the task.

Spedfy the starting date and time:
[ 8152013 x| |17:12 =

Select the frequency of the scheduled task:
Run once
-\:j. Every day
.-\:j. Every working day
[ :‘_. Every Monday, Wednesday and Friday
- Ewvery Tuesday and Thursday

Ewvery week

Every month

’ < Back ” Next = ][ Cancel

Then click the Next button.

The next form of the wizard will contain Task Execution Settings.

o Define the running time for the scheduled task:

o Allow the scheduled task to run until it completes all activities

o Set the task execution timeout in hours.

o Generate report and send it by Email

Scheduled Task Execution Settings

Network Vulnerability Test Wizard

Task Execution Settings
Setup sheduled task execution options

Define the running time for this scheduled task.

) Task execution timeout:l' 2 % hour(s).

the task is completed.
Generate report and send it by Email

@ Allow the scheduled task to run until it completes all activities.

The scheduled task can be configured to send a report with the results via email when

®

[ < Back ]|

[ Cancel ]

Then click the Next button. If you have un-checked the Generate report and send it by

Email option, click Finish.

If you opted to Generate report and send it by Email in the previous step, select the

report you would like in this page of the wizard.
Scheduled Task Report Type Selection
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Network Vulnerability Test Wizard
Report Type Selection |
Select the type of report that you need

Metwork Vulnerabiliy Reports:

FISMA Exploited Vulnerahilities Report A summarized report of the RPT,
Host Report

Vulnerability Repart

Wellness Report

[ < Back ][ Next = ][ Cancel

Then click the Next button.

8. Choose from the available Report Customizations. Settings will vary depending on the
type of report you selected in the previous step.

Scheduled Task Report Customization
Metwork Vulnerability Test Wizard

Host report customization
Usze the following settings to customize the report

Module options:

[T Indude host list grouped by services
[7] Indude host list grouped by ports
[¥] Indude application list for each host
[T Include dosed ports for each host
[ Black and white charts

[T Show sensitive data

[ < Back ][ Next = ][ Cancel

Then click the Next button.
9. Enter Email Delivery Settings for delivery of the report:
o Email From: Specify the email address he report will appear to come from
« Email To List: Specify the email recipient address(es)

« Use global email sending settings: Check this option if the SMTP settings have been
defined in the Options. If not, uncheck this option and enter the Outgoing SMTP
Address and Port number.

Scheduled Task Report Email Delivery Settings
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Network Vulnerability Test Wizard

Email Delivery Settings
Customize the settings used to send emails.

Specify the email address the report email will appear to come from:

Email From: |

Specify the email recipient address (you can specify more than one email entry by separating the
addresses with semicolons(;)):

Email To List:

MNOTE: If a SMTP server is not provided or defined in the global settings DMS queries will
be performed to determine the MX record assodated with the SMTP server for each
target domain.

Use global email sending settings

Outgoing SMTP Server:
Address: I Port: I b

Then click the Finish button.
The newly-scheduled test will appear in the Scheduled Tasks list.

o Toremove a task from the scheduler, simply right-click on the task in the Scheduled
Tasks list and select Delete.

o To start a task immediately, right-click on the task and select Start now.

Only 3 scheduled tasks can be running concurrently. If a 4th task begins, it will fail and will
need to be run again manually or according to its next scheduled run. For this reason, be sure
your scheduled tasks are set to run at appropriate intervals.

You can also see a list of tests that have run via the Scheduler in the Executed Scheduled Tasks
pane.

o Click on atask to view its details and output in the Task Details pane.
o To stop a task, right-click the task and select Stop.

« Once ascheduled task has completed, it is listed in the Executed Scheduled Tasks pane.
Each scheduled task runs in its own workspace. To view the task running in its own

workspace, click the blue button ™ to the left of the scheduled task or right-click on the
task and select Open.

Create a Workspace

Every penetration test in Core Impact is run within a new or existing workspace. A workspace is
a place where information regarding a specific test is stored. See Workspaces for more detailed
information about workspaces and the New Workspace Wizard as well as how to create
Teaming Workspaces. To create a new workspace:

1. Select the New Workspace button on the left side of the Welcome Window. This will
open a drop-down menu with several Workspace types. Select a specific Workspace type,
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depending on your testing goals, or select Blank Workspace. The workspace types are
designed as an Assisted Start and will automatically launch a web browser with
documentation specific to the type you select. The resulting workspace, however, will be
capable of executing any kind of penetration test. For example, if you create an Exploit
Based Client Side workspace, you will still be able to run Network tests within it.

New Workspace Types
Blank Workspace

Network
Risk Assessment Test

Vulnerahility Scanner Validation Test

Client Side
Exploit Based Test
Phishing Based Test
Waorkstation Test
Web
Risk Assessment Test
Vulnerability Scanner Validation Test
2. Enter a Workspace name and passphrase for your new workspace and click Finish.

Optionally, you can enter extended workspace details by checking the Set extended
workspace information box, then clicking Next.

Workspace Name and Passphrase
Mew Workspace Wizard @

Workspace Mame and Passphrase
‘f'ou must chooze a name and a passhraze for the new workspace.

‘wiorkspace name:

Create a passphrase;

Confirm your pazsphrase:

[ Set extended warkspace information

< Back Firish

3. If you checked the Set extended workspace information box in the previous step,
complete the form, then click Next.

Extended Workspace Information
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Mew Workspace Wizard

Client Information

Information

Comparry/Test area name:

Contact name:

Contact phone number:

Contact e-mail:

Location:

Workspace comment:
Engagement information

Start: 7/22/25

Record optional test information.

ACME, Inc.
Migel Tufnel
978-546-6565
ntufnel @acme.com
E- Deadline: 7/22/2015 [ER
[ <Back |[ Med> | [ Cancel |

4. Select a License for your new workspace and click Next.

License Dialog Box

Mewr Workspace Wizard

License

Available licenses:

You must chooze a license to uze for this new workspace.

License information

Type: General

Start date: Friday, October 26, 2007

Expiration date:  Tuesday, July 14, 2015

Hosts: g

IP Ranges:
10.0.0.0/255.255.255.0 10115042585 ~
10.80.0.0/255.240.0.0 192168002 |
192.168.20.0/255.286.252.0  192168.36.0/
192 1RARR N/PRR 2RR 7RA N 192 1RRANAN
4 [0 | [

[ ¢ Back ][ Mext > ] [ Cancel ]

5. A Workspace key is generated every time a new workspace is created. This key is only
used for communication with remote agents that perform client authentication. This
means that different users of Core Impact use different workspace keys and will not be
able to connect to the same agents. It is important to note that this key does not currently
protect the information inside Core Impact database, and that its sole purpose is to
protect the workspace's deployed agents from being accessed by another Core Impact

workspace.

Move your mouse inside the rectangle to generate a new key pair, and click Next. Refer
to Crypto Channel for more information on how Core Impact uses this key pair.

Key Generation Dialog Box
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Mewr Workspace Wizard

K.ey Generation
Create a key pair to be uzed for agent authentication and communication encryption.

fove your mouze inzide thiz rectangle.

The randomness of the mouze co-ordinates will be uzed to create a key
pair for agent authentication and encrypted communication.

6. A summary of the new Workspace will appear. Click Finish.
Completing the New Workspace Wizard Dialog Box

MNew Workspace Wizard

Completing the New Workspace
Wizard

Summary:

Mame : Client-side exploit workspace

Click finish to create the workspace.

Impact

[ <Back |[ Frsh | [ cancel |

The Core Impact Console now appears, complete with the name of your workspace displayed in
the title bar. You now have a workspace in which to run penetration tests.

Core Impact Console

After creating a new workspace, the Core Impact Console appears. The Console is the main
window that you will use to start scans, launch attacks, and manage agent activity. The six panels
that make up the Console are described in detail below.

Core Impact Console
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. The Modules Panel. Provides access to Core Impact Modules. Modules are the actions

you can perform during a penetration test. This panel has two views, Rapid Penetration
Test (RPT) and Modules, accessed by corresponding tabs at the bottom of the panel. The
steps in the RPT view are high-level actions that can be used to execute an automated
penetration test. See Rapid Penetration Test (RPT) or Working With Modules for a
detailed description of this panel and modules in general.

. The Entity View Panel. Displays information about the target hosts, users, or web pages.

This panel has three views, Network, Client Side and Web, accessed by the corresponding
tabs at the top of the panel. Each view corresponds with the type of target, whether it be
a computer host, user and email, or web application. See Core Impact Entities for more
information about the Entity View Panel.

. The Executed Modules Panel. Displays information about each one of the modules, or

actions that a user has performed in Core Impact. Core Impact keeps a complete log of
every executed module within its database. See the section called “Using the Executed
Modules View” for more information.

. The Executed Module Info Panel. Displays information about the currently selected

completed action in the Executed Modules Panel directly above it. By default this panel
displays information about the last executed module. It contains three tabs: Module
Output (module output report), Module Log (module log lines) and Module Parameters
(module parameters at execution time). See the section called “Analyzing Module Output”
for more information.

. The Entity List. Displays the list of entities for the active view. If viewing the Network

view, you will see your discovered hosts in this panel as well as any agents. For the
Client-side view, this panel will show email addresses and, for the Web view, you can
view your web pages.

. The Quick Information Panel. Displayed in the bottom part of the Console, the Quick

Information Panel displays information about the currently selected item in the Entity
View. For example, if you select a user entity, the panel displays details about that user. If
you select a host, the panel displays information about that host. Refer to the section
called “Entity Details” for more information about this panel.

If the panels in your layout become unmanageable, you can return them to their default
locations by choosing the Reset Layout option from the View dropdown menu.

Navigation of the Core Impact Console is straight forward - simply click among the available
panels and their tabs, or use the View drop-down menu to activate or hide a console component
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or toolbar. Within the View drop-down menu, you can also select from 3 Layouts to quickly
show/hide various panels of the Core Impact Console. Choose from Classic, Wide Screen or
Limited.

Layout Options
@ Marketing Network Testing - Core Impact

File | View | Modules Tools Help
Rapid Penetration Tests vy . El .

Rapidp [ Modules Ctrl+ShifteM | 5 m
ﬁ Executed Modules  Ctrl+ Shift+X BT

N Quick Information  Ctrl+Shift+Q = WirEI.Ess

El Modulelog Ctrl+Shift+L I Mobile

Ne [e] Module Parameters  Ctrl+Shift+A D Identities

El 9[E Module Output  Ctrl+Shift+0 % i:agr:h Folde

PriF%  Entity Properties  Ctrl+Shift+P

B i ®5  Set Local Agent As Source

a8 NE| Layouts » | [[A Classic -

@ wide Screen o

ﬂ:! Limited -

Rahunel Wilmarshilita Tact MME Visibilitv: Root (1
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Core Impact's Rapid Penetration Tests (RPT) are step-by-step automations of the penetration
testing process. Core Impact allows users to perform a RPT on a variety of target types but keep
in mind that Core Impact also provides test capabilities for wireless networks as well as network
devices such as routers and switches. The following RPTs are available in Core Impact:

o Network RPT: Scan your systems (servers, network devices, surveillance cameras etc.) for
known exploits and test their vulnerability. Attempt to capture and store identities
(usernames/passwords, cookies, SSH keys, etc.) from targets. Core Impact also provides a
One-Step Network Vulnerability Test and Vulnerability Scanner Validator Test.

« Client Side RPT: Simulate social engineering attacks to test the efficacy of your user-level
security. The Attack Phase is separated into Attack and Penetration (for exploit-based
attacks) and Phishing, for testing the vulnerability of your user community to Phishing
attacks. Also provided is a One-Step One-Step Client-side Tests.

o Web Applications RPT: Evaluate the security of your web applications and make sure

your organization is proactively assessing the OWASP Top 10 security risks. Core Impact
also provides a One-Step WebApps Vulnerability Test and Remediation Validator Test.

With any of these RPTs, the end goal is to expose the exploitable vulnerabilities in a system by
penetrating and analyzing that system. The RPTs sequence through steps that automate common
and repetitive tasks typical of a penetration test, such as gathering information, executing
attacks, learning about compromised systems, escalating privileges, cleaning up, and generating
reports.

Each step defines a high-level task that has been automated with easy-to-use wizards. If you are
a new user, this basic automation mode will simplify the use of the product. If you are an expert
user, RPT will allow you to execute common tasks more efficiently. Individual module selection
is always available to you using the Modules View (see Working With Modules for more
information).

You can run each step of the RPT process individually, but running steps in the order outlined by
the Panel is highly recommended as some steps might require information obtained in a
previous step. For example, Network Attack and Penetration will automatically select attacks
based on what is known about the specified targets. Because this information is typically
provided by Network Information Gathering, it generally makes sense to gather information
before initiating the attack Wizard.

The Network RPT, Client Side RPT and Web Applications RPT Panels

Riapid Penetration Test

Rapid Penetration Test

Network RPT Client Side RPT Web Applications RPT
Network Information Gathering Information Gathering WiebApps Information Gathering
Network Attack and Penetration [ Attack phase B3 wiebApps Attack and Penetration
Local Information Gathering [ Attack and Penetration WebApps Priviege Escalation
Privilege Escalation [ phishing Bl wiebApps Browser Attack and

Penetration
5
E cleanup [} Local Information Gathering Bl 0 e Tt Ctting
5
I Metwork Report Generation [ Priviege Escalation B Vi niint et
I3 Cleanup

onester | T
Metwork ¥ulnerability Test
emedton victor EXTE

B vulnerability Test
wulnerability Scanner validator

[ Client Side Auto Test
= =

[ Network RPT 1, Network RPT
(@ client side RPT (@ client side RPT (@ client side RPT
9 Web Applications RPT g Web Applications RPT U Web Applications RPT
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Remember, there are many modules in Core Impact that are not executed by the RPTs but that
can be very powerful when used in a comprehensive security testing program. The Module
Reference Guide (available via the Start menu) contains details about all available modules.

Network RPT

The Network RPT allows you to target your internal information systems and evaluate them for
known exploits.

Network Information Gathering

The Network Information Gathering step provides you with information about a target network
or individual machine. This step is typically accomplished by executing modules from the
Information Gathering sub-category such as Network Discovery, Port Scanning, OS
Identification, and Service Identification.

If you used a network mapping tool (such as Nmap) or a vulnerability scanner (such as Nessus)
you can use the RPT to import your scanner data file and the Information Gathering will run on
the host data within that file.

Use these links to learn how to run the Network Information Gathering RPT:
o Target specific IP addresses

o Use Nmap to perform Information Gathering
o Import data from 3rd party vulnerability scanner

Target specific IP addresses
To run the Network Information Gathering step, follow this procedure:

1. Make sure that the Network RPT is active.
2. Click on Network Information Gathering to open up the Information Gathering Wizard.
3. Select Use Core Impact to perform Information Gathering ....

Target Discovery Method
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Network Information Gathering Wizard

Target Discovery Method
Choose the method by which the product should learn about the
targets.

Select how the product will learn about the systems to be targeted:

(®) Use Core Impact to perform Information Gathering against the target IP addresses.
::} Use Nmap to perform Information Gathering against the target IP addresses.
() Import data from results of 3rd party scanner,

< Back l Next = l[ Cancel

Then click Next.

Select the IP version of the network where the RPT will run:
o IP version 4: Skip to IPv4 Network Range Selection.

« IP version 6: IPv6 Network Range Selection.
Target Network IP Version

Metwwork Information Gathering Wizard

Target network IP version
Choose the IP version of the network to be scanned
Select the IP version of the network where Network Information Gathering is going

to be performed:

@ IPversion 4

) IP version 6

< Back ][ Mexk = ] [ Cancel

Then click Next.
Select the type of scan you would like to perform:

« Passive network discovery of the IPv6 network: The RPT will passively listen to
network traffic and identify hosts that are transmitting on IPvé.

o Provide IPv6 addresses to scan: Manually select addresses for the IPvé network.

Network Discovery Mode Selection

Core Security, a HelpSystems Company
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Network Information Gathering Wizard
Metwork Discovery Mode Selection
Choose how to discover hosts in IPv6 network

Select how to perform network discovery in the IPvE network,

@ Passive network discovery of IPvE hosts

Time {in minutes): 5 %

) Provide IPvE addresses to scan,

Metwork addresses:

% Back ][ Mext = ][ Cancel

Then click Next.

6. Specify the target IP ranges (IPv4) you want to scan. You can also click on the ellipsis (D
) button to the right of the Network range field to enter a Single IP, an IP Range, or CIDR
Notation, as well as import a group of IP addresses from a file in the IP Address Ranges
Selection dialog box. See Specifying Host Ranges for more information on IP ranges. After
you have entered the range, click Next.

Network Range Selection

Metwork Information Gathering Wizard

Metwork Range Selection
Choose IPv4 network range to be scanned

The following network range(s) and/or spedific addresses will be scanned to detect
active IPv4 addresses.

MNetwork range:
192.168.123.0/24 ™

’ < Back ” Next = ][ Cancel ]

7. There are 3 network scan types you can perform:

o FAST: The test captures the minimal amount of data needed in order to launch
attacks. There will be no additional steps in the Wizard if you select this option.

o« DETAILED: The test runs more modules in order to discover additional, potentially
useful details about target systems. There will be additional steps in the Wizard if
you select this option.
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« CUSTOM: You configure how Core Impact will execute the Information Gathering
process. There will be additional steps in the Wizard if you select this option.

If you select FAST, click Finish to complete the Network Information Gathering RPT step.
Or, if you selected DETAILED or CUSTOM, click Next and proceed to the next step in this
procedure to enter additional information about your scan.

Network Scan Type

Metwwork Information Gathering Wizard

MNetwork Scan Type
Select network scan type

This wizard module can perform different tvpes of network scans, Please select the
type of scan to perform:

= FAST, gather just enough information about the hosts to be able
~ tolaunch attacks,

i@ DETAILED, gather additional details about the hosts and use
~  additional techniques to validate the infarmation lzarned about the
target hosts.,

= CUSTOM, you may choose the options vou want for the scan.
= Recommended for advanced users.

[ < Back ][ Mexk = ][ Cancel ]

One or more port scanners may be executed as part of this RPT step. Use the Port
Scanning Customization Dialog Box to customize how these port scans are performed.

Port Scanning
Metnork Infortmation Gathering Wizard

Port Scanning
Port scanning custornization

TCP Porks

Use Fast 3N

to perform the TCP port scan, and a0 % rillisecondis

wait
between each host port probe.

Port range:
DYNAMIC (]
UDP Ports

Use Default + UDP probes to scan each port, and wait 500 % millisecond(s)

between each UDP probe ta send.

Port range:

DYMAMIC (]

[ < Back ][ Mext = ][ Cancel ]

Select a scanning method to perform the TCP port scan.

« Fast SYN. Selecting Fast SYN will induce Core Impact to use this method if the
operating agent has Pcap installed and is not the localagent. If the agent is not the
localagent, and it does not have Pcap installed, then the scan method will default to
TCP Connect.
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o TCP Connect. Selecting TCP Connect will induce this method irrespective of the

agent in use. This is the slowest performing scan method.

Ultimately, the type of agent being used to launch the scan will influence the port

scanning method, and your selection may be overridden. The below table shows which
port-scanning methods can be used depending on where the Information Gathering is

being launched.
Port Scanning Methods

Launched from ... Fast SYN TCP Connect
localagent YES YES
Agent with WinPcap installed YES YES
Agent without WinPcap installed NO YES

Specify how many milliseconds to wait between each discovery attempt.

You can use the ellipsis (E]) button to the right of the Port range field to change or add
port range groups. See the section called “Specifying Port Ranges” for more information.

9. A service identification module may be used as part of this RPT step. Use the Service

Identification Dialog Box to customize how service identification is performed.

Service ldentification

Metwork Information Gathering Wizard

Service Identification
Service identification customization

Use Medium -+ as the Intensity Lewel For service checks.,

Light: Only probes for the most common services,
Medium: Additional probes for less common services are used.
Full; Uses probes for all services,

Wait 3 % second(s) between each connection attempt,

This module can identify services using UDP or RPC.

Perform LUDP service identification
Perform RPC service identification

®

[ < Back ][ Mext = ][ Cancel ]

The goal of the service identification module is to identify the network service listening
on each available port. You can control the Intensity Level of the service identification

module:

o Light: This setting will cause the module to use blind identification - each port will
be labeled with its corresponding default service (e.g., 80 is assumed to be HTTP,

25 is assumed to be SMTP, etc).

o Medium: This setting will cause the module to interact with and try to identify less

commonly used ports.
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« Full: This setting will cause the module to connect to and interact with every open
port and attempt to identify the network service listening on that port.

Adjust the interval (in seconds) between connections to a target port.

You can activate UDP and/or RPC service identification by checking the appropriate
Perform service identification check-box(es).

10. Core Impact can attempt to gather (grab) credentials from the target host(s). Any
credentials that are found will then be stored in the Identities folder in the Network Entity
Database. These credentials can optionally be sent to the Core CloudCypher service for
cracking. Select which remote identity grabbers should be used during the Information
Gathering test. Then click Next.

Identity Grabbers

Metnork Infortmation Gathering Wizard

Identity Grabbers
Rermote identity grabbers customization

Select which remote identity grabbers should be executed.
Finger
SME Information Gathering
DCE-RPC SAMR Dumper

[ < Back ][ ek > ][ Cancel ]

11. The RPT can also check for Network Exposures in targeted hosts.

o Check for Network Exposures: An information security exposure is a system
configuration issue or a mistake in software that allows access to information or
capabilities that can be used by a hacker as a stepping-stone into a system or
network. Whereas an information security vulnerability is a mistake in software that
can be directly used by a hacker to gain access to a system or network.

Advanced Settings
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Network Information Gathering Wizard
Advanced Settings
Customize additional RFT IG options

[¥] Perform Surveilance Cameras fingerprinting
[ check for Network Exposures
Visibility: External
NOTE: Exposures are dependent on the context of the network, and where the

exposures are visible from.

Exposure types to test:

Faor more information about the exposure checking Impact is able to do, visit this
page at the customer portal.

’ < Back ” Finish ]’ Cancel ]

The module will run and information will be displayed on the Module Log Panel of the
Console. You have now completed the first step of a Network Rapid Penetration Test.

Use Nmap to perform Information Gathering

To run the Network Information Gathering step, follow this procedure:

1. Make sure that the Network RPT is active.

2. Click on Network Information Gathering to open up the Information Gathering Wizard.

3. Select Use Nmap to perform Information Gathering against the target IP addresses.
Target Discovery Method

Metwork Information Gathering Wizard

Target Discovery Method
Choose the method by which Core Impact Pro should learn about the
targets.

Select how Core Impact Pro will learn about the systems to be targeted:

() Use Core Impact Pro to perform Information Gathering against the target IP
addresses,
(®) Use Nmap to perform Information Gathering against the target IP addresses.

() Import data from results of 3rd party scanner.

< Back l MNext = ][ Cancel

Then click Next.
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4. Select the IP version of the network where the RPT will run:
o IP version 4: Skip to IPv4 Network Range Selection.
o IP version 6: IPvé6 Network Discovery Mode Selection.
Target Network IP Version

Metwwork Information Gathering YWizard

Target network IP version
Choose the IP version of the network to be scanned

Select the IP version of the network where Network Information Gathering is going
to be performed:

@ IPversion4

() IP wersion 6

’ < Back ” Mext = ]’ Cancel

Then click Next.
5. Select the type of scan you would like to perform:

« Passive network discovery of the IPvé network: The RPT will passively listen to
network traffic and identify hosts that are transmitting on IPvé.

o Provide IPv6 addresses to scan: Manually select addresses for the IPvé network.

Network Discovery Mode Selection
Metnwatk Informmation Gathering Wizard

Metwork Discovery Mode Selection
Choose how to discover hosts in IPv6 network

Select how to perform netwark discovery in the IPvE network,

@ Passive network discovery of IPvE hosts

Time {in minutes): 5 %

() Provide IPvE addresses to scan,

Metwork addresses:

< Back ][ Mexk = ] [ Cancel

Then click Next.
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6. Specify the target IP ranges (IPv4) you want to scan. You can also click on the ellipsis (D
) button to the right of the Network range field to enter a Single IP, an IP Range, or CIDR
Notation, as well as import a group of IP addresses from a file in the IP Address Ranges
Selection dialog box. See Specifying Host Ranges for more information on IP ranges. After
you have entered the range, click Next.

Network Range Selection

Network Information Gathering Wizard

Metwork Range Selection
Choose IPv4 network range to be scanned

The following network range(s) and/or spedfic addreszes will be scanned to detect
active IPv4 addresses.

MNetwork range:
192.168.123.0/24 ™|

[ < Back “ Next > ][ Cancel ]

7. There are 3 network scan types you can perform:

o FAST: The test captures the minimal amount of data needed in order to launch
attacks. There will be no additional steps in the Wizard if you select this option.

o« DETAILED: The test runs more modules in order to discover additional, potentially
useful details about target systems. There will be additional steps in the Wizard if
you select this option.

o CUSTOM: You configure how Core Impact will execute the Information Gathering
process. There will be additional steps in the Wizard if you select this option.
If you select FAST, click Finish to complete the Network Information Gathering RPT step.
Or, if you selected DETAILED, click Next and proceed to the Advanced Settings of the
wizard. If you selected CUSTOM, click Next step further customize the Nmap
Information Gathering.

Network Scan Type
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MNetwork Infarmation Gathering Wizard

Metwork Scan Type
Select network scan type

This wizard module can perform different types of network scans, Please select the
type of scan ko perform:

= FAST, gather just enough information abouk the hosts to be able
~ tolaunch attacks.

@ DETAILED, gather additional details about the hosts and use
~ additional techniques to validate the information learned about the
target hosts,

= CUSTOM, vou may choose the options vou want far the scan.
~  Recommended for advanced users.

[ < Back ][ Nexk = ][ Cancel ]

8. If you selected CUSTOM in the previous step, configure the Nmap Network Discovery
settings. One or more port scanners may be executed as part of this RPT step; select a
scanning method to perform the TCP port scan.

« Nmap Default: Uses the Nmap Default scanning method.

o Fast SYN. Selecting Fast SYN will induce Core Impact to use this method if the
operating agent has Pcap installed and is not the localagent. If the localagent is in
use, then the scan method will automatically default to Fast TCP, giving you the
optimum available performance. If the agent is not the localagent, and it does not
have Pcap installed, then the scan method will default to TCP Connect.

e TCP Connect: Selecting TCP Connect will induce this method irrespective of the
agent in use. This is the slowest performing scan method.

o ICMP: Uses Internet Control Message Protocol to perform the TCP port scan.

Ultimately, the type of agent being used to launch the scan will influence the port scanning
method, and your selection may be overridden. The below table shows which port-
scanning methods can be used depending on where the Information Gathering is being

launched.

Port Scanning Methods

Launched from ... Fast TCP Fast SYN TCP Connect
localagent YES YES YES
Agent with WinPcap installed NO YES YES
Agent without WinPcap installed NO NO YES

Specify how many milliseconds to wait between each discovery attempt.

You can use the ellipsis (D) button to the right of the Port range field to change or add
port range groups. See the section called “Specifying Port Ranges” for more information.

Nmap can resolve the name of each discovered IP address using DNS. Check the Resolve
names ... check box to enable this option.

Nmap Network Discovery
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MNmap Network Discovery

Using as target port range:

Network Information Gathering Wizard

Nmap Network discovery customization

Use Mmap Default w to perform the network discovery, and wait]E[] =
milisecond(s) between each host discovery attempt.

Mmap can resolve the name of each discovered IP address using DNS.

[7] Resolve names of each discovered IP address

®

< Back “ MNext = ][ Cancel

Then click Next.

9. Customize the Nmap scan:

10.

o TCP Port Range
o UDP Port Range
o Scan Delay

Adjust the Wait interval (in seconds) between connections to a target port.

Nmap Customization

Nmap customization

TCF Ports

Port range:

UDP Ports
Paort range:
DYNAMIC

Scan Delay

Wait
JE v

Metwork Information Gathering Wizard

Port scanning Customization

®

DYNAMIC,Nmap Top 1000 (Nmap default) =

millisecond(s)between each host port probe.

[ < Back ” Next > ][ Cancel ]

Then click Next.

The goal of the service identification module is to identify the network service listening

on each available port. You can control the Intensity Level (1-9) of the service

identification module.

Adjust the Wait interval (in seconds) for host to respond before the scan times out.

Nmap Customization
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Network Information Gathering Wizard

Nmap customization
Service Detection Customization

®

Use! % as the Intensity Level for service checks.

The intensity level specifies which probes should be applied. The higher the
number, the more likely itis the service will be correctly identified. However, high
intensity scans take longer.

Host timeout

Wait

IEU[] v

second(s) for host to respond.

[ < Back “ MNext = ][ Cancel ]

Then click Next.

11. The RPT can also check for Security Cameras or Network Exposures in targeted hosts.

o Security cameras are increasingly being added to corporate network infrastructures
and can therefore be targets for network-based attacks. Checking the Perform
camera information gathering option will instruct the RPT to identify active
cameras within the range of targeted systems and identify potential vulnerabilities.

o Check for Network Exposures: An information security exposure is a system
configuration issue or a mistake in software that allows access to information or
capabilities that can be used by a hacker as a stepping-stone into a system or
network. Whereas an information security vulnerability is a mistake in software that
can be directly used by a hacker to gain access to a system or network.

User Guide

Advanced Settings

Metweork Information Gathering Wizard

Advanced Settings
Customize additional RPT IG options

®

[¥] Perform Surveilance Cameras fingerprinting
[] Check for Network Exposures

Vigibility: External
MNOTE: Exposures are dependent on the context of the network, and where the
exposures are visible from.

Exposure types to test:

For more information about the exposure chedking Impact is able to do, visit this
paqe at the customer portal.

<Back || Finish

-]- [ .Cancel

Then click Finish.
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Import data from 3rd party vulnerability scanner

To run the Network Information Gathering step, follow this procedure:

page: 61

The module will run and information will be displayed on the Module Log Panel of the

Console. You have now completed the first step of a Network Rapid Penetration Test.

Make sure that the Network RPT is active.

Click on Network Information Gathering to open up the Information Gathering Wizard.

Select Import data from results of 3rd party scanner.
Target Discovery Method

Metwork Information Gathering Wizard

Target Discovery Method
Choose the method by which Core Impact Pro should learn about the
targets.

Select how Core Impact Pro will learn about the systems to be targeted:

(C) Use Core Impact Pro to perform Information Gathering against the target IP
addresses.

() Use Nmap to perform Information Gathering against the target IP addresses.

Import data from results of 3rd party scanner.

< Back l MNext = l[ Cancel

Then click Next.

4. Select the application from which you have an output file:

Source Application

Network Information Gathering Wizard

Source Application
Select the source application to import

This wizard module can import output results from different applications. Please select
the source application:

Qualys Guard

Qualys Guard

The Information Gathering Wizard can import the exported results of QualysGuard's
Vulnerability Scan output {in XML format) and add the hosts and their vulnerabilities (as
reported by QualysGuard) to the workspace.

Supported QualysGuard XML formats:

Scan files, Asset files, Map files

Supported QualysGuard versions:

QualysGuard 5.0

< Back l Next > l[ Cancel
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Then click Next.

5. Click the ellipsis (D) button and browse to and select the output file.
Input File

Metwork Information Gathering Wizard

Input File
Choose the file to import

The following file will be imported to gather information about your network,

File toimport: C:\Users\alight\Desktoplscanner_output.xml E]

[ < Back I Next > ][ Cancel ]

Then click Next.

6. The RPT will display a note about the results of external applications. Once you've read
the note and are ready to proceed, click the Next button.

Information
MNetwork Infarmation Gathering Wizard

Information
Mote about using the results from external applications

When the impart finishes vou can run the Attack and Penetration using imported
data module, available in the Import-Export Folder in the modules view, to have CORE
Impact run only the exploits makching the wulnerabilities that the 3rd party scanner
reparted the imported systems as potentially having,

¥ou can also run this entire process using the Yulnerability Scanner ¥alidator Wizard
available in the One-Step sections of the wizards,

The Vulnerabilicy Scanner Yalidator Wizard can also be scheduled from the welcome
dashboard in the Scheduler section.

[ < Back ][ Nexk = ][ Cancel ]

7. The RPT can perform camera information gathering and also check for Network Exposures
in targeted hosts.

« Security cameras are increasingly being added to corporate network infrastructures
and can therefore be targets for network-based attacks. Checking the Perform
camera information gathering option will instruct the RPT to identify active
cameras within the range of targeted systems and identify potential vulnerabilities.
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« Check for Network Exposures: An information security exposure is a system
configuration issue or a mistake in software that allows access to information or
capabilities that can be used by a hacker as a stepping-stone into a system or
network. Whereas an information security vulnerability is a mistake in software that
can be directly used by a hacker to gain access to a system or network.

Check the desired options, then click Finish to start the RPT. The module will run and
information will be displayed on the Module Log Panel of the Console. You have now
completed the first step of a Network Rapid Penetration Test.

Advanced Settings

Network Information Gathering Wizard
Advanced Settings
Customize additional RFT IG options

[¥] Perform Surveilance Cameras fingerprinting

[ check for Network Exposures

Visibility: External

NOTE: Exposures are dependent on the context of the network, and where the
exposures are visible from.

Exposure types to test:

Faor more information about the exposure checking Impact is able to do, visit this
page at the customer portal.

’ < Back ” Finish ]’ Cancel ]

Network Attack and Penetration

The Network Attack and Penetration RPT step uses previously-acquired information about the
network (such as the information you gathered using the Network Information Gathering step)
to automatically select and launch remote attacks.

For each target host, this step requires the following information, all of which is obtained
automatically by the Network Information Gathering step:

o IP address: The targets have to be in the Entity View. This can be done either by hand
(Right-click -> New host in the Entity View) or by using a Network Discovery module.

« OS and architecture: In order to build the correct payload, attacks need to know the
target host's operating system and architecture. This can be obtained by using the
modules in the OS detection module folder or set by hand using the Entity Properties
dialog. Refer to Entity Properties for more information.

« Port and service information: For each host, a listing of network services listening on
specific ports is needed. This can be done by using a Port Scanning module and the
service identification module (Service ldentification) in the Information Gathering module
folder, or set by hand using the Entity Properties dialog. Refer to Entity Properties for
more information.

To run the Network Attack and Penetration step, click on the step and click Next when the
Wizard appears.
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1. Click on the Network Attack and Penetration step, then click Next when the Wizard
appears.

2. On the Target Selection screen, click the ellipsis (D) button.

Target Selection
Metwork Attack and Penetration Wizard

Target Selection
Specify the attack target(s)

Select the hosts that will be tested for vulnerabilities,

Targets:

The Entities Selection window will open.

3. In the Entities Selection window, select the host(s) that you wish to target with the Attack
and Penetration. Only hosts that are represented in the Entity View can be targeted.

Entities Selection

(®) Select TARGET ==
1 Hests [search.. |
1) Search Folders
® o Tags Name P os Arch -
H P
= &
=l 4
2 [0 5@localhost 172164392 Windows 396
=]
=] 4
(] 51?2.1512_‘1 17216421 Unkneown Unkniown
O 51?2.15122 17216422 Unknewn Unkniown
O 51?2.15123 17216423 Unknewn Unkniown
O 1?2.15.12.»1 17216424 Unknewn Unkniown
O 1?2.15.12_5 17216425 Unknewn Unkniown
(] ﬁl??.lﬁ»ﬂ.ﬁ 17216425 Unknewn Unkniown
O ﬁl??.lﬁ»ﬂj‘ 17216427 Unknewn Unkniown
O 51?1.16.&23 17216428 Unknewn Unknown -
Co [ e ]

Then click the OK button to return to the Wizard.
4. Click the Next button.
Target Selection
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Metwork Attack and Penetration Wizard

Target Selection
Specify the attack targeti(s)

Select the hosts that will be tested for vulnerabilities.

Targets:
172.16.42.1:172.16.42.6:172.16.42.7:172.16.42.8:172 E]

[ < Back l Next > ][ Cancel l

5. On the Attack Method step of the Wizard, select the Attack method(s) to be performed
and their sequence.

o Select Launch Exploit modules to identify code execution vulnerabilities if you
want the Attack and Penetration to attempt to find vulnerabilities in the target
hosts' OS or any installed programs.

o Select Launch Identity modules to identify authentication weaknesses if you want
the Attack and Penetration to attempt to gather identities (usernames/passwords,
cookies, SSH keys, etc.) from the target host(s).

o If you select both of these options, select whether the identity testing should
execute before or after the exploits are launched.

Attack Method

Metwork Attack and Penetration Wizard

Attack Method
Specify the attack method(s)

Select the attack method(s) to be performed and which should be executed first.

Launch expleit modules to identify code execution vulnerabilities.
[] Launch identity modules to identify authentication weaknesses.

Select when the identity testing should occur.

< Back l Next = l[ Cancel

Click the Next button.
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6. Make Exploit Selection options.

« Some exploits could potentially leave a target service unavailable. These exploits
can be excluded from this test by unchecking the Use exploits that might leave a
service unavailable check-box.

o Check the Stop launching new exploits after an agent is deployed check-box if you
want the attack to stop after the first agent is deployed.

When more than one exploit are running concurrently against a host, they will be
allowed to complete even after an agent is deployed. Because of this, more than one
agent may be installed even when this option is checked.

« Some exploits could take a long time to exploit a specific server, due to a long brute-
force process. These exploits can be excluded from this step by unchecking the Use
exploits that take a long time to run check-box.

« If you want to attempt to penetrate any Network Devices that are among your
targets, you can check the Use Authentication Weakness exploits against Network
Devices check-box.

Exploit selection
Metwork Attack and Penetration Wizard

Exploit Selection
Custornize the exploit selection criteria

Use exploits that might leave a service unavailable {one shot),

Some exploits may leave the service or application they are targeting in an
unavailable state as a side effect of attempting to exploit a vulner ability in that
service, The service or application may restart automatically or require an
adminiskrator to reskart it depending on its configuration.

Stop launching new explaits after an agent is deploved (running exploits will complete).
This module can launch every possible attack that is applicable for each target, or
stop at the first one that successfully deplovs an agent.

[] Use explaits that take a lang time ta run,

These exploits have been Found during the Exploit QA process to take (on average)
a long time ko run and as a result can slaw down the testing process.

[ < Back ][ Nexk = ][ Cancel ]

Click the Next button.

7. This step specifies how exploits are prioritized by the RPT:

User Guide

o Release Date: Exploits are sorted by the disclosure date of the vulnerability they
target.

« Speed: Exploits that require on average the fewest number of attempts are run first.

o Privilege Level: Exploits that deploy an agent with administrator privileges are run
first.

o Chance of Leaving a Service Unavailable: Exploits that might leave the target
service unavailable are run first. This option will not be visible if you did not select
the Use exploits that might leave a service unavailable option in the previous step.

Each of the Order of exploit execution options operate at the port and service level of
targeted hosts. Because port and service level attacks run in parallel, it may appear that
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Order of Exploit Execution

Metwork Attack and Penetration Wizard

Order Of Exploit Execution
Specify which attribute of the applicable exploits will be uzed to
determine the order in which exploits are attempted.

(®) Release Date: Explaits are sorted by the disdosure date of the vulnerability
they target. The most recently disdosed vulnerability is targeted first.
The exploits are then sorted based on Speed, Priviege feveland
Chance of leaving 2 service unavaizbliein that order.

() Speed: Exploits that require the fewest number of attempts are run first.
The exploits are then sorted based on Release Date, Priviege
feveland Chance of feaving 2 service unavaiablein that order.

() Privilege level: Exploits that typically deploy an agent with administrator or
root level privileges are run first.

The exploits are then sorted based on Release Date, Speed and
Chance of leaving a service unavaiahiein that order.

(") Chance of leaving a service unavailable: Exploits that might leave the
target service unavailable are run first.
The exploits are then sorted based on Release Date, Friviege
feveland Speedin that order,

®

| <Bak | Mext> || cancd |

Then click the Next button.

your selection is not given priority over the others. For example, if you select Speed as
the primary order attribute, a slow-running exploit may still run before fast ones if it is
the only applicable exploit for a specific service on the target host.

If you opted to Launch Identity modules to identify authentication weaknesses, this step
specifies which identity modules are run during the Attack and Penetration. First select a
Testing Type - when you select a type, its description will appear below the drop-down

menu.
o Default Identities
o Known ldentities
o Known and Default Identities
o Dictionary Attack
o Custom

Next select the service for which you want Core Impact to test for identities.

Identity Attack Selection

Core Security, a HelpSystems Company
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Metwork Attack and Penetration Wizard

Identity Attack Selection
Select the identity attack modules to launch

Testing Type:

Core Impact Pro will test each service using default and commeon identities as well as
already discovered and previously validated identities for each service. Partial Identities
(Usernames with no passwords) will be combined with a dictionary of common

passwords.
Uncheck All

[¥ oB2*  [¥] FIP [+] HTTP [#] Rlogn= [¥] sMB= [¥] RDP
Orade * FOF3 S5H = Telnet * WNC * RTSP

SMTP SHMP = MssQL = MySQL YMware fostgreSQL

*indicates the protocol may be used to deploy an agent

[ < Back l Mext = H Cancel l

Then click the Next button.

Usernames

@ Default username list

! Custom username file |

Additional usernames (comma separated list)

Pazswords

@ Default password list

"~ Custom password file |

Additional passwaords (comma separated list)

[ < Back ][ Mext = ][ Cancel

Then click the Next button.

If you selected the Custom or Dictionary Attack in the previous step, you will need to
define the Custom Dictionary Attack. For both Usernames and Passwords, you can supply

a text file that contains the text strings you wish to use for the test and/or type in a list of
text strings separated by commas.

Identity Attack Configuration

Metwork Attack and Penetration Wizard

Identity Attack Configuration
Custorm Dictionary Attack

10. If you selected Default or Known Identities in the previous step, you will need to

User Guide

configure the test further.

o Attack Type

o Quick: A short list of the most common identities for each service will be

used

o Deep: An extended list of common identities for each service will be used
« Passwords: Use the default password list or pass a custom file to Core Impact

Core Security, a HelpSystems Company
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Identity Attack Configuration

Metwork Attack and Penetration \Wizard
Identity Attack Configuration
Known and Default Identities

CORE Impact will kest each service using default and cormon identities as well as
already discovered and previously validated identities for each service, Partial Identities
{Usernames with no passwords) will be combined with a dictionary of common
passwiords.

Attack Tvpe

@ Quick: & short list of the most common identities for each service,

“1 Deep: An extended list of common identities Far each service,

Passwords

@ Default password list

) Custom password file

[ < Back ][ ek = ][ Cancel ]

Then click the Next button.
11. For ldentity attacks, you will need to further configure the test to specify common
selections for all identity verifiers. With this step in the Wizard, you can:

o Attempt to deploy an agent with discovered identities
« Stop testing that protocol on that machine when a valid account is identified
o Test each username with an empty password and common combinations

Common Identity Attack Configuration
Metwark Attack and Penetration Wizard

Common Identity Attack Configuration
Specify common options for all identities verifiers,

Aktempt to deploy an agent with discovered identities.
Stop testing a protocal on a target when a valid account is identified.

Test each username with an empty password and common combinations.

Domains list:
LB Inskance list:
Database list:

Community list:

Other options: Minimum username length 0 %

[ < Back ][ Mext = ][ Cancel

Then click the Next button.
12. Select a Connection Method for deployed agents to use.
o Default: The connection method will be determined by each individual exploit's
default connection method.
« Connect to target: A connection will originate from the source agent (usually Core
Impact).
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« Connect from target: A connection will originate from the remote agent on the
target host.
« Reuse connection: The agent will reuse the same connection that was used to
deliver the attack.
Only exploits with the specified connection method will be run (if you select "Reuse
connection", only exploits with that capability will be selected). For more information
regarding agent connection methods see Establishing Agent Communication Channels.

Set the port where the agent will listen by either checking the Use a random port check-
box or entering the preferred agent port in the Use specific port field.

Agents - Communication Parameters
Metwork Attack and Penetration YWizard

Agents - Communication Parameters
Specify the communication parameters to be used by the modules

Connection method For each agent that is deployed bo communicate with the console or
current Source dgent,

Conmection Method:  Conmect From karget

@ Use the selected option as the preferred connection method for each exploit,
() Launch only exploits using the selected connection method,

MOTE: Exploits that do not support the specified connection method will not be
launched.

Configuration of the TCP port where the deploved agent will listen or connect back ta
the comsole or current Source Agent.

@ Use arandom port (The port will be chosen in the range 40001-60000)

O Use specific pork:

< Back ][ Mext = ] [ Cancel

Click the Next button.

13. Select Expiration Settings for deployed agents to use. You can Use global settings (which

User Guide

are defined in the Agent Options), set a specific date, or disable expiration.
Agents - Expiration Settings
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Metwork Attack and Penetration Wizard
Agents - Expiration settings
Specify the expiration settings for the deployed agents.

When an agent expires it stops running, removing its executable file (if any). This occurs
autonomously, even when the agent connection with Impact has been lost. Persistent
agents also remove their persistence mechanism.

Using aiobal settings means that the configuration in the Agenis section of the Tools -
Aptionsmenu will be taken. If the current workspace has an engagement deadline, that
date will be taken instead.

Agent expiration: | Use global settings b |

| 1292018 | [omar =

< Back Mext = | | Cancel

Click the Next button.

14. If your Core Impact installation is integrated with the Metasploit Framework (see How to
Integrate with Metasploit on how to perform the integration steps), the Network Attack
and Penetration RPT will offer to run Metasploit as a part of its test sequence. Core
Impact will select which Metasploit exploits are appropriate for the targeted host(s).
Metasploit exploits

MNetwork Attack and Penetration Wizard

Metasploit exploits
Launch Metasploit exploits when attacking hosts.

[ Use Metasplait explaits to attack hosts

The Metasploit Framework is provided and maintained by a third party.

ﬁ Core Security Technologies does not support the Framewark and cannot
offer any guarantee as to the safety of the exploits run by the Metasploit
Framework, Use the Mekasplait Framework at vour own risk,

< Back ” Text = ][ Cancel

Click the Next button.

15. If you want any modules to run as soon as an agent is connected, check the Automatically

run modules on agents as they are deployed check-box. Then click the Change... button to
select the module you wish to run.

If you would like multiple modules to autorun, create a macro module (see Create Macro
Modules) that is made up of the modules you wish to run, then enter the macro module
into the autorun field.
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Post Exploitation Actions
Metwork Attack and Penetration Wizard

Post Exploitation Actions
Setup actions to be performed on exploitation.

7] Aukomatically rum a module on agents as they are deployed,

Select module to aukorun:

Post Exploitation Options will have any deploved agents perform automatic post
exploitation actions on the exploited system. Some of these actions include:

+ (Get Screenshot

+ Password Dumps

+ et Current Userame
+  Get Metwork Routes
+ et Users and Groups

Mote: You can also select a Macro that has been flagged as auto runnable. Learn how to
do that here,

% Back ][ Finish ] [ Cancel

Click the Finish button.

The module will run and information will be displayed on the Executed Module Info Panel of the
Console. The Network Attack and Penetration step will run multiple attacks in parallel against
each target host. Each exploit automatically launched by this step will be shown as a child of the
Attack and Penetration module in the Execute Modules panel. You have successfully launched an
attack.

Local Information Gathering

The Local Information Gathering RPT step collects information about hosts that have an agent
deployed on them. This macro uses the deployed agent to interact with the compromised host
and gather information such as precise OS information, agent privileges, users and installed
applications.

To run the Local Information Gathering step, click on the step and click Next when the Wizard
appears.

Agent selection Dialog Box
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Local Infarmmation Gathering Wizard

Agent Selection
This wizard helps you take advantage of a deployed agent to collect

information about a host

Please select the agent wou would like to use to perform Local Information Gathering,

@ Al connected agents

") Selected agents

[ < Back ][ Mext > ][ Cancel ]
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1. By default, information will be gathered on all connected agents. To select one or more

specific agents, click the Selected agents radio button and then click the ellipsis (D)
button next to the Selected agents field. Follow the prompts to select your desired agents.

Agent selection Dialog Box

Local Informmation Gathering Wizard
Agent Selection

This wizard helps you take advantage of a deployed agent to collect
information about a host

Please select the agent wou would like to use to perform Local Information Gathering,

Al connected agents

@ selected agents

agent(1) E

®

< Back ][ Mext = ][ Cancel

Click the Next button.

2. Select the module categories that you want to run against the previously-selected agent

(s). Then click Finish.
Modules to run
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Local Information Gathering Wizard

Modules to run
Select categories of 'Local Information Gathering' rodules

MODLULE CATEGORIES:

Metwark Infarmation

Email Addresses
Credentials

OS5 Environment Information
Misc

[ < Back ][ Finish ] [ Cancel ]

The module will run and information will be displayed on the Module Output and Module
Log panels of the Console.

Privilege Escalation

The Privilege Escalation RPT step executes local privilege escalation attacks on connected
agents not running as the super user or the administrator. This macro automatically selects and
executes exploits from the Exploits/Local module folder and some modules from the
Exploits/Tools folder, such as Revert To Self or Chroot Breaker.

After successfully running Privilege Escalation, you may want to run the Local Information
Gathering step to obtain more information from the compromised hosts. If an in-depth
penetration test is being performed (and depending on the target network's topology), it is
possible to change the current source agent and cycle back to the Information Gathering step.
Refer to Set as Source for information regarding the source agent. All the initial 4 steps will
execute from any Core Impact agent.

To run the Privilege Escalation RPT step, click on the step and click Next when the Wizard
appears.

Agent selection Dialog Box
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Privilege Escalation Wizard

Agent selection
Select the agent{s) that will perfarm privilege escalation

Specify which agent(s) will run local priviege escalation attacks. IF a target agent was
highlighted its name will be automatically set.

@l connected agents

) Selected agents

[ < Back ][ Mext > ][ Cancel ]

1. Specify which agents will run the Privilege Escalation macro. By default, all currently-

connected agents will perform this step (All agents will perform a check to see if they are
already running as SYSTEM or root. If they are, they will not attempt to perform Privilege

Escalation.) An agent name will be automatically set if the macro was dropped over a
specific agent. To choose one or more specific agents select the Selected agents radio

button, then click the ellipsis (D) button to the right of the field. Follow the prompts to
select your desired agents. Then click the Next button.
2. For each target host, this macro selects relevant attacks from the Exploits/Local Module
folder based on the target's platform. The default selections on the Exploit selection
screen are intended to minimize the risk of exploits leaving services unavailable and/or
alter the modules' performance. For example, by checking the Do not use exploits for

patched vulnerabilities option, Core Impact will potentially have less work to do, as it can

skip exploits that it detects have been patched.
Exploit selection Dialog Box

Privilege Escalation Wizard

Exploit selection
Customize the selection criteria for local exploits

Some exploits might leave the target service unavailable.

Use exploits that might leave a service unavailable

This wizard can launch every possible local attack against each target, or stop at the
first one that is successful deploying an agent. MNote that some attacks might interfere
with each other (e.g. some exploits might leave a service unavailable).

Stop at first deployed agent
Impact can detect installed updates on Windows targets, which it can use to improve
performance by filtering exploits for patched vulnerabiliies.

Do not use exploits for patched vulnerabilities (Windows targets only)

< Back Mext = | | Cancel
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3. Select whether you want Core Impact to automatically run a module on agents as they are
deployed. If you check this option, then click the Change ... button to select the specific
Module to autorun.

Exploit Configuration Dialog Box

Privilege Escalation Wizard
Exploit configuration
Customize exploits behawvior

[] Automatically run module on agents as they are deployed.

Select module to autorun:

| < Back | Finish || Cancel |

4. Click Finish. The module will run and information will be displayed on the Module Output
and Module Log panels.

Clean Up

The Clean Up step automatically uninstalls every currently-connected agent. Agents are
uninstalled in post order to support complex agent chains (see Agent Chaining). Check the Select
to confirm uninstall of every connected agent check-box and then click Finish to clean up all
deployed agents.

Clean Up Dialog Box

Clean Up Wizard

Clean Up
Uninstall all deployed OS5 agents

The dean up step will uninstall all OS5 Agents.

Select to confirm uninstallation of every connected OS agent

MOTE: Mon-05 Agents do not need to be uninstalled, as they are not running on the
remote host.

< Back l Finish l[ Cancel
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Network Report Generation

The Network Report Generation RPT step allows you to automatically generate robust system
reports by processing information collected about the target systems and the different
penetration tests you have performed. Report instructions are consolidated in the RPT Reports
section.

One-Step Network RPT

The Network RPT includes the following One-Step tests that can be run in a single step,
providing detailed reports of the test's findings.

o Network Vulnerability Test
« Remediation Validator
o Vulnerability Scanner Validator Test

One-Step Network Vulnerability Test

About the Network Vulnerability Test

Core Impact's One-Step Network Vulnerability test allows you to target one or more computers
in order to evaluate their vulnerability to known exploits. When the test runs, Core Impact will
access the computers and report back any vulnerabilities that are exploitable. Advanced options
for One Step RPT actions are available in the One-step RPT Options, accessible via the Tools
dropdown menu.

Before running the One-Step Network Vulnerabilities test, you will need to know the IP address
(es) or address range of the computer(s) you want to test.

Starting the One-Step Network Vulnerability Test
The below steps illustrate how to run a One-Step Network Vulnerability Test manually. You can
also execute this test using the Scheduler - see Using the Scheduler for more details.

To manually run a One-Step Network Vulnerability test:

1. Make sure the One-Step RPT is active.
2. Click Network Vulnerability Test under the One-Step heading.

3. The Network Vulnerability Test Wizard will appear. Click the Next button to proceed
with the Wizard.

4. |In the Target network IP version step, select whether your targets use IP version 4 or |P
version 6. Then click Next.

Target network IP version
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MNetwork Yulnerability Test Wizard
Target network IP version
Choose the IF version of the network to be scanned

Select the IP version of the network where Nekwork Information Gathering is going
to be performed:

@ IP version 4

= IP version b

[ < Back ][ Nexk = ][ Cancel ]

If you select IP version 4, you will then need to enter the |P address(es) that you want to
test In the Network Range field,. Use a comma to separate IP addresses and an asterisk (*)

as a wildcard - sample shown below.
Network Range Selection

Network Vulnerability Test Wizard
Metwork Range Selection
Choose network range

The following network range will be tested for vulnerabilities.

5.

Metwork range:
192 168.0 % [ -]

| < Back | Mext = || Cancel |

6. Define the running time for this module. Choose to Allow the module to run until it
completes all activities or define a time frame (in hours) when the module execution
should time out.

Module Execution Settings
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Network Vulnerability Test Wizard
Module Execution Settings
Set up module execution options

Define the running time for this module.
(@) Allow the module to run until it completes all activities.

() Module execution timeout: % hour(s).

The module will be automatically paused after this time elapses, and it can be
manually resumed later.

| < Back | Finish || Cancel |

If you select IP version 6, you will then need to select how Core Impact should perform
network discovery. It can either do a Passive network discovery, or you can manually
provide IPvé addresses.

Network Discovery Mode Selection

MNetwork Wulnerability Test Wizard

Metwork Discovery Mode Selection
Choose how to discover hosts in IPvE network

Select how to perform network discovery in the IPvE network,

@ Passive network discovery of IPvE hosts

Time {in minutes): A %

() Provide IPvE addresses to scan,

MNetwork range:

[ < Back ][ Firish ][ Cancel

7. Click the Finish button to begin the test.
To check on the status of your test, click the Module Output tab.

One-Step Remediation Validator

About the Remediation Validator

Core Impact's Remediation Validator test allows you to target one or more hosts in order to
evaluate the success of remediation actions. If you identify vulnerabilities in a host, and those
vulnerabilities are addressed, you can run the Remediation Validator to make sure that the
remediation was successful.
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Before running the One-Step Remediation Validator test, you will need to know the IP address
(es) or address range of the computer(s) you want to test.

Starting the Remediation Validator
The below steps illustrate how to run a One-Step Remediation Validator manually. You can also
execute this test using the Scheduler - see Using the Scheduler for more details.

To manually run a One-Step Remediation Validator test:

1. Make sure the One-Step RPT is active.

2. Click Remediation Validator under the One-Step heading.

3. The Remediation Validator Wizard will appear. Click the Next button to proceed with the
Wizard.

4. In the Target Selection step, click on the ellipsis (D) button to the right of the Targets
field and select the target(s) against which you want to run the Remediation Validator.

Click the Next button.
Targets Selection

Remediation Validator
Target Selection
Specify the attack targets

Select the hosts that you wish to determine if their previously discovered vulnerabilities have
been remediated.

Targets:
192.168.1.3;192.168.1.1;192.168.1.37:192.168.1.29 |IZ|

| < Back | Mext = || Cancel |

5. In the Remediation Validation Options step, check the Consider vulnerabilities as solved if
original attack path cannot be reproduced option if you want the test to mark
vulnerabilities as "solved" (and not "indeterminate") if the original attack path cannot be
used. Click the Finish button to begin the test.

Remediation Validation Options
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Remediation Validator
Remediation Validation Options
Specify remediation validation behavior

By default, the remediation validation process will report vulnerabilities that cannot be
retested because the attack path is no longer valid as neither solved or not solved, but
as indeterminate.

If vulnerabiliies were addressed by restricting access to a host (or other resource)

used in the attack path, remediation validation can be configured to report these
vulnerabilities as solved.

[ Consider vulnerabilities as solved if original attack path cannot be reproduced

| < Back | Finish || Cancel |

To check on the status of your test, click the Module Output tab. You can view the resulting
report by using the RPT Reports function at any time

One-Step Vulnerability Scanner Validator

About the Vulnerability Validation test

If you use a third-party tool to run vulnerability scans against your information systems, you can
feed the output from that tool into Core Impact's Vulnerability Scanner Validator. Core Impact
will evaluate the scan's output and provide you with a prioritized validation of your system's
weaknesses.

Before running a Vulnerability Scanner Validator, you will need to have the output file from a
supported third-party vulnerability scanner. A list of supported scanners is shown as you begin
the test.

Starting a Vulnerability Scanner Validator

The below steps illustrate how to run a One-Step Vulnerability Scanner Validator test manually.
You can also execute this test using the Scheduler - see Using the Scheduler for more details.

To manually run a One-Step Vulnerability Scanner Validator test:

1. Make sure the One-Step RPT is active. The available one-step tests will appear.
2. Click Vulnerability Scanner Validator.

3. The Vulnerability Scanner Validator Wizard will appear. Click the Next button to proceed
with the Wizard.

4. Select the third-party scanner from which you got your results.
Source Application
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Network Vulnerability Scanner Validator Wizard

Thiz wizard module can impert output results from different applications. Please select
the source application:

Qualys Guard

Qualys Guard

The Vulnerability Validator can import the exported results of QualysGuard's Vulnerability
Scan output (jn XML format) and validate the vulnerabilities reported by QualysGuard.

Supported QualysGuard XML formats:
Scan files, Asset files, Map files

Supported QualysGuard versions:

QualysGuard 5.0
QualysGuard 6.0

Source Application
Select the source application to import

[ < Back l Mext = H Cancel l

Click the Next button.

Enter the details of the scanner's output. The output format you are importing is
dependent on the Vulnerability Scanner you selected in the previous step. Some scanners
export their results to a file while others require you to access their data directly from the

scanner's database.
Input File

Network Vulnerability Scanner Validater Wizard

The following file will be imported to gather information about your netwark.

Input File
Choose the file to import

File to impart: ”Zl

| < Back | Next = || Cancel |

6. Define the running time for this module. Choose to Allow the module to run until it
completes all activities or define a time frame (in hours) when the module execution

User Guide

should time out.
Module Execution Settings
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Network Vulnerability Scanner Validater Wizard
Module Execution Settings
Set up module execution options

Define the running time for this module.

(@) Allow the module to run until it completes all activities.

' Module execution timeout: I 2 % hour(s).

The module will be automatically paused after this time elapses, and it can be
manually resumed later.

| < Back | Finish || Cancel |

7. Click the Finish button to begin the test.
To check on the status of your test, click the Module Output tab.

Windows Domain IG Wizard

In addition to the Rapid Penetration Test that runs several modules in series automatically,
there are several modules that you can run manually to run more advanced information
gathering and attack steps. The Windows Domain |G Wizard module can be executed manually
from the Modules tab. This module helps you perform information gathering automatically in a
network where a Windows Domain is configured. It uses the following modules:

o Enumerate Trusted Domains

o Enumerate Domain Account Policies
o Enumerate Domain Administrators

o DCE-RPC SAMR dumper

o Enumerate Domain Groups

« Enumerate Domain Machines

o Enumerate User Accounts with SPNs

To run the Windows Domain IG Wizard:

1. Locate the Windows Domain IG Wizard module in the Modules tab and double-click it to
launch.
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2. Enter the fully qualified domain name (FQDN) of the domain to be tested. Then click the
Next button.

Windows Domain |G Wizard

Domain Selection
Specify the domain FQDN.

Enter the fully qualified domain (FQDN) for the domain to be tested. This value will
be used to resolve the domain controller's IP address.

Domain FQDN: example.com X | (i.e. example.com)

| < Back | MNext = || Cancel |

3. Choose the authentication type to use. Then click the Next button.
Windows Domain |G Wizard

Authentication type
Specify the authentication type to use.

Select the authentication type to be used when connecting against the domain
controller.

(®) Use Validated Identities

() Use Custom Identities

< Back Next = | | Cancel
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4. Click the ellipsis button and select an Identity to be used when connecting to the domain
controller. Then click the Next button.
Windows Domain |G Wizard

Identity Selection
Specify the identity to use.

Select the identity to be used when connecting against the domain controller. This
must be a valid domain identity.

Identity:

[1 L]

| < Back | MNext = || Cancel |

5. Check the modules that you would like to be used after authentication on the controller.
Then click the Next button.
Windows Domain |G Wizard

Modules Selection
Specify the modules to be launched.

Select the modues to be launched against the domain controller after authentication
succeeds.

Enumerate Trusted Domains
Enumerate Domain Account Policies
Enumerate Domain Administrators
Enumerate Domain Groups
Enumerate Domain Machines
Enumerate User Accounts with SPMNs

| < Back I Next > || Cancel |

6. If using the Enumerate User Accounts with SPNs option, you will have additional options.

« Retrieve Service Ticket for enumerated user accounts: Check this option to have
Core Impact attempt to capture Kerberos service tickets for the user accounts it
finds. Then define the path and name of the file in which the service tickets should
be stored.

« Attempt to crack enumerated user accounts' Service Tickets: If you opt to
Retrieve Service Tickets, check this option if you would like Core Impact to try to
crack the hashes of the obtained Service Tickets. If successfully cracked, the hashes
will be stored as plain passwords in the Entity Database as ldentities.
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Windows Domain |G Wizard

Module Parameters Selection
Specify the module parameters

Select the "Enumerate User Accounts with SPMs™ module parameters.

Retrieve Service Ticket for enumerated user accounts
Qutput file

| Choutputfile_txt | III

[] Attempt to crack enumerated user accounts' Service Tickets

| < Back | Finish || Cancel

Then click the Finish button to begin the test.

Client Side RPT

In contrast with traditional remote exploits which target services that the penetration tester can
see over the network or Internet, client-side exploits target applications running on users'
workstations. Because these applications are under the control of the end-user and do not
actively listen on the network, s uccessful exploitation typically requires some form of end-user
interaction. This interaction might entail the end-user opening an email attachment, clicking on a
specially-crafted URL, or browsing to a specific website. Convincing the end-user to perform the
required action is often more dependent on social engineering than on technical expertise. For
example, many contemporary attacks such as Phishing and some email viruses require user
interaction, even though they are designed to exploit a technical vulnerability such as a buffer
overflow.

Core Impact 's client-side exploits are an excellent representation of these attacks. The Client-
side RPT allows you to simulate a social engineering attack by sending email to your community
of users. The tests can be tailored by you to appear legitimate but will initiate an attack on any
user's computer should they follow an action prompted by the email contents. The RPT begins
by scouring the Internet, your intranet, or any other specific web site for email addresses that
match a domain of your choice, just as an attacker might do. The test will also look for
documents and search within them and their metadata to find data that could be used to craft a
client-side attack. With the Client-side RPT, you can learn a) how prevalent your users' email
addresses are on the Internet, b) how careful your user community is when they receive email,
c) how vulnerable their desktop computers are to known exploits, and d) how effective your
antivirus, email filtering, content filtering, intrusion prevention and intrusion detection policies
are.

If you want to use a means other than email to deliver a client-side attack, see the Decoupling
the Attack Vector from the Exploit Mechanism section.

Follow the below links to learn about the different Client-Side testing steps:
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o Client-Side Information Gathering on page 90

o Client-Side Attack Phase: Attack and Penetration on page 100
o Client-Side Attack Phase: Phishing on page 117

o Local Information Gathering on page 124

o Privilege Escalation on page 125

e Clean Up on page 127

Client-side Report Generation

The Client-side Report Generation step allows you to automatically generate robust system
reports by processing information collected about the target systems and the different
penetration tests you have performed. Report instructions are consolidated in the RPT Reports
section.

One-Step Client-side Tests

Core Impact provides 2 One-Step Client-side tests:

o One-Step Client-side Vulnerability Test This test targets specific applications on your
users' computers. By sending an email to your users, they initiate the test and Core
Impact reports back the results to you. Jump to Starting a Client-side Vulnerability Test.

o One-Step Client-side Auto Test: If you have a standard desktop image that you deploy to
your desktop users, use the One-Step Client-side Auto Test to test a single machine with
the build and expose it to many client-side exploits at one time. Jump to Starting a Client-
side Auto Test.

Starting a Client-side Vulnerability Test

Before running a Client-side Vulnerability Test, you must:

1. Prepare a file that contains the email address(es) of your target users. This should be a
. txt file that contains email addresses separated by commas.

2. Configure the Outgoing E-mail Information in the One-Step section of Core Impact's
Options.
3. Determine which application on the users' computers you want to test.

The below steps illustrate how to run a One-step Client-side Vulnerability test manually. You
can also execute this test using the Scheduler - see Using the Scheduler for more details.

To manually run a One-step Client-side Vulnerability Test:

1. Activate the Client-Side RPT.
2. Click Client-side Vulnerability Test under the One-Step heading.

3. The Client-side Vulnerability Test Wizard will appear. Click the Next button to proceed
with the Wizard.
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4. Click the ellipsis (E]) button next to the Import email addresses from a file field and
navigate to your email text file.

Email Address Targets

Client-side Wulnerahility Test Wizard
Email Address Targets
hoose domain targets.

Import the email addresses to be used, and select the endpoint application For this
Client-side test,

Impart email addresses fram a File:

Wait for client-side connections for 12 % hiouris).
Client-side application to attack:
010 Editar -

Select the file and click the Open button.

Each address in the file will receive an email asking the recipient to click a link within the
email, initiating the test on their computer.

5. Set the Wait for client-side connections for x hour(s) value according to your preference.
If you set this value to 5 hours, then recipients of the email must act within 5 hours or
their test will not contribute to your client-side vulnerability test results.

6. Select from the Client-side application to attack drop-down menu. This will determine the
application that is tested when users click the link within the email they receive.

7. Click the Finish button.
To check on the status of your test, click the Module Output tab.

Starting a Client-side Auto Test

The below steps illustrate how to run a One-step Client-side Auto test manually. You can also
execute this test using the Scheduler - see Using the Scheduler for more details.

To manually run a One-step Client-side Auto Test:

1. Activate the Client-Side RPT.
2. Click Client-side Auto Test under the One-Step heading.

3. The Client-side Auto Test Wizard will appear. Click the Next button to proceed with the
Wizard.

4. The test needs an agent in order to run on the target host. Select an existing agent or
choose and configure the Install Agent using SMB option.

Auto Test Agent Selection
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To check on the status of your test, click the Module Output tab.
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6.

Client-side &uto Test Wizard

Agent Selection
This wizard helps vou take advantage of a deployed agent to test
desktop applications

Please select the agent wou would like to use to perform the Client Side Auto Test,

@ selected agents

[z]

' Install Agent using SME

|
—

[&1
—

Click the Next button.
On the Auto Test Parameters Selection form:

o Check the Use Exploits that require user interaction if you want the test to use
exploits that would require a user to take action in order for the exploit to succeed.

« Select which applications are to be checked for vulnerabilities:
« Execute all available client-side exploits (Attach and/or Web Browser

exploits).

o Select a specific application to target from the Application drop-down menu.

Auto Test Parameters Selection

Client-side Auto Test Wizard
Auto Test Parameters Selection
Select the type of test to be run.

[] Use Explaits that require user inkeraction.

Applications: Select the applications to be checked for vulnerabilities,

@ Execute &l the available client side explaits,
Attach: Exploits third-party vulner abilities via an attachment.,

Web Browser: Exploits web browser and browser plug-in vulnerabilities.

! Target application list; The wizard will use the most recent exploit available that targets
waur chosen application.

Application:

010 Edikor

< Back ][ Finish ][ Cancel

Click the Finish button.
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Client-Side Information Gathering

Using the Client-side Information Gathering wizard, you can harvest email addresses that are
visible from the Internet or your intranet. Harvesting email addresses from your registered
domain in the Internet gives you a good idea of your end-users' exposure to identification by
external attackers. For example, email addresses of your employees can be collected by
attackers externally through company press releases, trade show presentations, news articles,
professional organizations, company web pages, and other public domain. The Client-side
Information Gathering modules will also look for downloadable documents and search within
them for email addresses. The Client-Side Information Gathering wizard also supports importing
multiple email address targets from a text file or you can skip this step and manually enter email
addresses into the Entity Database's Client Side view (see Client Side View).

To begin the Client-side Information Gathering:

1. Ensure that the Client-side RPT is activated.

2. Click Client-side Information Gathering and the Wizard will appear. Click the Next button
to begin.

3. The first step of the Wizard is the Email Address Gathering form. This form determines
what resources Core Impact should leverage to locate and add email addresses to its
entity database. You can select more than one option and each option will have further
configurations in subsequent steps of the wizard.

« Crawl Web Site: Core Impact can search within a specific web site to explore for
email addresses or documents.

You must select Crawl Web Site if you want the Information Gathering step to
search for documents. With this option selected, subsequent steps in the wizard will
allow you to specify how the documents are handled and analyzed.

« Search Engines: Use common search engines to locate email addresses in public on-
line records. An attacker might use the exact same method to locate target email
addresses.

o LinkedIn: Select this option to have Core Impact search through the web site
LinkedIn.com to locate users for a specific company.

o« PGP, DNS and WHOIS server entries: Use Public Internet Databases to locate email
addresses.

o Import from a file: Select this option if you have a local file that contains your target
email addresses.
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Client-side Information Gathering Wizard

Email Address Gathering
Choose the methods to use to gather email addresses.

Discovery methods available for gathering email addresses:

] crawl web site

[] search engines (Google and Bing)
[] Linkedin

|:| PGP, DNS and WHOIS server entries
[] mpert from file

Below please find the configuration settings for each of the available options:

Crawl Web Site

1. General Options

Enter the Email domain(s) for which you want to discover email addresses. For example, if
you enter company.com, the crawler will search for and record all email addresses it finds
that end in @company.com.

Enter the root URLs to Crawl where the crawler should search.

Client-side Information Gathering Wizard

General Options
Specify the domain names to be scanned for possible email address
targets.

Configure the domain names of email addresses to be gathered using the discovery
methods previously selected.

Email domains

example.com X

NOTE: Use commas to separate multiple email domains.

Configure the web site to crawl and discover email addresses in its content.

URLs to crawl
http:/fwww_example.com/

NOTE: Multiple URLs can be configured, which should be separated by commas.

| < Back | Mext = | | Cancel |

2. Web Crawling and Search Engines Options
Set a Max. link depth to crawl to prevent the crawler for navigating too deeply into a site.

Set the Max. number of pages the crawler should process to further limit the reach of the
crawler by number of pages.

Set the Max. web resource download size to limit the crawler by amount of content (in
Kb).
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Client-side Infermation Gathering Wizard

Web Crawling and Search Engines Options
Configure options for web site crawling and search engine results.

®

Configure web site crawling restrictions (this also applies to web sites crawled based on
search engine results).

Maix. link depth to crawl ||'1 =
Manx. number of pages the crawler should process |3UU S

Max. web resource download size {in kilobytes)

10000 <

| < Back | Mext = || Cancel

3. Client-Side Information Gathering Setup

Select Advanced options to enable additional settings in the wizard.
Select HTTP proxy options to enable additional settings in the wizard.

Client-side Infermation Gathering Wizard

Client-Side Information Gathering Setup
Select additional optional settings to setup.

®

Configure advanced Client-Side information gathering options. If these options are not
configured, Impact will use default options and global settings instead.

Advanced options
HTTP proxy oplions

| < Back | Mext = || Cancel

4. Advanced Options

Search inside Microsoft Office, OpenOffice and PDF documents: With this option, Core
Impact will scan the metadata of any found documents and record any pertinent data such
as the path the file was saved to, the original document author, etc.

Restrict document search to crawled domains: Check this option if you do not want Core
Impact to stray outside of the explicit target domain(s). Oftentimes, links to documents
lead to other domains and this option will prevent Core Impact from retrieving those

User Guide

documents.
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Client-side Information Gathering Wizard
|

| Advanced Options |
| Configure the Client-Side information gathering options.

Search inside Microsoft Office, OpenOffice and PDF documents.

| Restrict document search to crawled domains.

| < Back | Mext = | | Cancel |

5. HTTP Proxy Options

Direct connection to the Internet will connect to the Internet without connecting to a

proxy server.

Use the proxy settings defined in the global Network options will follow the settings that

are in the Tools -> Options -> Network form.

Use Internet Explorer proxy settings will follow the settings as defined in your Internet

Explorer preferences.

Use custom proxy settings will follow the proxy settings in the fields just below.

Client-side Information Gathering Wizard

HTTP Proxy Options
Configure the proxy required to request web resources.

(O) Direct connection to the internet
(®) Use the proxy settings defined in the global Metwork options
(:} Use Internet Explorer proxy settings
(:} Use custom proxy settings
I.Address ijfr_tﬂ :

Username Password

| 2l

Exception List

| < Back Finish | | Cancel

Search Engines (Google and Bing)
1. General Options

Enter the Email domain(s) for which you want to discover email addresses. For example, if
you enter company.com, the crawler will search for and record all email addresses it finds

that end in @company.com.
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Client-side Infermation Gathering Wizard

General Options
Specify the domain names to be scanned for possible email address
targets.

®

Configure the domain names of email addresses to be gathered using the discovery
methods previously selected.

Email domains
example.com

MNOTE: Use commas to separate multiple email domains.

| < Back | Mext = || Cancel

2. Web Crawling and Search Engines Options
Set a Max. link depth to crawl to prevent the crawler for navigating too deeply into a site.
Set the Max. number of pages the crawler should process to further limit the reach of the

crawler by number of pages.

Set the Max. web resource download size to limit the crawler by amount of content (in

Kb).

Set the Max. number of results from Google to process.

Set the Max. number of results from Bing to process.

Client-side Infermation Gathering Wizard

Web Crawling and Search Engines Options
Configure options for web site crawling and search engine results.

®

Configure web site crawling restrictions (this also applies to web sites crawled based on
gearch engine results).

Max. link depth to crawl |1 =

Max. number of pages the crawler should process (300 &

Max. web resource download size {in kilobytes) |‘1 0000 &

Configure the number of results from search engines to process.
Max. number of results from Google to process

Max. number of results from Bing to process

|2[] =
|2[] v

| < Back | Mext = || Cancel

3. Client-Side Information Gathering Setup
Select Advanced options to enable additional settings in the wizard.
Select HTTP proxy options to enable additional settings in the wizard.

User Guide

Core Security, a HelpSystems Company

page: 94



Rapid Penetration Test (RPT) / Client Side RPT

Client-side Information Gathering Wizard

Client-Side Information Gathering Setup
Select additional optional settings to setup.

Configure advanced Client-Side information gathering options. If these options are not
configured, Impact will use default options and global settings instead.

Advanced options
HTTP proxy options

| < Back | Mext = | | Cancel |

4. Advanced Options

Search inside Microsoft Office, OpenOffice and PDF documents: With this option, Core
Impact will scan the metadata of any found documents and record any pertinent data such
as the path the file was saved to, the original document author, etc.

Client-side Information Gathering Wizard

Advanced Options
Configure the Client-Side information gathering options.

Search inside Microsoft Office, OpenOffice and PDF documents.

| < Back | Mext = | | Cancel |

5. HTTP Proxy Options

Direct connection to the Internet will connect to the Internet without connecting to a
proxy server.

Use the proxy settings defined in the global Network options will follow the settings that
are in the Tools -> Options -> Network form.

Use Internet Explorer proxy settings will follow the settings as defined in your Internet
Explorer preferences.

Use custom proxy settings will follow the proxy settings in the fields just below.

page: 95 Core Security, a HelpSystems Company User Guide



Rapid Penetration Test (RPT) / Client Side RPT

Client-side Infermation Gathering Wizard

HTTP Proxy Options
Configure the proxy required to request web resources.

(_) Direct connection to the internet
(®) Use the proxy settings defined in the global Network options
(:} Use Internet Explorer proxy settings
() Use custom proxy settings
Address Port

Username Password

Exception List

< Back Finish | | Cancel

LinkedIn

1. General Options
Enter the Email domain(s) for which you want to discover email addresses. For example, if
you enter company.com, the crawler will search for and record all email addresses it finds

that end in @company.com.

Client-side Infermation Gathering Wizard

General Options
Specify the domain names to be scanned for possible email address
targets.

Configure the domain names of email addresses to be gathered using the discovery
methods previously selected.

Email domains
example.com

MOTE: Use commas to separate multiple email domains.

| < Back | Mext = || Cancel |

2. Linkedln Options
In the Configure the company ... field, enter the name of the company whose users you
want to discover. The search will attempt to locate the company in LinkedIn and then
discover users of that company.
In the Set the pattern used ... field, select a Predefined naming convention/pattern of the
target email addresses or enter a custom pattern. Core Impact will attempt to create email
addresses using this convention for the users it locates for the company name entered

above.
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Client-side Information Gathering Wizard

LinkedIn Options
Set the company's name and their email address naming convention.

Configure the company to search LinkedIn for employees:

|Sample Company Name, Inc. |

Set the pattern used by the company to compose email addresses from a person's name.
(@) Predefined pattern
| [first_name]. [last_name] @[domain] V|

() Custom pattern

This is the generated email address for "John Chance Doe" using the spedified pattern:

john.doe@example.com

| < Back | Mext = | | Cancel |

3. Client-Side Information Gathering Setup
Select HTTP proxy options to enable additional settings in the wizard.

Client-side Information Gathering Wizard

Client-Side Information Gathering Setup
Select additional optional settings to setup.

Configure advanced Client-Side information gathering options. If these options are not
configured, Impact will use default options and global settings instead.

HTTP proxy options

| < Back | Mext = || Cancel |

4, HTTP Proxy Options

Direct connection to the Internet will connect to the Internet without connecting to a

proxy server.

Use the proxy settings defined in the global Network options will follow the settings that

are in the Tools -> Options -> Network form.

Use Internet Explorer proxy settings will follow the settings as defined in your Internet

Explorer preferences.

Use custom proxy settings will follow the proxy settings in the fields just below.
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Client-side Infermation Gathering Wizard

HTTP Proxy Options
Configure the proxy required to request web resources.

(_) Direct connection to the internet
(®) Use the proxy settings defined in the global Network options
O Use Internet Explorer proxy settings

O Use custom proxy settings
Address Port

Username Password

Exception List

| < Back Finish | | Cancel

PGP, DNS and WHOIS server entries

1. General Options
Enter the Email domain(s) for which you want to discover email addresses. For example, if
you enter company.com, the crawler will search for and record all email addresses it finds

that end in @company.com.

Client-side Infermation Gathering Wizard

General Options
Specify the domain names to be scanned for possible email address

targets.

Configure the domain names of email addresses to be gathered using the discovery
methods previously selected.

Email domains
example.com

MOTE: Use commas to separate multiple email domains.

| < Back | Mext = || Cancel |

2. Client-Side Information Gathering Setup
Select HTTP proxy options to enable additional settings in the wizard.
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3.

Client-side Information Gathering Wizard

Client-Side Information Gathering Setup
Select additional optional settings to setup.

Configure advanced Client-Side information gathering options. If these options are not
configured, Impact will use default options and global settings instead.

HTTP proxy options

| < Back | Mext = | | Cancel |

HTTP Proxy Options

Direct connection to the Internet will connect to the Internet without connecting to a

proxy server.

Use the proxy settings defined in the global Network options will follow the settings that

are in the Tools -> Options -> Network form.

Use Internet Explorer proxy settings will follow the settings as defined in your Internet

Explorer preferences.

Use custom proxy settings will follow the proxy settings in the fields just below.

Client-side Information Gathering Wizard

HTTP Proxy Options
Configure the proxy required to request web resources.

(O) Direct connection to the internet
Use the proxy settings defined in the global Metwark options

() Use Internet Explorer proxy settings
() Use custom proxy settings
Address Port

Username Password

| 2l

Exception List

< Back Finish | | Cancel

Import from file

page: 99

1.

Importing Options

Core Security, a HelpSystems Company

User Guide



Rapid Penetration Test (RPT) / Client Side RPT

Click the ellipsis (E]) button and navigate to the import file containing the email
addresses. The file can be one of the following:

o .CSV file: Use "email" and "name" columns
o .TXT file: email addresses delimited by a comma

Client-side Infermation Gathering Wizard
Importing Options
Setup importing emails options.

Provide a csv file with columns email and name or a text file with addresses separated

by a comma.
L]

When you have reached the end of your configurations, click the Finish button. The Wizard will
close and the Client-side Information Gathering module will begin. You will be able to see its
progress in the Executed Modules pane. Once completed, the Module Output pane will display
the step's findings. Click to the Client Side tab of the Entity View to see the new email addresses
that were found by the module (see Client Side View for more information).

Client-Side Attack Phase: Attack and
Penetration

Once the target email addresses have been identified and added to Core Impact's database, you
can then use the Client-side Attack and Penetration step of the Client-side RPT process to attack
one or more end-users. This wizard guides you step-by-step through the process of selecting
email address targets, the attack type, selecting the attack category (e.g., web browser, email
client, attachment, or Trojan attack), and selecting an email template to use for the client-side
attack. You can customize each email to increase the authenticity of the attack and the likelihood
that an untrained end-user will fall for a social engineering attack. If an end-user's system is
compromised with a client-side attack, an agent is deployed and you can then pivot (see Set as
Source) from that agent to run network attacks using the Network RPT process from inside your
network thus bypassing any perimeter defenses.

You can also opt to deliver a client-side exploit using a means other than email. For example, you
may want to load the attack files onto a USB drive or otherwise distribute the files to target
users. For details on this process see the Decoupling the Attack Vector from the Exploit
Mechanism section.

User Guide Core Security, a HelpSystems Company page: 100



Rapid Penetration Test (RPT) / Client Side RPT

The Client-side Attack and Penetration wizard has many option paths that can vary depending
on the settings you choose. To begin the Attack and Penetration:

1. Click Client-side Attack and Penetration and the Wizard will appear. Click the Next
button to begin.

2. Select the Attack Type
« Single exploit attack: This option will send 1 attack in an email to your targets.

o Multiple exploits attack: This option will send several different attacks via email to
your targets.

Attack Type Selection

Client-side Attack and Penetration Wizard
Attack Type Selection
Select the client-zide attack type.

(® Single exploit attack: This will perform one attack via an email to your target
users.

() Multiple exploits attack: This will perform several attacks via an email to your
target users.

| < Back | Next = | | Cancel |

Below please find the configuration settings for each of the available options:
Single Exploit Attack

1. Targeting with Single Exploit.
Select the desired Exploit type:
« Web Browser: These attacks take advantage of web browser vulnerabilities or web
browser plug-ins. The email recipient must click on a link that opens a web page.
The web page will be pre-established by Core Impact to launch an attack against
the user's system.

« Mail Client: These exploits take advantage of vulnerabilities in the recipient's email
client software.

o Attach: These attacks require that an attachment be opened by the email recipient.
The attachment will be pre-designed to exploit vulnerabilities in a third party
application.

o Trojan: These involve attaching an agent to the email. If a user executes the
attachment, the agent is deployed on their machine. This option includes some
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unique configurations - see Settings for Trojan Attack on page 113.

Client-side Attack and Penetration Wizard

Targeting with Single Exploit
Select the client-side exploit type.

(®) Web Browser: Exploits web browser and browser plug-in vulnerabilities via a link
that is emailed to the targeted users. When the users dick on the link, a web
browser is opened and the vulnerability is exploited.

(7 Mail Client: Sends an email that exploits mail dient vulnerabilities when the email is
opened by the targeted users.

() Attach: Exploits third-party vulnerabilities via an attachment that is emailed to the
targeted users. When (jf) users with vulnerable applications open the attachment,
their computers are compromised.

(:} Trojan: Fackages an agent and emails it to the targeted users as an attachment.
The agent is installed when the users open the attachment.

| < Back | Mext = || Cancel |

2. Exploit selection method
Exploit List: Select this option if you want to specify which exploit should be targeted on
compromised hosts. Then click the Change ... button to select an exploit or module name
to send in your attack.
Target Application List: Select this option if you want to specify an application to target,
then select from the Application drop-down menu. Core Impact will send the most recent
exploit for that application.

Client-side Attack and Penetration Wizard

Exploit selection method
Define how you would like the exploit to be chosen.

(®) Exploit list: View the complete list of available exploits and choose the specific
exploit you wish to use.

Exploit:
Advantech WebAccess nvA1Media Caption Hez

Change...

::} Target application list: Select the application you wish to target. The wizard wil
use the most recent exploit available that targets your chosen application.

Application:

| < Back | Mext = || Cancel |

3. Email Target Selection
Click the From: button to select an address that will appear in the header of the email
being sent. Click the To: button to select recipient email addresses from the Entity
Database's Client Side View.
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If the desired addresses are not yet in the Client Side View, you can add them using the
same procedure as if you were working in the Client Side View directly. Right-click in the
view, then select New...,, then select Email.

Client-side Attack and Penetration Wizard
Email Target Selection
Specify the target email addresses.

Select email address:

| From: |j0hn doe@example.com |

MNote that if the mail server that you are using to send the emails is not configured as an
open relay {very likely) you will need to use a valid email address from the target domain
in the From field, elze the attack emails will bounce.

Select email address(es) to target:

| To: |jane doe@example.com
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4. Email Template Selection

Predefined email template:Core Impact includes several email templates that you can
use to craft your Client-side attack.

Import and edit email from email client: You can use an actual email (from either
Outlook or Thunderbird) as the basis for a new template.

Client-side Attack and Penetration Wizard
Email Template Selection
Select the email template options.

® Predefined email template: Use a predefined email template.

MOTE: You can also browse and select a HTML page to be used as the attack
email's body.

(:} Import and edit email from email client: Use a saved email from dient email
as a template.

®) Outlook - Save As HTML from browser: Import an email saved az HTIV

Thunderbird - Save As EML: Import an email saved as EML

| < Back | MNext = | | Cancel |

5. End User Experience

Core Impact ships with several email templates that are located in
$ProgramData$\IMPACT\components\modules\classic\install\template
s. You can customize these templates to maximize the chance that your users will take
action in the email. Click the ellipsis button to select a new template, or to modify the one
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that is selected. When working on the Email template, click to the Edit tab (shown below)
and modify as needed. In addition to customizing the body text, you can add tags to the
email so that it contains data that is specific to the recipient and will therefor appear more
legitimate.

Email Subject: Enter the text you would like to appear as the subject of the email. This will
be populated by default but you can over-write the text.

Select CSV file for targets' data tags: By default, the email templates only include a
handful of basic tags. If you'd like to add more tags to the email, you can import the tags
and their values using a .csv file. The .csv file must be formatted in the following way:

« Row 1: the names of the tag fields. The first tag name must be 'target’

e Rows 2 - x: the values of the tags. The 'target' value must be the email address of
the target

Below is an example of how the .csv may appear:

target, nickname, company, position
john.doe@example.com, Johnny, JD Corp, VP of Customer Support
az@core.sec, Azzo, JD Corp, Secretary

After importing the .csv file, you can edit the template and reference content from the
.csv file by using the custom tag: <$csv: [field name] %>. For example,
<%csv:nickname%> oOr <%csv:position%>.

Client-side Attack and Penetration Wizard

End User Experience St cnslbody ol e HTHL p
Define the email to be sent and page to be displayed to victims. B

Select a email template (or browse for HTML page to be used as the attack emails be
[ \ProgramData\IMPACT\components\modules\classiclnstallte X K[

Email Subject:
[Undelivered Mail Retumed to Sender |

Select CSV fie for targets data tags:

=

<Back Next > Cancel

6. Client-side Attack Setup

User Guide

Select additional options to configure.

Client-side Attack and Penetration Wizard

Client-Side Attack Setup
Select additional optional settings to setup.

Configure advanced Client-Side attack options. If these options are not configured,
Impact will use default options and global settings instead.

Advanced options

Agent communication options

Post exploitation actions options

Mail sending options

Web server options

< Back Mext = | | Cancel
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7. Advanced Options

Wait indefinitely for incoming connections: Core Impact will wait indefinitely for
connections from email recipients.

Wait for incoming connections until: You can specify the date and time when Core Impact
will stop accepting incoming connections from email recipients and, optionally, whether
the deployed agents should expire following the completion of the attack.

Optionally select a URL obfuscation service to mask the URL that will be used in the
email.

Enter a Display Page URL which represents the web page the attack target user will see
while the attack is in progress.

Client-side Attack and Penetration Wizard

Advanced Options
Configure the Client-Side attack options.

Define if thiz test should run for an explict number of hours or should run
indefinitely.

(®) Wait indefinitely for incoming connections.

() Wait for incoming connections until: 1/24f2018 j |11:12 j

[[] obfuscate URL
NOTE: Use of this service requires both the current host and the intended
redpients of the emails to have Internet connectivity.

Enter the URL of the page to be displayed in the victim's browser while the attack is
running.

Display page URL: |

| < Back | Mext = | | Cancel |

8. Agent Communication Settings
Select a Connection Method as one of the following:
o Connect from target
o HTTP Channel
o HTTPS Channel

Optionally, enter an Incoming connection port for agents to connect to on the Core
Impact console or the current Source Agent.
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Client-side Attack and Penetration Wizard

Agent Communication Settings
Customize the settings for agent communications.

Connection method for the agent to communicate with the console or current Source
Agent. IFHTTP channel is selected then the communication automatically uses HTTR
traffic over port 80.

Connection Method: | HTTPS channel W

Configuration of the TCP part where the deployed agent will connect back to the console
or current Source Agent.

< Back Mext = | | Cancel

9. Post Exploitation Options
Grab SMB credentials
With this option checked, Core Impact will attempt to force the target to authenticate to
the web server with its encrypted SMB credentials (NTLM challenge/response). If
successful, Core Impact operators can export these challenge/responses in John the
Ripper format. Check the SMB Encrypted Credentials Exporter module for more
information.
Automatically run modules on agents as they are deployed
With this option checked, Core Impact will automatically run a module that you select
when an agent is deployed on a target system. You can then determine whether the
module is executed once per exploited host or once per deployed agent. In the below
example, the Make Agent Persistent module will be run for each host where an agent is
deployed.

Client-side Attack and Penetration Wizard
Post Exploitation Actions
Setup actions to be performed on exploitation.

] Grab 5ME credentials.

[ Automatically run a module on agents as they are deployed.

Select module to autorun:

Post Exploitation Options will have any deployed agents perform automatic post
exploitation actions on the exploited system. Some of these actions indude:

« GetScaeenshot « Password Dumps
« GetCurrentUsername « GetMetwork Routes
+ GetUsers and Groups

Note: You can also select a Macro that has been flagged as auto runnable. Learn how to
do that here.

< Back MNext = | | Cancel
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10. Email Sending Settings

Enter the SMTP Server and SMTP Port for your email SMTP server. Optionally, choose
STARTTLS as the Connection security and then enter the Username and Password for
your SMTP server.

If you want to limit the number of emails that are sent at one moment, set a Chunk Size.
This value will determine the maximum number of emails that will be sent at one time.

Enter the Delay (in seconds) that you want Core Impact to wait in between sending
chunks of email in this attack.

Client-side Attack and Penetration Wizard

Email Sending Settings
Customize the settings for sending emails.

If a SMTP server is not provided, a DMS guery will be done to find the MX record for the
SMTF server for each target domain.

SMTF server: |

SMTF port: I;_: Connection security: one W

User name: I

Password: I ;I

Mumbers of targets in each chunk

Chunk size:

Set the time to wait between chunks (in seconds)

Delay(s):
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11. Web Server Settings

The web server used in the attack can be run on any active agent that was previously
deployed. This feature is convenient in situations where the potential targets might not be
able to connect directly to the machine where Core Impact is running. When using the
localagent (the default) for the web server, make sure the target workstations will be able
to connect to it. If the computer running Core Impact is sitting behind a NAT device, you
must activate and configure the NAT support in Network Options and configure your
NAT device to redirect the appropriate ports back to the computer running Core Impact.
Check to ensure that the Port value of the Web Server module (80 by default) is also
redirected.

Enter the Agent and URL components to be sent to attack target users:
Agent: Select the agent that will host the HTTP server linked to in the emails.
Port: Enter the port on which the HTTP server will listen.

Check the Use Secure Socket Layer option and configure, if using.
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Client-side Attack and Penetration Wizard

Web Server Settings
Customize the Web Server used for the attack.

®

Select the agent that will host the HTTP server linked to in the emails.

[--]

Agent: |Ioca|agent

Select the port the HTTP server will listen for requests on.

Port:

[] use Secure Socket Layer(S5L)

Certificate: I

Private key: I
Passphrase: I

< Back Finish

| | Cancel

Multiple Exploit Attack

1.

Email Target Selection

Click the From: button to select an address that will appear in the header of the email
being sent. Click the To: button to select recipient email addresses from the Entity

Database's Client Side View.

If the desired addresses are not yet in the Client Side View, you can add them using the
same procedure as if you were working in the Client Side View directly. Right-click in the

view, then select New..., then select Email.

Client-side Attack and Penetration Wizard

Email Target Selection
Specify the target email addresses.

®

Select email address:

| From: |j0hn doe@example.com |

in the From field, else the attack emails will bounce.

Select email address(es) to target:

Mote that if the mail server that you are using to send the emails is not configured as an
open relay (very likely) you will need to use a valid email address from the target domain

| To: |jane doe@example.com

| < Back | Mext = || Cancel |

2. Email Template Selection
Predefined email template:Core Impact includes several email templates that you can use

User Guide

to craft your Client-side attack.

Import and edit email from email client: You can use an actual email (from either Outlook

or Thunderbird) as the basis for a new template.

Core Security, a HelpSystems Company
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Client-side Attack and Penetration Wizard

Email Template Selection
Select the email template options.

®

(® Predefined email template: Use a predefined email template.

MOTE: You can also browse and select a HTML page to be used as the attack
email's body.

() Import and edit email from email client: Use a saved email from dlient email
as a template.

® Outlook - Save As HTML from browser: Import an email saved as HTML

Thunderbird - Save As EML: Import an email saved as EML
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3. End User Experience

Core Impact ships with several email templates that are located in
$ProgramData$\IMPACT\components\modules\classic\install\template
s. You can customize these templates to maximize the chance that your users will take
action in the email. Click the ellipsis button to select a new template, or to modify the one

that is selected.

Email Subject: Enter the text you would like to appear as the subject of the email. This
will be populated by default but you can over-write the text.

Select CSV file for targets' data tags: By default, the email templates only include a
handful of basic tags. If you'd like to add more tags to the email, you can import the tags
and their values using a .csv file. The .csv file must be formatted in the following way:

« Row 1: the names of the tag fields. The first tag name must be 'target'
e Rows 2 - x: the values of the tags. The 'target' value must be the email address of

the target
Below is an example of how the .csv may appear:
target,
john.doe@example.com, Johnny,
az@core.sec, Azzo,

nickname, company, position
JD Corp, VP of Customer Support
JD Corp, Secretary

After importing the .csv file, you can edit the template and reference content from the
.csv file by using the custom tag: <$csv: [field name] %>. For example,

<%csv:nickname%> o0or <$csv:position%>.

Client-side Attack and Penetration Wizard

End User Experience
Define the email to be sent and page to be displayed to victims.

T
oyt e HTL -

Select a emal template for browse for HTML page to be used as the attack emal's bodi:

[E:ProgramataimPACT e X U—

|Undelivered Mail Retumed to Sender |

Message prorty:

Select CSV file for targets'data tags:
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4. Client-side Attack Setup
Select additional options to configure.

Client-side Attack and Penetration Wizard

Client-Side Attack Setup
Select additional optional settings to setup.

Configure advanced Client-Side attack options, If these options are not configured,
Impact will use default options and global settings instead.

Advanced options

Agent communication options

Mail zending options

\Web server options
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5. Advanced Options
Wait indefinitely for incoming connections: Core Impact will wait indefinitely for
connections from email recipients.

Wait for incoming connections until: You can specify the date and time when Core Impact
will stop accepting incoming connections from email recipients and, optionally, whether
the deployed agents should expire following the completion of the attack.

Optionally select a URL obfuscation service to mask the URL that will be used in the
email.

Enter a Display Page URL which represents the web page the attack target user will see
while the attack is in progress.

Client-side Attack and Penetration Wizard

Advanced Options
Configure the Client-Side attack options.

Define if this test should run for an explicit number of hours or should run
indefinitely.
(®) Wait indefinitely for incoming connections.

j |11:12 =

(O Wait for incoming connections until: | 1/24/2018

[] obfuscate URL
MNOTE: Use of this service requires both the current host and the intended
redpients of the emails to have Internet connectivity.
Enter the URL of the page to be displayed in the victim's browser while the attack is
running.
Display page URL: |

< Back Mext = | | Cancel

User Guide Core Security, a HelpSystems Company page: 110



Rapid Penetration Test (RPT) / Client Side RPT

6. Agent Communication Settings
Select a Connection Method as one of the following:
o Connect from target
o HTTP Channel
o HTTPS Channel

Optionally, enter an Incoming connection port for agents to connect to on the Core
Impact console or the current Source Agent.

Client-side Attack and Penetration Wizard

Agent Communication Settings
Customize the settings for agent communications.

Connection method for the agent to communicate with the console or current Source
Agent. If HTTP channel is selected then the communication automatically uses HTTP
traffic over port 80.

Connection Method: | HTTPS channel W

Configuration of the TCP part where the deployed agent will connect back to the console
or current Source Agent.

® Lz a random high port
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7. Email Sending Settings

Enter the SMTP Server and SMTP Port for your email SMTP server. Optionally, choose
STARTTLS as the Connection security and then enter the Username and Password for
your SMTP server.

If you want to limit the number of emails that are sent at one moment, set a Chunk Size.
This value will determine the maximum number of emails that will be sent at one time.

Enter the Delay (in seconds) that you want Core Impact to wait in between sending
chunks of email in this attack.
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Client-side Attack and Penetration Wizard

Email Sending Settings
Customize the settings for sending emails.

If a SMTP server is not provided, a DMS guery will be done to find the MX record for the
SMTF server for each target domain.

SMTF server: |

SMTP port: IQE Connection security: MNone '

User name: I

Password: I ;l

Mumbers of targets in each chunk

Chunk size:

Set the time to wait between chunks (in seconds)

Delay(s):
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8. Web Server Settings

User Guide

The web server used in the attack can be run on any active agent that was previously
deployed. This feature is convenient in situations where the potential targets might not be
able to connect directly to the machine where Core Impact is running. When using the
localagent (the default) for the web server, make sure the target workstations will be able
to connect to it. If the computer running Core Impact is sitting behind a NAT device, you
must activate and configure the NAT support in Network Options and configure your NAT
device to redirect the appropriate ports back to the computer running Core Impact. Check
to ensure that the Port value of the Web Server module (80 by default) is also redirected.
Enter the Agent and URL components to be sent to attack target users:

Agent: Select the agent that will host the HTTP server linked to in the emails.

Port: Enter the port on which the HTTP server will listen.

Check the Use Secure Socket Layer option and configure, if using.

Client-side Attack and Penetration Wizard

Web Server Settings
Customize the Web Server used for the attack.

Select the agent that will host the HTTP server linked to in the emails.

Agent: |Iocalagent |E|

Select the port the HTTP server will listen for requests on.

[] Use Secure Socket Layer(35L)

Certificate: I

Private key: I

Passphrase: I ;l

< Back Finish | | Cancel

Core Security, a HelpSystems Company page: 112



Rapid Penetration Test (RPT) / Client Side RPT

When you have reached the end of your configurations, click the Finish button. The Wizard will
close and the Client-side Attack and Penetration modules will begin. You will be able to see
progress in the Executed Modules pane. Once completed, the Module Output pane will display
the step's findings.

Settings for Trojan Attack

1. Select the Trojan Packing and Delivery:
This step allows you to determine how the Trojan attack is packaged before it is emailed
to your targets. Select from the following options:
« Not Packed: Trojan will be sent as an executable file (.exe).
o PKZIP: Trojan will be sent as a PKZIP compressed file.
o GZIP: Trojan will be sent as a GZIP compressed file.
o Microsoft Excel: This option will package the trojan inside of a Microsoft Excel

macro. Browse to select your Excel file and then click the Next button to configure
the Duration of Client-side Attack.

« Adobe Acrobat: This option will package an agent into a .pdf file. Browse to select
your .pdf file and then click the Next button to configure the Duration of Client-
side Attack.

« Infected binary:This option will package an agent into an .exe file. Browse to select
your .exe file and then click the Next button to configure the Duration of Client-
side Attack.

Then click the Next button.

Trojan Packing and Delivery
Client-side Attack and Penetration Wizard

Trojan Packing and Delivery
Select how the Trojan agent will be packed and custormize its
delivery.

@ Not Packed: An executable agent, in binary .exe format, is emailed to the
targeted users as an attachment. The agent is installed when the user opens it

() PK2IP: Packs an agent into a PKZIP file and emails it to the targeted users as an
attachment, The agent is installed when the user unzips it and opens the Ffile.

(7) GZIP: Packs an agent inko a gzip file and emails it to the targeted users as an
attachment, The agent is installed when the user unzips it and opens the File,

() Microsoft Ercel: Packs an agent with a VBA macra and injects into an Excel fils,
The packed agent is emailed ko the targeted users as an attachment.

(*) Adobe Acrobat: Facks an agent in a copy of a given pdf file. The infected pdf
file is emailed to the targeted users as an attachment, Supported Adobe Reader
versions range From v07 ko v9.3.3, excluding 'Secured' files.

"~ Infected Binary: Infects a copy of a given exe file, The infected file is emailed
to the kargeted users as an attachment.
File name:

< Back ” Text = ][ Cancel

2. Select the Target Platform:
For Trojan attacks, select the platform of the system where the Trojan is going to be
received and launched.

Then click the Next button and skip to the Duration of Client-side Attack section of this
guide.
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Target Platform

Client-side Attack and Penetration \Wizard

Target platform
Select the target platform for the trojan attack.

Select the platform targeted by the krojan attack:

@ Windows
) Linuxg

) Solaris
) MacDsx
() OpenB5D
) AIX

) FreeBSD

% Back ” Mext = ][ Cancel

®

Advanced Client-Side Attack Options

Decoupling the Attack Vector from the Exploit Mechanism

Client-side testing in Core Impact allow you to send email to target users and have their actions
in the email trigger an exploit. You may, however, wish to deliver the attack with a means other
than email (e.g. a file share server or site or via a USB stick). If so, you can accomplish this by
launching the exploit module manually and changing the delivery method. To do this:

1.

2.
3.

User Guide

Click the Modules tab to access the Modules View (make sure the Client Side tab in the

Entity view is active).
Expand the Exploits folder, then the Client Side folder.

Under the Client Side folder, double-click the exploit that you wish to launch. This will

open the exploit's email template.

On the template window, click the Switch to File button.

Switch to File button

@ Send Mail - template: C\ProgramD. Ticomper \medules\classichinstallternplates\Attachifil..  — (m] *
» O l&8 & &
Switch to File Open Save As Parameters
Fiom..,
To..
Subject. [Fles
Praview Eddt

Here are the files I told you about... Download

Core Security, a HelpSystems Company
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5. The form will change to the File Generation for Decoupled Attack form that contains 2
fields:

o Attack Description: A text description of the attack file.

o Select location to save ... : The path to the folder on your system where you want
Core Impact to save the attack file. Use the ellipsis (D) button to navigate to the
desired location.

File Generation for Decoupled Attack

(@ File Generation for Decoupled Attack - O ®
(GsneratEFiIE Switch to Email  Parameters

Attack Description: [For example; 'PDF fle copied to USE diives and scattered autside of office entrance’)

|PDF file on flash drive ‘

Select lacation to save the generated fiefs)

|C\Lugs | |:|

Complete the 2 fields and press the Generate File button.

6. Core Impact will generate the attack file(s) and place it in the location you specified. You
can then deliver the attack according to your test plan.

Agent Auto Injection

Client-side exploits automatically enable the deployed agent to escape to a different process
rather than running in the one originally exploited. This is an important discriminator of Core
Impact commercial-grade exploits because it ensures that the agent will continue working even
after the end-user exits the client-side application or if the client-side application becomes
unstable after exploitation.

For example, the IE IFRAME Buffer Overflow exploit takes advantage of a vulnerability in IE
and deploys an agent into IE's iexplore.exe process. After exploitation, IE may become
unresponsive, and it is very likely that the end-user driving it will restart it, eliminating the
agent in the process. In this example, after the agent is successfully deployed the Module Log
says:

escaping to process: c:\winnt\explorer.exe, pid: 1408

This log line indicates that the agent will attempt to escape to the explorer.exe process on PID
1408. After injecting a new agent into this process, the new agent will connect back to the
console and the old agent will terminate. That is why you will see two new agents appear on the
Entity View (one alive and one uninstalled) when using exploits with this functionality. To learn
more about agent auto injection see Agent Auto Injection.

Agent Connection Parameters

By default, when a Client-side exploit is executed, the new agent communicates back to the
source agent (usually the localagent). If you want to use a different agent for this, you can do so
by configuring and launching the exploit manually through the Modules View.

To do this:

1. Click the Modules tab to access the Modules View.
2. Expand the Exploits folder, then the Client Side folder.
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3. Under the Client Side folder, double-click the exploit that you wish to launch. This will

open the exploit's email template.

4. On the template window, click the Parameters button.

5.

Client-side Exploit Parameters button

® Send Mail - template: C/\Prog Ticormper dules\classicinstalliternplates\Attachifil..  — o x
— &
9 = &= =] &
Switch to File Open Save As Parameters

Foe |

To... [iehr doe@exampts com |
Subject | Fies |

Preview Edt

Here are the files I told you about,.. Download

The exploit's parameters form will open.
Expand the Agent Connection section.

6. To select a different agent for the exploit's agent to communicate back to, click in the

7.

Agent field and then click the ellipsis (D) button.
Client-side Exploit Parameters

ACDS5ee XPM File Handling Buffer Overflow Exploit

MName Value 63
EMail Sending
Obfuscate URL Mo

AGEMT EXPIRATION
AGENT EXPIRATION DATE
Advanced
= Agent Connection

Use global settings

CONMNECTION METHOD HTTF channel
AGENT |—‘)
Autorun
Digolay Page URL 7

Press F1 to view help on selected parameter.

Help

Cancel

In the Select Agent Connection window, locate and place a check next to the desired

agent, then click the OK button.

8. Continue to configure the client-side exploit and launch the attack.

User Guide
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Client-Side Attack Phase: Phishing

Once the target email addresses have been identified and added to Core Impact's database, you
can then use the Client-side Phishing RPT process to attack one or more end-users with a
Phishing attack. This wizard guides you step-by-step through the process of selecting email
address targets, selecting the Phishing type (browser redirect or web page clone), and selecting
an email template to use for the Phishing attack. You can customize each email to increase the
authenticity of the attack and the likelihood that an untrained end-user will fall for a social
engineering attack. You can even import an actual email (from Outlook or Thunderbird) to
create your Phishing email. If an end-user is fooled by a Phishing attack and clicks the link or
enters sensitive information, Core Impact will record this information.

The Client-side Phishing wizard has many option paths that can vary depending on the settings
you choose. To begin the Phishing attack:

1. Click Phishing and the Wizard will appear. Click the Next button.

2. On the Phishing Type Selection form, select which type of Phishing attack you want to
run:

« Web Page Redirect: This option will simulate the first component of a Phishing
attack whereby users receive an email containing a link and, if users click the link,
their email address will be flagged in the Client Side entity view. This test will
illustrate how careful your user community is when receiving links via email. If
selecting this test, enter the URL where the browser is redirected after the user
clicks the link.

o Web Page Clone: This option will simulate a complete Phishing attack whereby
users receive an email containing a link and, if users click the link, they are taken to
a false front web page and are prompted to enter sensitive data (username,
password, etc). If selecting this test, enter the URL of the web form that you want
Core Impact to impersonate. For example, if you want the test to impersonate a
bank login screen, enter the URL for the actual site (e.g.
http://www.samplebank.com). When Core Impact executes the test, it will navigate
to and copy the framework of the actual page and host it as a landing spot for users
who click the link within the test's email. The page that Core Impact hosts will look
exactly like the real site.

« If any users enter data into the test's web form, Core Impact will save the
data they entered, illustrating how a real Phishing attack can capture
sensitive data. Uncheck the Save submitted form data option if you do not
want Core Impact to save this data.

« Redirect user after data submission: If users enter data into the test's web
form - falling victim to your simulated Phishing attack - you might want to
redirect them to a web page that tells them of their error and reiterates the
caution one must take when clicking links within emails. Check this option
and enter a URL for the redirect page.

Phishing Type Selection
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Client-side Phishing Wizard

Phishing Type Selection
Select the kind of client-side Phishing you want to perform

(®) Web Page Redirect: This will perform a phishing attack and redirect the user's
browser to the URL provided below:

|mwv.g00g|e_com

(") Web Page Clone: Core Impact will host and impersonate the web page entered.
Enter the URL of the web page to be impersonated

7| Save = =
o
Enter the URL of the web form to be redirect
< Back Mext = | | Cancel
Click Next.

3. Click the From: button to select an address that will appear in the header of the email
being sent. Click the To: button to select recipient email addresses from the Entity
Database's Client Side View.

If the desired addresses are not yet in the Client Side View, you can add them using the
same procedure as if you were working in the Client Side View directly. Right-click in the
view, then select New..., then select Email.

Click the Next button.

Email Target Selection
Client-side Phishing Wizard

Email Target Selection
Specify the target email addresses.

Select email address:

| From: |john doe@example com |

Mote that if the mail server that you are using to send the emails is not configured as an
open relay (very likely) you will need to use a valid email address from the target domain
in the From field, else the attack emails will bounce.

Select email address(es) to target:

| To: |jane doe@example.com

| < Back | Mext = || Cancel |

4. Email Template Selection

Predefined email template:Core Impact includes several email templates that you can use
to craft your Client-side attack.
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Import and edit email from email client: You can use an actual email (from either
Outlook or Thunderbird) as the basis for a new template.

Client-side Phishing Wizard
Email Template Selection
Select the email template options.

(@ Predefined email template: Use a predefined email template.

MOTE: You can also browse and select a HTML page to be used as the attack
email's body.

() Import and edit email from email client: Use a saved email from dient email
as a template.

® Outlook - Save As HTML from browser: Import an email saved as HTI

Thunderbird - Save As EML: Import an email saved as EML

| < Back | Mext = | | Cancel |

5. Complete the End User Experience form. Core Impact ships with several email templates

that are located in
$ProgramData$\IMPACT\components\modules\classic\install\template
s. You can customize these templates to maximize the chance that your users will take
action in the email. Click the Change button to select a new template, or to modify the
one that is selected.

. Email Subject: Enter the text you would like to appear as the subject of the email. This

will be populated by default but you can over-write the text.

Select CSV file for targets' data tags: By default, the email templates only include a
handful of basic tags. If you'd like to add more tags to the email, you can import the tags
and their values using a .csv file. The .csv file must be formatted in the following way:

o Row 1: the names of the tag fields. The first tag name must be 'target’

« Rows 2 - x: the values of the tags. The 'target' value must be the email address of
the target

Below is an example of how the .csv may appear:

target, nickname, company, position
john.doe@example.com, Johnny, JD Corp, VP of Customer Support
az@core.sec, Azzo, JD Corp, Secretary

After importing the .csv file, you can edit the template and reference content from the
.csv file by using the custom tag: <¢csv: [field name]%>. For example,
<%csv:nickname%> oOr <%csv:position%>.

End User Experience
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Client-side Phishing Wizard

End User Experience
Define the email to be sent and page to be displayed to victims.

®

Select a email template {or browse for HTML page to be used as the attack email's body):
|C '-.F'rogramData'-.If'v"IF'ACT'-.compnnentS'-.modules'-.c:Iassic'-.install'-.templ

Email Subject:
|Securityr policies update - Please read |

Message priority:

Inserts an image into the email body and registers the targets that have requested it

Select CSV file for targets' data tags:

| L]

| < Back | Mext = || Cancel |

« The template form has Preview and Edit tabs. Make any changes on the Edit tab and

use the Preview tab to see how your email will a
Edit and Preview Email Template

ppear to recipients.

| Body Temglate
Seect body templaly
:t\unuﬂuhuiutdhsmﬁnuumwnPhtTuxntxnuiﬂnmanhden:nﬂuluunuusnhmnm

Fraviews Edit

Tags: <¥headinserchr <Abodyinserch> <ATohr

<hwebbaghr u.; E Actions:

Linmvaamsdadd x| | |

=

1 <heml

2] <head>
<Aheadinsertiy

4| /heads

5 <body>

5 cAbodyinserchs
The original message was received from root@localhost<br>
<nrs

----- The following addresses had permanent facal errors -----<be>
<htod>
(reascn: 550 5.1.1 User unknown)<br>
<br>
----- Transcript of session follows ----- <br>
550 5.1.1
<ATOA>
+» User unknown<brsr
<br>

crlinkbeginks
Click here if you can'e
<himagecagily

il

8¢ the EEXE.<ilinkends>

)

[ e |

Within the email template file, you can include several tags that may bring further

authenticity to the email:
o <%to%> target email address

o <%from%> source email address (spoofed)

o <%subject%> Subject entered in the email

o <%linkbegin%> This text will appear linked to the attack url <%linkend%>

o <%username%> Replaces the name of the

Core Security, a HelpSystems Company

target

page: 120



Rapid Penetration Test (RPT) / Client Side RPT

o <%imagetag%> This tag will render to a 1 pixel image. If the email recipient
allows their email client to display external elements, this image will be
requested of the Core Impact web server. Core Impact will then record that
the email has been viewed.

Click the OK button when your template is complete.
Click the Next button.
7. Client-side Phishing Attack Setup
Select additional options to configure.

Client-side Phishing Wizard

Client-Side Phishing Attack Setup
Select additional optional settings to setup.

Configure advanced phishing attack options. If these options are not configured, Impact
will use default options and global settings instead.

Advanced options

Mail zending options

Web server options

| < Back | Mext = || Cancel |

8. Advanced Options

Wait indefinitely for incoming connections: Core Impact will wait indefinitely for
connections from email recipients.

Wait for incoming connections until: You can specify the date and time when Core Impact
will stop accepting incoming connections from email recipients and, optionally, whether
the deployed agents should expire following the completion of the attack.

Grab SMB credentials: With this option checked, Core Impact will attempt to force the
target to authenticate to the web server with its encrypted SMB credentials (NTLM
challenge/response). If successful, Core Impact operators can export these
challenge/responses in John the Ripper format. Check the SMB Encrypted Credentials
Exporter module for more information.

Optionally select a URL obfuscation service to mask the URL that will be used in the
email.
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Client-side Phishing Wizard

Advanced Options
Configure the phishing attack options.

Define if this test should run for an explicit number of hours or should run
indefinitely.

(@) Wait indefinitely for incoming connections

~ ] . ) ) o —T ) =
) Wait for incoming connections until: 1 /24f2018 j I 12:52 =1
[] Grab 5ME credentials

[[] obfuscate URL

MOTE: Use of this service requires both the current host and the intended
recipients of the emails to have Internet connectivity.

| < Back | Mext = || Cancel |

On the Email Sending Settings form:

a. Enter the SMTP Server and SMTP Port for your email SMTP server. Optionally,
choose STARTTLS as the Connection security and then enter the Username and

Password for your SMTP server.

b. If you want to limit the number of emails that are sent at one moment, set a Chunk
Size. This value will determine the maximum number of emails that will be sent at

one time.

c. Enter the Delay (in seconds) that you want Core Impact to wait in between sending

chunks of email in this attack.
Then click the Next button.
Email Sending Settings

Client-side Phishing Wizard

Email Sending Settings
Customize the settings for sending emails.

If a SMTP server is not provided, a DMS guery will be done to find the MX record for the
SMTF server for each target domain.

SMTF server: |

SMTP port: IQE Connection security: MNone '

User name: I

Password: I ;l

Mumbers of targets in each chunk

Chunk size:

Set the time to wait between chunks (in seconds)

Delay(s):

| < Back Mext = | | Cancel
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10. Web Server Settings

The web server used in the attack can be run on any active agent that was previously
deployed. This feature is convenient in situations where the potential targets might not be
able to connect directly to the machine where Core Impact is running. When using the
localagent (the default) for the web server, make sure the target workstations will be able
to connect to it. If the computer running Core Impact is sitting behind a NAT device, you
must activate and configure the NAT support in Network Options and configure your
NAT device to redirect the appropriate ports back to the computer running Core Impact.
Check to ensure that the Port value of the Web Server module (80 by default) is also
redirected.

Enter the Agent and URL components to be sent to attack target users:

Agent: Select the agent that will host the HTTP server linked to in the emails.

Port: Enter the port on which the HTTP server will listen.

Check the Use Secure Socket Layer option and configure, if using.

Then click the Next button.

Client-side Phishing Wizard

Web Server Settings
Customize the Web Server used for the attack.

Select the agent that will host the HTTP server linked to in the emails.

Agent: |Iocalagent HII

Select the port the HTTP server will listen for requests on.

Port:

[] use Secure Socket Layer(S5L)

Certificate: I

Private key: I

Passphrase: I ;I

| < Back | MNext = | | Cancel |

11. Web Server Settings (contd)
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URL Prefix: Enter the prefix for the URL to be sent to target users.
URL Base: Enter the URL base.
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Client-side Phishing Wizard

Web Server Settings (contd)
Customize the Web Server used for the attack.

Select the prefix for the URL to be sent to the targets.

URL prefix: | |

Select the base to be used in the URL, if left blank the IP address of the agent selected
above will be used.

URL base: | |

The URL prefix and URL base are combined as follows:
http://Base:Port/rpt/Randomstr 1/PrefixRandomsStr2f

When using a URL Base you need to ensure the URL Base used will resolve on the
intended victim's machines to the IP of the Agent selected above.

| < Back | Finish || Cancel |

When you have reached the end of your configurations, click the Finish button. The Wizard will
close and the Client-side Phishing modules will begin. You will be able to see progress in the
Executed Modules pane. Once completed, the Module Output pane will display the test's
findings.

Local Information Gathering

The Local Information Gathering RPT step collects information about hosts that have an agent
deployed on them. This macro takes advantage of the deployed agent to interact with the
compromised host and gather information such as precise OS information, agent privileges, users
and installed applications.

To run the Local Information Gathering step, click on the step and click Next when the Wizard
appears.

1. By default, information will be gathered on all connected agents. To select one or more

specific agents, click the Selected agents radio button and then click the ellipsis (E])
button next to the Selected agents field. Follow the prompts to select your desired agents.

Agent selection Dialog Box
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Local Information Gathering Wizard

Agent Selection
This wizard helps vou take advantage of a deployed agent to collect
information about & host

Please select the agent wou would like to use to perform Local Information Gathering.

@ all connected agents

) Selected agents

[ < Back ][ ek = ][ Cancel ]

2. On the Modules to run step, select the Module Categories that you want to execute
during the test.

Lecal Information Gathering Wizard

Modules to run
Select categories of 'Local Information Gathering' modules

MODULE CATEGORIES:

Network Information

Email Addresses
Credentials

05 Environment Information
Misc

Flease refer to the Local Information Gathering documentation for detailed information
about what modules are induded per agent's type in each category

<Back | Fnsh || cancd |

To learn which modules are run in each category, refer to the Core Impact Module
Reference guide or view the Quick Information pane while the Local Information
Gathering module is selected in your Core Impact workspace.

3. Click Finish. The module will run and information will be displayed on the Module Output
and Module Log panels of the Console.

Privilege Escalation

The Privilege Escalation RPT step executes local privilege escalation attacks on connected
agents not running as the super user or the administrator. This macro automatically selects and
executes exploits from the Exploits/Local module folder and some modules from the
Exploits/Tools folder, such as Revert To Self or Chroot Breaker.
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After successfully running Privilege Escalation, you may want to run the Local Information
Gathering step to obtain more information from the compromised hosts. If an in-depth
penetration test is being performed (and depending on the target network's topology), it is
possible to change the current source agent and cycle back to the Information Gathering step.
Refer to Set as Source for information regarding the source agent. All the initial 4 steps will
execute from any Core Impact agent.

To run the Privilege Escalation RPT step, click on the step and click Next when the Wizard
appears.

Agent selection Dialog Box

Privilege Escalation Wizard

Agent selection
Select the agent{s) that will perfarm privilege escalation

Specify which agent{s) will run local privilege escalation attacks, IF a target agent was
highlighted its name will be automatically set.

@l connected agents

) Selecked agents

[ < Back ][ Mext = ][ Cancel ]

1. Specify which agents will run the Privilege Escalation macro. By default, all currently
connected agents will perform this step (All agents will perform a check to see if they are
already running SYSTEM or root-level access. If they are, they will not attempt to perform
Privilege Escalation.) An agent name will be automatically set if the macro was dropped
over a specific agent. Uncheck the All connected agents check-box if you wish to only
target that agent. To choose a single agent other than the one displayed, or to select
multiple agents on which to escalate privileges, uncheck the All connected agents check-

box and click the ellipsis (D) button next to the Only on agent field. Follow the prompts
to select your desired agents.
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2. Click Next.
Exploit selection Dialog Box

Privilege Escalation Wizard

Exploit selection
Customize the selection criteria for local exploits

Some exploits might leave the target service unavailable.

Use exploits that might leave a service unavailable

This wizard can launch every possible local attack against each target, or stop at the
first one that is successful deploying an agent. Mote that some attacks might interfere
with each other (2.g. some exploits might leave a service unavailable).

Stop at first deployed agent

Impact can detect installed updates on Windows targets, which it can use to improve
performance by filtering exploits for patched vulnerabilities.

Do not use exploits for patched vulnerabilities (Windows targets only)

| < Back | Next = || Cancel |

3. For each target host, this macro selects relevant attacks from the Exploits/Local Module
folder based on the target's platform. The default selections on the Exploit selection
screen are intended to minimize the risk of exploits leaving services unavailable. For a
more aggressive attack strategy, check or uncheck the appropriate check-boxes.

4. Click Finish. The module will run and information will be displayed on the Module Output
and Module Log panels.

Clean Up

The Clean Up step automatically uninstalls every currently-connected agent. Agents are
uninstalled in post order to support complex agent chains (see Agent Chaining). Check the Select
to confirm uninstallation of every connected OS agent check-box and then click Finish to clean
up all deployed agents.

Clean Up Dialog Box
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Clean Up Wizard

Clean Up
Uninstall all deployved OS5 agents

The dean up step will uninstall all 05 Agents.

Select to confirm uninstallation of every connected OS agent

MNOTE: Mon-05 Agents do not need to be uninstalled, as they are not running on the
remote host.

| <Back | Fmsh || cancel |

Web Applications RPT

With software being increasingly deployed over the Internet, the threat of attacks specific to
web applications is a growing concern. Core Impact's WebApps RPT lets users test the
vulnerability of their web-based applications or mobile application backends and gives them an
opportunity to address any vulnerabilities. The Web Applications RPT tests the following attack
types:

« SQL Injection attacks occur when SQL queries are passed through the user interface of a
web application and are executed in the database. Core Impact also tests for Blind SQL
Injection attacks which can pose an additional threat to web applications.

e« PHP Remote File Inclusion vulnerabilities allow malicious users to execute their own PHP
code on the vulnerable web application.

e« PHP Local File Inclusion vulnerabilities

« Cross Site Scripting (XSS) occurs when attackers are able to inject arbitrary code into
vulnerable web servers. The malicious code is ultimately executed by the web browsers of
unsuspecting users of the vulnerable web application.

« Hidden Web Pages: It is not uncommon for web applications to contain active pages that
are not directly linked to from within the application. These tend to be "secret" pages for
use by application administrators who know their direct URLs. Core Impact will attempt to
locate these pages and add them to your scenario for further vulnerability assessment.

« WebDav implementations that are configured poorly can be exploited and used to change,
remove, or replace important files on a web server. Core Impact will alert you if this
capability exists.

o OS Command Injection vulnerabilities occur if the application takes user input as a
system-level command.

o Sensitive Information vulnerabilities are those where an application does not encrypt data
stored in its database.
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« Weak Credentials vulnerabilities exist when an application's authentication functions have
not been implemented with strong passwords. Applications with weak credentials are
susceptible to dictionary attacks.

o Weak SSL Ciphers: If a web application supports weak SSL ciphers, it may be vulnerable
to traffic interception and modification.

WebApps Information Gathering

The WebApps Information Gathering step scans the domain of a known web-based application
and identifies pages and/or web services that may be vulnerable to potential attacks. To begin
Information Gathering:

1. Click the Web View tab of the Entity View. The WebApps RPT steps will appear in the
RPT Panel.

2. Click WebApps Information Gathering and the Wizard will commence. Click the Next
button.
3. The WebApps RPT applies to Scenarios that you define.

A Scenario serves as a context in which you can test a web application and it will provide
clarity to the results of the WebApps modules. You can use multiple scenarios to test the
same web application with varying settings, or segment a web application and test each
part independently in a different scenario.

If you are creating a new Scenario, enter its name in the Scenario Name field. If you wish

to Use an existing scenario, click the appropriate radio button and click the ellipsis (E])
button to select the desired Scenario. For this option to work, a scenario must already
exist in the Web View.

Scenario and Crawling Method Selection
Webfpps Information Gathering Wizard

Scenario selection
Select the scenario where discovered web pages will be stored

Select a scenario in which to group pages discovered with this wizard
@ Create anew scenario

Scenario Mame

(7 Use an existing scenario

Scenario

Click the Next button.
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4. On the Mode selection step of the wizard, select from the following options:

o Crawl a known web application: With this option, Core Impact will crawl a web
application whose address you provide and attempt to locate pages that it can
subsequently test for vulnerabilities. If you select this option, see Crawling Mode
Selection.

o Discover web applications in hosts running HTTP servers: If you already have hosts
in your Network Entity tab, some of them may have HTTP servers running which
can be an indicator that they are hosting web applications. This option will cause
Core Impact to evaluate those hosts and attempt to identify web pages. If you select
this option, see Discover WebApps in Hosts.

Information Gathering mode selection
Webfpps Information Gathering Wizard

Information Gathering mode selection
Select how the information gathering phase will find weh
applications

Select the information gathering mode to be performed by the module

@ Crawl a known web application

NOTE: You can either pravide a URL to be crawled automatically or manually
by interactive web crawling.

) Discover web applications in hosts running HTTP servers

< Back ][ Mext = ] [ Cancel

Click the Next button.

Discover WebApps in Hosts

1. On the Hosts selection step, click the ellipsis (D) button and select the host(s) that you
want Core Impact to scan for Web Applications.

Hosts selection
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WéebApps Inforrmation Gathering ‘Wizard

Hosts selection
Select hosts in which ta look for web applications

Select the hosts in which to look For configured web applications
Haosts

o]

Tip: You can create a search folder to easily find hosts where the http service has been
identified to be running.

Click the Next button.
2. Set the Automatic web site crawling configuration options:
o Use the Select a browser to impersonate drop-down menu to determine which
browser type and version the WebApps RPT should run the test as.
« |If you want to set a Max. number of pages the crawler should process, check the
box and enter a numeric value.

« Select the Max. depth level to crawl. This value dictates how many links deep into
the web application the RPT will go. Keep in mind that, even with a low value in this
field, there could be many links that the crawler will follow.

o If you want the RPT to not venture outside of the domain you entered in step 1,
check the Restrict crawling to starting page domain check-box. If you check this
option, you can then enter specific domains other than the starting page domain
that are open to the RPT.

o Check Detect web server and application framework if you want the RPT to try and

discover structural details about the web application.

Automatic Web Crawling Options
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WebApps Information Gathering Wizard
Automatic Crawling Options
Configure how to crawl your web site

Select web browser to impersonate: | Internet Explorer 11.0

Custom user agent:|

Max. number of pages the crawler should process (300 &

Max. depth level to crawl |3 =

Restrict crawling to starting page domain

Additional domains to allow during crawling (for example: *.coresecurity.com)

MOTE: Use semicolons ;) to separate entries.

Detect web application framework

< Back l Next = l[ Cancel

Click the Next button.

3. Set the Automatic web site crawling configuration options:

User Guide

o Check Evaluate JavaScript code included in web site if you want Core Impact to
evaluate JavaScript code for known vulnerabilities.

o Check Follow links in robots.txt files in web site if you would like Core Impact to try
and locate a robots . txt file that may exist in the root of the target web
application's web server. Oftentimes, web application administrators will use a
robots. txt file to instruct search engines and other web robots to not search
certain pages. If the Core Impact web crawler locates the robots. txt file, it can
follow the links listed in the file and try to locate further vulnerabilities. Note that
this setting will respect the Restrict crawling to starting page domain option.

o The Send forms found in web pages option will instruct the crawler to try and
submit any forms that it finds in the web application. With this option, pages that are
available only after the form is submitted can be accessed and lead to potential
vulnerabilities. The crawler can Send with default values - use whatever default
values are assigned to the field(s) or it can Send with auto-generated data.

Automatic Crawling Options (contd)
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WebApps Infermatien Gathering Wizard

Automatic Crawling Options (contd)
Configure how to crawl yvour web site

Evaluate JavaScript code induded in web site

Follow links in robots. txt files in web site
Send forms found in web pages: Send with default values -

To do custom parsing on pages' links, provide the name of a module here:

-]

If your web application requires a user to authenticate to access all its functionality, you
can configure credentials for the crawler to perform authentication when required.

Link parsing module

[ Use session management in your website

< Back ” Mext > ]’ Cancel

Click the Next button.

4. On the Web Services Discovery Options form, you can opt for the RPT to look for any
SOAP-based web services. Select from the available parameters. If any web services
vulnerabilities are identified, they will be listed in the Web view of the entity database.

« Search for SOAP web services definitions: Check this option if you want the
RPT to look SOAP-based web services. Core Impact will look for links to .wsdl files.
If any are found, they will be parsed and Core Impact will capture the details of the
target web service in the entity database.

o Append ?wsdl' to every found URL: It is possible that a web application will use a
SOAP-based web service but not have an explicit link to a .wsdl file within its pages.
Select this option if you want Core Impact to automatically append any found link
with the ?wsdl' extension. Keep in mind that this will double all of the requests
made by Core Impact and will cause the Information Gathering step to run longer.

« How method parameters values should be filled: Select an option for determining
values that the target web service may request.

o Complete with default values: For any functions provided by the web
service, Core Impact will select the single most likely value to satisfy each
function.

« Complete with autogenerated data: For any functions provided by the web
service, Core Impact will select multiple likely values for each function.

o Define the authentication method for SOAP operations:

« Use the same as for crawling web pages: Use this option if the
SOAP operations will not require authentication, or if authentication is
required but you have already entered it for use in Web Crawling.

o Use SOAP WS-Security: Manually enter a Username and Password for Core
Impact to use to satisfy the SOAP WS-Security.

Web Services Discovery Options
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WebApps Infermation Gathering Wizard

Web Services Discovery Options
Configure how to search for web services

Search for SOAP web services definitions
[7] Append "Pwsd!' to every found URL

How method parameters values should be filed:  Complete with default values -
How SOAP operations found in a definition file should authenticate:

@ Use the same as for crawling web pages
() Use SOAP WS-Security

Username Password

2l

MOTE: To detect web service calls done in web pages the JavaScript evaluation option in the
Automatic Crawling Options should be enabled.

[ < Back ][ Finish ]’ Cancel ]

Core Impact can detect SOAP-based or RESTful web services. Because SOAP-based web
services always have a .wsdl file, these can be detected using Automatic or Interactive
web crawling. RESTful web services employ no such definition file so, in order to detect
RESTful web services, you must use Interactive web crawling so that Core Impact can try
and detect JSON type calls in the web traffic.

5. Click the Finish button. The RPT will begin and you can monitor its progress in the
Executed Modules pane.

Crawling Mode selection

The Automatic and Interactive web crawling methods have different configurations options. Skip
to the appropriate section of this document:

« Automatic Web Crawling: Enter the URL where the RPT should begin scanning for pages
then click the Next button. See Automatic Web Crawling for additional steps and
configurations.

o Interactive Web Crawling: Navigate the target web site and Core Impact will capture all
visited web pages. See Interactive Web Crawling.

« Interactive crawling of a mobile application backend: See Interactive Crawling of a
Mobile Application Backend.

« Import web resources from Burp Suite: Using this option, users can import the output file
from Burp Suite Professional. On the following page, browse to and locate the .xml file and
click Finish to start the wizard.

Crawling mode selection
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WebApps Information Gathering Wizard
Crawling mode selection
Select the crawling mode to be used

Select the web crawling mode to be used to learn the web site structure

(® Automatic web crawling
URL
http:/iwww_example.com/

() Interactive web crawling
() Interactive crawling of a mobile application backend

() Import web resources from Burp Suite

< Back Mext = | | Cancel

Automatic Web Crawling

With Automatic web crawling, the RPT scans for web pages. Any pages that are found are then
displayed in the Web View tab of the entity view.

1. If a proxy server is needed to access the web application, select the appropriate proxy
option and, if necessary, enter the server details.

« Direct connection to the Internet will connect to the Internet without connecting to
a proxy server.

« Use the proxy settings defined in the global Network options will follow the settings
that are in the Tools -> Options -> Network form.

o Use Internet Explorer proxy settings will follow the settings as defined in your
Internet Explorer preferences.

o Use custom proxy settings will follow the proxy settings in the fields just below.
Proxy Settings
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WebApps Information Gathering Wizard

Proxy Settings
Configure the proxy required to crawl your website

@ Direct connection to the web site
(7)) Use the procey settings defined in the global Metwork options
() Use Internet Explorer proxy settings

) Use custom prosy sekbings

Address Port

Usernarne Passward

| | ]

Exception List

[ % Back ][ Mext = ][ Cancel

Click the Next button.
2. Set the Automatic web site crawling configuration options:

o Use the Select a browser to impersonate drop-down menu to determine which
browser type and version the WebApps RPT should run the test as.

« If you want to set a Max. number of pages the crawler should process, check the box
and enter a numeric value.

« Select the Max. depth level to crawl. This value dictates how many links deep into

the web application the RPT will go. Keep in mind that, even with a low value in this
field, there could be many links that the crawler will follow.

o If you want the RPT to not venture outside of the domain you entered in step 1,
check the Restrict crawling to starting page domain check-box. If you check this
option, you can then enter specific domains other than the starting page domain that
are open to the RPT.

o Check Detect web server and application framework if you want the RPT to try and
discover structural details about the web application.

Automatic Web Crawling Options
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WebApps Information Gathering Wizard

Automatic Crawling Options
Configure how to crawl your web site

Select web browser to impersonate: | Internet Explorer 11.0

Custom user agent:l

Manc, number of pages the crawler should process |3UU =

Max. depth level to crawl |3 =

Restrict crawling to starting page domain

Additional domains ta allow during crawling (for example: *.coresecurity.com)

NOTE: Use semicolons ( ; ) to separate entries.

Detect web application framework

< Back l Next > l[ Cancel

Click the Next button.
3. Set additional Automatic web site crawling options:

Check Evaluate JavaScript code included in web site if you want Core Impact to
evaluate JavaScript code for known vulnerabilities.

Check Follow links in robots.txt files in web site if you would like Core Impact to
try and locate a robots. txt file that may exist in the root of the target web
application's web server. Oftentimes, web application administrators will use a
robots. txt file to instruct search engines and other web robots to not search
certain pages. If the Core Impact web crawler locates the robots. txt file, it can
follow the links listed in the file and try to locate further vulnerabilities. Note that
this setting will respect the Restrict crawling to starting page domain option.

The Send forms found in web pages option will instruct the crawler to try and
submit any forms that it finds in the web application. With this option, pages that
are available only after the form is submitted can be accessed and lead to potential
vulnerabilities. The crawler can Send with default values - use whatever default
values are assigned to the field(s) or it can Send with auto-generated data.

Use the Link parsing module field to assign a module to handle dynamic hyperlinks
within the web application. This is an advanced feature that requires users to create
the custom module.

Please contact Core Security's Customer Support (see Contact Core Security) for a
sample plugin module.

If you want the web crawler to log in to the web application, check the Use session
management in your website check-box. Checking this box will add 2 additional
steps to the Wizard.

Automatic Web Crawling Options (contd)
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WebApps Information Gathering Wizard
Automatic Crawling Options (contd)
Configure how to crawl your web site

Evaluate JavaScript code induded in web site

Follow links in robots. txt files in web site
Send forms found in web pages: | Send with default values

To do custom parsing on pages' links, provide the name of a module here:

(-]

If your web application requires a user to authenticate to access all its functionality, you
can configure credentials for the crawler to perform authentication when required.

Link parsing module

|:| Use session management in your website

< Back l Next = l[ Cancel

Click the Next button.

4. If you opted in step the above form to have the web crawler log in to the web application
(Session Management):
o Form based: Use this type if the web application has a login page that contains
username and password fields. You will be asked in the next page of the wizard to
enter a username and password or to select an existing Identity.

o HTTP: Use this type if the web application presents users with integrated Windows
authentication (Kerberos or NTLM) before allowing them to view any pages from
the application.

o SSL client certificate: Use this option to provide a certificate to the Information
Gathering step (jump to Session Management - SSL).

« Custom: Use this type if the web application has a login page but does not use
standard login fields (e.g. username and password). You will need to create a custom
module that will match your web application's authentication requirements. The
Login on Forms module is provided as a template for use when developing your own
custom module (see Custom Modules).

« If applicable, enter the Username and Password that should be used to authenticate
against the web site.

« Recorded login steps: If you have recorded the login steps for your target web
application, select this option and the web crawler will use that recording to log into
the site. Core Impact will prompt you if it requires any manually input data
(CAPTCHA, etc) when it uses the recorded login steps. See Recording Login Steps
for information on recording login steps.

Click the Next button.

Session Management

User Guide Core Security, a HelpSystems Company page: 138



Rapid Penetration Test (RPT) / Web Applications RPT

WebApps Information Gathering Wizard

Session Management
Provide credentials and select the authentication method used to
lagin to the website

Select the authentication method to be used to handle login in the website
(®) Form based
O HTTR
() s5L dient certificate
() Custom
Login module

| < Back | MNext = || Cancel |

5. Continue with Session Management options by selecting a Core Impact module that will
prevent the RPT from executing links that might terminate the session.

You can extend Core Impact's functionality by writing your own custom modules. For
more information about writing custom modules, please contact Customer Support (see
Contact Support).

If you chose to Do form based authentication in the previous step, the RPT step will
attempt to automatically detect the web application's login page, login form, and user
name and password fields. Because there are no standards for login forms, this automatic
detection may not succeed, in which case you should opt to Configure parameters to
customize login form detection. Once this option is checked, you can enter a specific
page, form and username/password fields that the RPT step should use for session
management.

Session Management (contd)
Webfpps Information Gathering Wizard

Session Management (contd)
Configure how to do authentication on the website

Tao configure a module ko prevent crawling links that may terminate the session, provide
the name of a module here:

Session kermination prevention module
Logout forbidden links E
[ tConfigure parameters ta custamize login Form detection

Process login form on specific page

Farm name

Username field name Password Field name

[ < Back ” Finish ] [ Cancel

Click the Finish button.
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6. If you chose to Do SSL client certificate authentication in the previous step, configure the
certificate details that Core Impact should use for the test.

Session Management (contd)
Webfpps Information Gathering YWizard

Session Management {contd)
Configure how to do authentication on the website

@ Provide a cuskom certificate File
Select a 55L client certificate {only PEM and PKCS12 certificates are supported):

-]
(]

Certificate password (if required):

=, Use certificates from the current logged on user

7 Use certificates From the Following Windows user

Username Password
Certificate

Click the Finish button.

Once the Wizard closes, the RPT will proceed and attempt to identify pages - if any are found,
they will be saved in the Web View under the appropriate scenario.

Interactive Web Crawling

With interactive web crawling, you set your web browser to use Core Impact as a proxy and
then navigate your web application. As you navigate the web application, Core Impact will
capture each page that you view and add them to the Web View under the appropriate scenario.
After selecting the Interactive Web Crawling radio button, continue to configure the RPT:

1. If a proxy server is needed to access the web application, select the appropriate proxy
option and, if necessary, enter the server details.

« Direct connection to the Internet will connect to the Internet without connecting to
a proxy server.

« Use the proxy settings defined in the global Network options will follow the settings
that are in the Tools > Options > Network form.

o Use Internet Explorer proxy settings will follow the settings as defined in your
Internet Explorer preferences.

o Use custom proxy settings will follow the proxy settings in the fields just below.
Proxy Settings
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MéebApps Information Gathering Wizard

Proxy Settings
Configure the proxy required to crawl your website

@ Direct connection to the web site
(7)) Use the procey settings defined in the global Network options
() Use Internet Explorer proxy settings

) Use custom prosey sethings

Address Port

Usernarne Passwaord

| | ]

Exception Lisk

[ % Back ][ Mext = ][ Cancel

Click the Next button.

2. Set the Interactive Crawling Options.
« Restrict crawling to specific domain : If you want the RPT to not record pages

outside of a specific domain, check the Restrict crawling to specific domain check-
box. If you check this option, you must then enter the specific domain(s) to which
the crawler will be restricted.

Detect web application framework: The Detect web application framework is
checked by default. This setting will cause the RPT step to find out details about the
underlying web application platform.

Core Impact can detect SOAP-based or RESTful web services. Because SOAP-
based web services always have a .wsdl file, these can be detected using Automatic
or Interactive web crawling. RESTful web services employ no such definition file
so, in order to detect RESTful web services, you must use Interactive web crawling
so that Core Impact can try and detect JSON type calls in the web traffic.

Listen only to local connections: By default, the Listen only to local connections
option is enabled, which means that only connections from the machine where Core
Impact is installed can connect to the proxy for Interactive Web Crawling. If you
uncheck this option, any device with access to the proxy can connect to it and Core
Impact will capture and evaluate the web traffic for pages and web services.

Use a custom SSL CA certificate: This option is necessary for instances when the
web app connects to the application server using https (SSL) and authenticates by
checking the certificate provided by the server. When the application server is
using a certificate authority controlled by the user, you can provide the SSL CA
certificate file and the password associated with it, so that Core Impact's web proxy
module can generate the necessary certificates on-the-fly for the hosts accessed by
the web application during the interactive crawling session.

o SSL CA Certificate file: Browse to and select the certificate file

o SSL CA certificate password: Enter the password associated with the SSL
CA Certificate

Interactive Crawling Options
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WebApps Information Gathering Wizard

Interactive Crawling Options
Configure interactive web crawling parameters

[7] Restrict crawling to spedific domains

Domains to allow during crawling {for example: *.coresecurity.com)

l

NOTE: Use semicolons ( ; ) to separate entries.

Detect web application framework
Listen only to local connections
[ Use a custom 551 CA certificate

SSL CA certificate file SSL CA certificate password

| |

[ < Back ][ Next > ][ Cancel ]

Click the Next button.

The final page of the interactive web crawling Wizard contains a notification about how to
proceed with the RPT step. You will need to configure your web browser to use
127.0.0.1:8080 as its web proxy before you begin navigating your web application. When
you are finished browsing the application, you will then need to manually terminate the
WebApps Information Gathering module in Core Impact.

Click the Finish button.

Web Browser Configuration
WebApps Informaticn Gathering Wizard

Web browser configuration
Configure the HTTP proxy of your web browser

Before starting the interactive crawling session you need to complete this
wizard and check the module's log to find the address where the proxy will
listen for connections.

Then configure your web browser to use that address as your default HTTP
proxy to be able to inspect the target website.

When you're finished crawling your website you should stop the module called
WebApps Information Gathering (which controls the Web Proxy that is
used to harvest visited pages).

[ <Back || Finish |[ Cancel ]

Once the Wizard closes, check the Module Output pane to learn the HTTP Proxy, then set your
browser to use that proxy.

Module Output

User Guide
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_Module Qutput 1 ox
WebApps Information Gathering

Y¥ou need to configure your web browser to use the following address as your default HTTP proxy:
127.0.0.1:8080

When you're finished you should browse the page http://127.0.0.2/exit or manually stop the
module.

\\‘ Module Qutput | & Module ch_i_@ Module Parameters |

You will manually access and navigate the target web application - Core Impact will save the
pages you visit in its entity view under the appropriate scenario.

Interactive Crawling of a Mobile Application Backend

With Interactive web crawling of a mobile application backend, you configure your mobile
device to use Core Impact as a proxy and then use your application on your mobile device. As
you use the mobile application, Core Impact will harvest the requests being made on the server
and use these requests as baselines to test the target backend web services and try to identify
vulnerabilities in them.

More on Mobile Application Backend:

When a user runs an application (app) on a mobile device, that app typically requires a
connection to a backend server. For example, an app providing the weather will need to connect
to a remote server using web services in order to receive the latest weather data, then display
it on the mobile device.

Mobile A
Beckengp
| ===
Web
Services

Normal Mobile App
Architecture

When performing Mobile Application Backend Testing in Core Impact, you are essentially
running a WebApps test whereby Core Impact sits in between a mobile app and its backend
server. Core Impact will then harvest the requests being made on the server and use these
requests as baselines to test the target backend web services and try to identify vulnerabilities
in them. This simulates what a malicious person may do in order to exploit and extract
information from the servers.

Mobile A
Beckengp
| ===
‘Web
Services

@ coremncr. isienay

CORE Impact as Proxy
Architecture
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With Core Impact Mobile Application Backend Testing capabilities, you can make sure that the
web services used as the backend of your mobile app are not vulnerable to a malicious attack.
Use the Interactive crawling of a mobile application backend option when performing
WebApps Information Gathering in order to leverage Core Impact's web services testing
capabilities to further extend your penetration testing practice.

1.

If a proxy server is needed to access the mobile application backend, select the
appropriate proxy option and, if necessary, enter the server details.

o Direct connection to the Internet will connect to the Internet without connecting to

a proxy server.

o Use the proxy settings defined in the global Network options will follow the settings

that are in the Tools -> Options -> Network form.

o Use Internet Explorer proxy settings will follow the settings as defined in your

Internet Explorer preferences.

o Use custom proxy settings will follow the proxy settings in the fields just below.

Proxy Settings

Webbpps Information Gathering Wizard

Proxy Settings
Configure the proxy required to crawl your website

@ Direct connection to the web site

1 Use the prosy settings defined in the global Metwork options
() Use Internet Explorer prosy settings

( | Use cusktom proxy settings

Address Part

Username Password

| | ]

Exception List

[ < Back ][ Mexk = ][ Cancel

Click the Next button.

2. Set the Interactive Crawling Options.

User Guide

o Restrict crawling to specific domain : If you want the RPT to not record pages

outside of a specific domain, check the Restrict crawling to specific domain check-
box. If you check this option, you must then enter the specific domain(s) to which
the crawler will be restricted.

Detect web application framework: The Detect web application framework is
checked by default. This setting will cause the RPT step to find out details about the
underlying mobile application backend platform.

Core Impact can detect SOAP-based or RESTful web services. Because SOAP-based
web services always have a .wsdl file, these can be detected using Automatic or
Interactive web crawling. RESTful web services employ no such definition file so, in
order to detect RESTful web services, you must use Interactive web crawling so that
Core Impact can try and detect JSON type calls in the web traffic.
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« Use a custom SSL CA certificate: This option is necessary for instances when the
mobile app connects to the application backend using https (SSL) and authenticates
by checking the certificate provided by the server. When the application backend
is using a certificate authority controlled by the user, you can provide the SSL CA
certificate file and the password associated with it, so that Core Impact's web proxy
module can generate the necessary certificates on-the-fly for the backend hosts
accessed by the mobile application during the interactive crawling session.

« SSL CA Certificate file: Browse to and select the certificate file
o SSL CA certificate password: Enter the password associated with the SSL

CA Certificate
Interactive Crawling Options

WebApps Information Gathering Wizard

Interactive Crawling Options
Configure interactive web crawling parameters

®

[ Restrict crawling to spedfic domains

Domains to allow during crawling {for example: *.coresecurity.com)

MNOTE: Use semicolons { ; ) to separate entries.
Detect web application framework
[[] use a custom SSL CA certificate

551 CA certificate file S5L CA certificate password

< Back ” MNext =

] [ Cancel

)

Click the Next button.

3. The final page of the Interactive crawling of mobile application backend wizard contains
a notification about how to proceed with the RPT step. You will need to:

o Complete the wizard and check the Module Output to learn the address where the

proxy will listen for connections

« When you are finished using the application, you will then need to manually
terminate the WebApps Information Gathering module in Core Impact.

Click the Finish button.
Mobile device configuration
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WebApps Information Gathering Wizard
Mobile device configuration
Configure the HTTP proxy of your mobile device

Before starting the interactive crawling session you need to complete this wizard and
check the module's log to find the address where the proxy will listen for connections.

Then configure your mobile device to use that address as HTTP proxy to be able to
inspect the target mobile application’s backend and web services.

For information on how to configure the http proxy on dick here.

When you're finished navigating your mobile application you should stop the module
caled WebApps Information Gathering (which controls the Web Proxy that is used
to harvest visited pages and web services).

| < Back | Finish || Cancel |

Once the Wizard closes, check the Module Output pane to learn the HTTP Proxy address, then
set your mobile device to use that proxy.

Module Output

Module Output 1%
WebApps Information Gathering

You need to configure your web browser to use the following address as your default HTTP proxy:
192.168.123.200:8080

When you're finished you should browse the page http://127.0.0.2/exit or manually stop the
module.

Medule Output : & Module Log . [E Module Parameters |

You will manually access and navigate the target mobile application - Core Impact will evaluate
the traffic and identify web services that may be vulnerable to subsequent attack.

Checking for Backup/Old Copies of Web Pages

It is not uncommon for web application administrators to backup or store old copies of web
pages on the server along with the active pages for the web application. Core Impact's Check for
backup/old copies of Web Pages module - when run - will attempt to locate these pages for a
given scenario and then add them to the scenario for further vulnerability assessment. To
execute the module:

1. Navigate to the Modules view and make sure that the Web entity tab is active.

2. Type the string "backup" into the module search field. This should reveal the Check for
backup/old copies of Web Pages module.

3. Double-click the Check for backup/old copies of Web Pages module. The module's
parameters will appear.

4. Set the module's parameters to reflect your preferences:
o TARGET: The scenario that the module will target.

o« EXTENSIONS: The module will scan for files that include these extensions
(commonly used for backup or old files). Modify this list to expand the search.
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« ADD FOUND PAGES: If set to "true", any pages that are found by the module will
be added to the scenario in the TARGET field. If set to "false", the pages will not be

added.
Check for backup/old copies of Web Pages Module Parameters

Check for backupfold copies of Web Papes

| Name Value
TARGET [ |
EXTENSIONS bak old bkp
ADD FOUND PAGES e
L { } '
Press F1 bo view help on selected parameter.
[ ok [ concel ]

5. Click the OK button. The Module will run - check the Module Log pane for output and/or
error details.

Recording Web Site Login Steps

It is not uncommon for web applications to require additional login steps, after a username and
password have been provided. For example, usage agreements must be accepted, or captchas
must be passed. In these situations, Core Impact cannot successfully pass these steps in an
Automatic Web Crawling session and therefor cannot find the pages in the web app. To address
this, you can record the login steps for the web application and then, in the Session Management
step of the WebApps Information Gathering wizard, instruct Core Impact to use the recording in

order to log in.

To record the login steps:
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1. Navigate to the Modules view and make sure that the Web entity tab is active.

2. Type the string "record" into the module search field. This should reveal the Record Login
modules.

Modules

pea Search all

I agents

I Exploits

|5 Import-Expart

I Information gathering
I Discovery
I Identification

@ Lnn:al

h Record lo Tally}
[#l Play Recorded Login
_'El Record Login

Page through w
) In=ight
) Mizc
I3 Reports
CHRPT
I Shells
I3 Tools

I Usage Statistics

b browser

3. Double-click the Record Login module. The module's parameters will appear.
4. Set the module's parameters to reflect your preferences:
o TARGET: The scenario that the module will target.
START URL: The URL for the web site where the recording will start.

There are several other parameters that may apply to your environment, but the above
are the primary settings for the recording.

5. Click the OK button.

6. View the Module Log tab for the Record Login module in the Executed Modules pane.
This will contain information you need in order to complete the recording:

o Proxy: Configure your web browser to the proxy as indicated
« URL: The targetU RL of the Web application

7/17/2015 11:42:33 AM Running
7/17/2015 1:4%01AM  Running
7/17/2015 11:43:03 AM Running Joc

mmn 15 11:43:01 AM
7/17/2015 11:43:03 AM

Module "Record Login® (v124360) started execution on Fri Jul 17 11:42:38 2018

Starting web proxy to capture login steps...

Starting the Record Login web application which is going to quide you through the recording procedure...

Please open the following URL in your web browser:

http://127.0.0.1/ePx2FgzVEIaGg0sVabeqehaa/record_login_Toot

IMPORTANT: configure your web browser in order to use 127.0.0.1:8080 as its proxy, and make sure to add 127.0.0.1 as an exception.

7. After setting your web browser's proxy as indicated, navigate in your browser to the
URL provided. The Record Login Assistant will open.

8. Click the Start record login procedure button and the Record Login Assistant will present
your target web page in the lower frame. Log into the site and perform all necessary steps
that Core Impact will need in order to locate the pages within the web application.
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9. If your web application requires user input that could change between uses - such as a
captcha - click the Start Interactive Steps button prior to taking the steps in the
recording session. Once the steps are completed, click Stop Interactive Steps. When the
login steps are subsequently played back in Core Impact, the interactive steps will be
presented and the user can satisfy them as the test is executed.

10. When you are finished, click the Stop button. You can then close the web browser
window and Core Impact will save the recording for use in WebApps Automatic Web
Crawling. If Core Impact requires your input as it plays out the recording, you will be
prompted to provide input.

WebApps Attack and Penetration

If the WebApps Information Gathering step identifies target pages and/or web services, the
WebApps Attack and Penetration step can detect whether those pages will be vulnerable to a
number of different attack types. To begin the WebApps Attack and Penetration step:

1. Click WebApps Attack and Penetration in the RPT process panel. The Wizard will begin.
Click the Next button.

2. On the Target Selection page, click the ellipsis (E]) button to display a list of existing
scenarios.
Target Selection

Webfpps Sttack and Penetration YWizard
Target Selection
Specify the scenarios and/or web pages to be tested for
vulnerabilities
Select the scenarios andfor web pages that will be tested For vulnerabilities,
Targets

The Entities Selection box will appear.

3. Place a check next to each scenario that is to be tested for vulnerabilities. You can
alternatively check individual pages within the scenario.

Entities Selection

page: 149 Core Security, a HelpSystems Company User Guide



Rapid Penetration Test (RPT) / Web Applications RPT

Entities Selection le
= I Scenarios “ ] %
] 5o Infection Il 3
015 webapps 3
(153 webapps 062 [2) Referer: (None)
[ webapps Scenar —
@ O3 Vunerable pages [T |] bttp:fj192.168.1.215)
IL2) Search Folders e
3 Togs (=) Referer: http:/j192.168.1.215/
7 [ hetp:/j192.168.1 lyjsal_injection_integer. aspx
[T [] hitp: /{192, 168. 1. 215 /bestcases/sqli/bind/remoteonly/sql_injedtion_string. aspx
[7 [ hittp:/{192.168. 1. 215 testcases/sqlljblind/sql_injection_integer. aspx
[T [] http:/192.168.1.215/testcases/sqliblind/sql_injection_string. aspx
[ _I bitp:(f192.168.1.215/testcases sqlifblind)sql_injection_string_error_rewrite.aspx
[T [] http:/j192.168.1 215/ estcases/sqlifblindjsql_injection_string_error_rewrite_ouch, aspx
I3 [] http:fi192.168.1.215/testcases/salijblind/sql_injection_string _redrect. aspx
[T [] http:/f192.168.1.215/testcases/sqlifblind/sql_injection_string_redirect_akways. aspoc
[7 [ hitp:fj192.168.1 [=clijverbosefsal_injection_cokumn_I.aspx
< > [ [ 1 httpeff192.168.1.215testcases/sqlifverbosefsql_injection_cokumn_2. aspx ok

Click the OK button.

4. You will return to the wizard. Click the Next button.

Target Selection

Weblpps Attack and Penetration Wizard

Target Selection
Specify the scenarios and/or web pages to be tested for
vulnerabilities

®

Select the scenarios andfor web pages that will be tested for vulnerabilities.

Targets
WebApps Scenario 2

(2]

[ < Back “ Mexk = ][ Cancel ]

There are many options in the WebApps Attack and Penetration wizard and several
combinations of attacks you can perform. For the sake of documenting the options, we will
provide instructions on each attack path individually, but please understand that these options
can be combined to undertake a complex and comprehensive test.

On the Risk Types pages of the Wizard, select any of the following options. These security risks
correlate with the OWASP Top 10 security risks for web applications (see the OWASP web site

for more info):

A1:2017 - Injection

A2:2017 - Broken Authentication
A3:2017 - Sensitive Data Exposure
A4:2017 - XML External Entities
A5:2017 - Broken Access Control
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A6:2017 - Security Misconfiguration
A7:2017 - Cross Site Scripting (XSS)

A8:2017 - Insecure Deserialization

A9:2017 - Using Components with Known Vulnerabilities>
Other

o Look for PHP Remote or File Inclusion vulnerabilities
o Look for unvalid redirects and Forwards
o Look for hidden/backup pages

Execute exploits for known vulnerabilities of checked risk types: Check this option if you want
Core Impact to attempt to execute exploits as a part of the test.

Click the Finish button and then the WebApps Attack and Penetration step will commence. You
will be able to see module progress in the Executed Modules panel and specific output in the
Module Log panel.

If the WebApps Attack and Penetration is successful, depending on the test, a WebApps Agents
may appear under vulnerable pages in the Entity View. See Interacting with WebApps Agents
for information about how to leverage the WebApps Agents. Additionally, if a vulnerability is
found, it is assigned a Vulnerability ID which will allow Core Impact users to track reported
vulnerabilities after testing. The Vulnerability ID will appear in the "Information" pane when the
vulnerable web page is selected and also in the name of the agent that is deployed for the page.
For example, if the SQLi Analyzer finds a vulnerability and assigns it ID 7, an agent configured
from that vulnerability will be named "SQL Agent (7)".

If the WebApps Attack and Penetration successfully penetrated a known web service, a
WebApps agent will be installed. These agents function the same as those on web pages, but
they exploit vulnerabilities in the web service.

Running Cross Site Request Forgery (CSRF)

If a web application contains a form in which Cross Site Request Forgery (CSRF), this does not
necessarily mean there is a security risk. For example, if a form does not have the capability to
make any database changes or return database content, CSRF cannot be used to do any harm.
For this reason, Core Impact requires that tests for CSRF risks be interactive - Core Impact will
identify where CSRF is possible and you will determine whether these instances are security
risks.

To run a Cross Site Request Forgery test:

1. Click the Web entity tab, then click the Modules tab to view the Modules list.
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2. Locate and double-click the module named CSRF Analyzer.
CSRF Analyzer Module
Modules o X

#—w 2earch All

) Agents
) Exploits
) Analyzer plugins
L2 Authentication Weakness
.2 Broken Access Control
2 Cross Site Request Forgery (CSRF)
L) Cross Site Scripting (X55)
L2 Insecure Deserialization
L2 Local File Inclusion
) Network

3. Select the TARGET page(s) that you want to test for CSRF vulnerabilities. Then click OK.

4. Navigate to the Executed Modules pane and select the line item that corresponds with the
CSRF Module.

5. In the Module Log pane, look for a log entry that reads "Please open the following URL in
your web browser" and a URL immediately following. Core Impact will automatically
attempt to open this URL in your default web browser.

CSRF Analyzer Module

il Install Agent using SME T2 & 712017 §... Finished /locala... No
& i WebApps Information Gathering /1172017 8. 7/11/2017 8... Finished /locala... Mo
il CSRF Analyzer TA1/2017 8... TA1/2017 8... Finished /locala... No
'Module Log 53

Module ~CSRF Analyzer” (v107316) started execution on Tue Jul 11 08:31:35 2017

htop://127.0.0.1/1ycKILchVHNIFIRVIAAT Jhsa /caxl root

Funning on webpage: 'htop://182.168.1.9/1

6. Core Impact will present you with a web page - the CSRF Validation Assistant - that will
step you through the form data as identified in the target page(s). Click the Start CSRF
Validation Process button.

CSRF Analyzer Module
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C 1) | © 12700.1/MSoTwX4iaOpmbex)

Viekome to the Cross-S4e Raquest Forgery Analyzer Assistant, This assistact wil gusde you 1o identfy whather Cross-Ste Request Forgery (CSRF) attacks con b performed
agamst the targat web application

This process will test each of the forms an the selected target web pages to check f form submission eperations from 3 foreign site are possbie. You need t confirm
whether each attack has been successful or not based on the web application’s response.

Before starting the analysis, you have to login to the web apphcation to be tested. In order o do 50, goen 3 new web browser window, which can be dlosed after completing
the kgin process,

More information abous Cross-Site Request Forgery can be found 3t hitos: /v, owis0.ora/index. oho/Cross-Site Reouess Forgery (CSRF)

Stat CSRF Vabdaon Process |

7. Core Impact will display the first form that it identified from the target page(s). Enter data
into the field(s) and click the Test Form button to test the form. If you know that the form
is not a security risk or do not want to test the form, click the Skip button to move to the
next form.

In the below screenshot, the form appears to be creating a new user in a web application,
so you would want to enter valid information to see if you are able to successfully create
a user.

CSRF Analyzer Module

< C {r | © 12700.9/MSoTwidiaOr

‘The following form was found at: hitip://192.166.1.9,
We are about to perform a Cross-Site Request Forgery (CSRF) test on the web page’s form. You should complete it with vabd data and click on the Test form button in order
to procesd to the verification stage. The form will be submitted to the web apshcation from another site to test if t's vulnerable to Cross-Site Reguest Forgery (CSRF)
attacks.

Click on the Siip button to awoid testing this form, or dlick on the Ston button to finish the Cross-Site Request Fargery (CSAF) analysis.

City Boston

Message Testin

Name  |Hamy

submit | Subenit

€mal  |hhoudini@magic. com|

[ Test form | 0 L&

8. The next form will display the results of the action. You must then determine whether the
form presents a security risk. If it does, click the Attack worked button. If not, click the
Attack didn't work button.

In the below example, the target page returned the confirmation "User added", indicating
that we were successful in creating a new user in the system using CSRF. Because this is a
security risk, we would click the Attack worked button.

CSRF Analyzer Module
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CSRF Test

User list

User added

Name: |

Password: I—
Confirmation: I—
Role: IW

Add

9. If you click Attack worked for any of your web pages, those pages will be visible in the
CSRF folder of the Web entity view.

Running Insecure Cryptographic Storage

This is a post-exploit test that tries to access and identify sensitive information in the web
application's database. If there is a SQL agent for a target, you can test this risk in the following
ways:

o Local Information Gathering: The WebApps Local Information Gathering RPT step will
automatically attempt to locate sensitive data in the database.

o Check for Sensitive Information module: If you want to test for this risk manually, make
sure you have a SQL agent on the target page(s) and then run the module called Check for
Sensitive Information.

Check for Sensitive Information Module

P
i Search All

|E| Agents

|53 Exploits

|E| Import-Export

|5 Information gathering
El Discovery
IC5) Identification
IChLocal

_'El Browser fingerprint

Chedk for Sensitive Information
_'El Enumerate Linked Servers (MSSQL)
(&l Fetch current DOM
&l Get dipboard
T Get cookies

WebApps Browser Attack and Penetration

If you opted to search for Cross Site Scripting vulnerabilities in the WebApps Attack and
Penetration step, then you can run the WebApps Browser Attack and Penetration step to exploit
any vulnerable web pages. This RPT step will send to your list of recipients an email with a link
that will simulate a XSS attack. To run the WebApps XSS Attack and Penetration wizard:
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Click the Next button.

leverage.
XSS Agent Selection

WebApps Browser Attack and Penetration Wizard

Cross-Site Scripting Agent Selection
Select the XS5 Agent to leverage for this attack.

Select a ¥55 Agent to leverage:

pages, then locate and select an XSS Agent.
Entities Selection

(® Select ¥55 Agent X

@ |2 Scenarios ||5eal<h... =
B [ Vulnerable pages
® © A1 - Injection | JRL 7
@ ) A2 - Broken Authe | () htn:/fsal.vmcorelab.comitestcasssfsohfbindjsal_injection_string_seror_rewrie, sspiifiter=
=) [ A3 - Cross-Site Ser I- LS Agent (1)
] 55 (Cross Ste]
@ ) A4 - Insecure Direc
[ 20 AS - Security Misec
= I AG - Sensitive Data
[ I AT - Missing Funct
@ I A8 - Cross-Site Rec
= I A10 - Unvalidated
& |2 Other Vulnerabilitis

Cacel

Click the OK button to return to the wizard form.

1. Click the WebApps Browser Attack and Penetration step to begin. The Wizard will open.

2. On the XSS Agent Selection form, click the ellipsis (D) button to Select an XSS Agent to

3. The Entities Selection window will open. Navigate to the XSS folder under Vulnerable

On the Email Target Selection form, use the From: button to select an email address from
the entity database that will serve as the sender of the test email. Use the To: button to
select email address(es) from the entity database that will serve as recipients of the test

email.

Core Security, a HelpSystems Company
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User Guide

Email Target Selection

WebApps Browser Attack and Penetration MWizard

Email Target Selection
Specify the target email addresses.

®

Click. | Fronn: |
to select an email address that already exists in the database.
Mote that if the mail server that vou are using to send the emails is not configured as

an open relay (very likely) you will need to use a walid email address from the target
domain in the From: figld else the attack emails will bounce

Click

to select the email addresses to target From the database.

Cancel

Click the Next button.

Use the Change button to modify the template of the email that will be sent to target
users. Then set the Email Subject so that it entices users to open and take action in the

email.
Email Template Selection

WebApps Browser Attack and Penetration Wizard

Email Template Selection
Select the email template options.

® Predefined email template: Use a predefined email template.
MOTE: You can also browse and select a HTML page to be used as the attack
email's body.
as a template.

.

() Import and edit email from email client: Use a saved email from dient email

®

| < Back

Mext = || Cancel

Then click the Next button.
End User Experience

Core Impact ships with several email templates that are located in

$ProgramData$\IMPACT\components\modu

les\classic\install\templates

. You can customize these templates to maximize the chance that your users will take
action in the email. Ensure that the email template and email Email Subject are set
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appropriately for your test. Click the ellipsis button to select a new template, or to modify
the one that is selected.

Select CSV file for targets' data tags: By default, the email templates only include a
handful of basic tags. If you'd like to add more tags to the email, you can import the tags
and their values using a .csv file. The .csv file must be formatted in the following way:

« Row 1: the names of the tag fields. The first tag name must be 'target'

e Rows 2 - x: the values of the tags. The 'target' value must be the email address of
the target

Below is an example of how the .csv may appear:

target, nickname, company, position
john.doe@example.com, Johnny, JD Corp, VP of Customer Support
az@core.sec, Azzo, JD Corp, Secretary

After importing the .csv file, you can edit the template and reference content from the
.csv file by using the custom tag: <$csv: [field name] %>. For example,
<%csv:nickname%> o0Or <$csv:position%>.

WebApps Browser Attack and Penetration Wizard

End User Experience
Define the email to be sent and page to be displayed to victims.

Select a emal template {or bronse for HTML page to be used as the attack emails bods:
[E:ProgramataiMPACT: \ e X ([ [t

|Undelivered Mail Retumed to Sender |

Message prorty:

Select CSV file for targets'data tags:

|

<Back Next > Cancel

7. Email Sending Settings

Enter the SMTP Server and SMTP Port for your email SMTP server. Optionally, choose
STARTTLS as the Connection security and then enter the Username and Password for
your SMTP server.

If you want to limit the number of emails that are sent at one moment, set a Chunk Size.
This value will determine the maximum number of emails that will be sent at one time.

Enter the Delay (in seconds) that you want Core Impact to wait in between sending
chunks of email in this attack.
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WebApps Browser Attack and Penetration Wizard

Email Sending Settings
Customize the settings for sending emails.

®

SMTF server for each target domain.

If a SMTP server is not provided, a DMS guery will be done to find the MX record for the

SMTF server: |
SMTP port: l___ Connection security: W
User name: I
Password: I ;l
Mumbers of targets in each chunk
Chunk size:
Set the time to wait between chunks (in seconds)
Delay(s):
| < Back | Finish | | Cancel |

The WebApps Browser Attack and Penetration step will commence. You will be able to see
module progress in the Executed Modules panel and specific output in the Module Log panel.
Note that a Web Server module will also start. This web server will deliver the simulated attack
to the users when they click the link in the email they received.

WebApps Local Information Gathering

The WebApps Local Information Gathering RPT step performs information gathering using SQLi
and PHP-RFI Agents that are already in your entity database.

For SQLi and PHP-RFI Agents, the following modules will run:

o Get Databases Version

o Get Databases Logins

o Get Databases Schema

o Check for Sensitive Information

For PHP-RFI Agents the following module will run:

o Get Local Path of web page using RFI Agent (PHP)

To run a WebApps Local Information Gathering:

1. Click the WebApps Local Information Gathering step to begin. The Wizard will open.Click

the Next button.

2. Click the ellipsis (D) button to select a Scenario on which to run the RPT step.

Then click the Finish button.

WebApps Information Gathering Wizard

User Guide
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WebApps Information Gathering Wizard

Scenario Selection
Specify the scenario on which to collect local information

Select the scenario From which configured agents will be used ko retrieve local information

Scenario

The Local Information Gathering will run, displaying its progress and results in the Module Log
and Module Output panes.

WebApps Report Generation

The WebApps Report Generation RPT step allows you to automatically generate robust system
reports by processing information collected about target web pages you have identified. Report
instructions are consolidated in the RPT Reports section.

One-Step WebApps RPT

The WebApps RPT includes the following One-Step tests that can be run in a single step,
providing detailed reports of the test's findings.

o WebApps Remediation Validator
o WebApps Vulnerability Scanner Validator
o WebApps Vulnerability Test

One-Step WebApps Remediation Validator

Oftentimes, the team who tests for vulnerabilities is different than the team who fixes them.
Core Impact's One-Step WebApps Remediation Validator allows testers to easily re-test
systems that have already been identified as vulnerable.

To run a One-Step WebApps Remediation Validator test:

1. Make sure the One-Step RPT is active. The available one-step tests will appear.
2. Click WebApps Remediation Validator.
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3. The Remediation Validator Wizard will appear. Click the Next button to proceed with the
Wizard.

4. Select the Target WebApps (or Scenario) that you want to test.
WebApps Remediation Validator: Target Selection

WebApps Remediation Validater Wizard

Target Selection
Specify the attack targets

Select the pages to determine if their previously discovered vulnerabilities have been
remediated.

Targets:

WebSemnvices [:]

[ < Back ][ Finish ][ Cancel ]

Click the Finish button. Core Impact will re-test the vulnerable targets and verify whether
the vulnerabilities still exist.

To check on the status of your test, click the Module Output tab.

One-Step WebApps Vulnerability Scanner Validator

If you use a third-party tool to run vulnerability scans against your existing web applications, you
can feed the output from that tool into Core Impact's Vulnerability Scanner Validator. Core
Impact will evaluate the scan's output and provide you with a prioritized validation of your
system's weaknesses.

Before running a Vulnerability Scanner Validator, you will need to have the output file from a
supported third-party vulnerability scanner. A list of supported scanners is shown as you begin
the test.

The below steps illustrate how to run a One-Step WebApps Vulnerability Scanner Validator test
manually. You can also execute this test using the Scheduler - see Using the Scheduler for more
details.

To manually run a One-Step WebApps Vulnerability Scanner Validator test:

1. Make sure the One-Step RPT is active. The available one-step tests will appear.
2. Click WebApps Vulnerability Scanner Validator.

3. The Vulnerability Scanner Validator Wizard will appear. Click the Next button to proceed
with the Wizard.

4. Select the third-party scanner from which you got your results.
Source Application

User Guide Core Security, a HelpSystems Company page: 160



Rapid Penetration Test (RPT) / Web Applications RPT

page: 161

MéebApps Vulnerability Scanner Yalidator Wizard

Source Application
Select the source application to import

This wizard module can import output resulks From different applications, Please select
the source application:

Acunetix Web Yulnerability Scanner

Acunetix Web Yulnerability Scanner

The Vulnerability Walidator can import the exported results of Acunetix Web
Yulmerability Scannet's Wulnerability Scan output (in %ML Format) and validate the
vulnerabilities reported by Acunetix Web Yulnerability Scanner,

Supported versions:

&.0

[ < Back ][ ek = ][ Cancel ]

Click the Next button.

Enter the details of the scanner's output. The output format you are importing is

dependent on the Vulnerability Scanner you selected in the previous step. Some scanners
export their results to a file while others require you to access their data directly from

the scanner's database.
Input File

Webfpps Wulnerability Scanner Walidator Wizard

Input File
Choose the file to import

The Following File will be imported to gather information about: the vulnerabilities
exported by the web scanner,

File: b impark: E

Click the Next button.

application.

6. Select the method that the test should use to reestablish a connection to the target web

« No session restore: With this option, Core Impact will not attempt to log into the

target web application.

« Interactive session restore: With this option, you set your web browser to use Core
Impact as a proxy and then authenticate in your web application. Core Impact will
then use the resulting session to validate the vulnerability scanner information. This

Core Security, a HelpSystems Company
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method is similar to Interactive Web Crawling and presents similar options after this
step in the wizard. For details on these options, see the section on Interactive Web

Crawling.

« Automatic session restore: With this option, you define the credentials Core Impact
should use in authenticating in your web application. This method is similar to
Automatic Web Crawling and presents similar options after this step in the wizard.
For details on these options see the section on Automatic Web Crawling.

Session Restore
Webspps Wulherability Scanner Walidator Wizard

Session restore
Select the mechanism to be used for session restaring

Check the option vou wish ko use:

@ No session restore
() Inkeractive session restore

() Automatic session restore

’ < Back ” Nexk = ]’ Cancel ]

7. Select the method that the test should use to connect to the target web application.
Proxy Settings

Webfpps Wulherability Scanner Walidator Wizard

Proxy Settings
Configure the proxy required to regquest webpages

@ Direct connection to the internet
1 Use the prosy settings defined in the global Metwork options
() Use Internet Explorer prosy settings

( | Use cusktom proxy settings
Address Port

Usernarne Passward

| 2l

Exception List

[ < Back ][ Finish ] [ Cancel ]

8. After you have further configured the one-step test according to your preferences, click
the Finish button.

To check on the status of your test, click the Module Output tab.
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One-Step WebApps Vulnerability Test

Core Impact's One-Step WebApps Vulnerability Test allows you to target a web applications in
order to evaluate its vulnerability to known exploits as well as the OWASP Top 10 security
risks. When the test runs, Core Impact will access the web application and attempt to locate
pages that contain vulnerabilities to any of the risks you select. This One-step test conveniently
combines the WebApps Information Gathering (Automatic Web Crawling only) and WebApps
Attack and Penetration RPT steps into a single test that you can easily schedule or execute in a
single test step.

The One-Step WebApps Vulnerability Test does not require you to create a Scenario before
initiating the test as is the case with the WebApps RPT. When you run the One-step WebApps
Vulnerability Test, Core Impact will automatically create a new Scenario in which you can view
and manage the test results.

The following section describes how to run a One-Step WebApps Vulnerability Test manually.
You can also execute this test using the Scheduler - see Using the Scheduler for more details.

To manually run a One-Step WebApps Vulnerability Test:

1. Make sure the One-Step RPT is active.
2. Click WebApps Vulnerability Test under the One-Step heading.

3. The WebApps Vulnerability Test Wizard will appear. Click the Next button to proceed
with the Wizard.

4. The One-step test uses wizard steps from the WebApps Information Gathering wizard
and the WebApps Attack and Penetration wizard. Please view those sections for details
on the screens that follow.

5. Click the Finish button to begin the test.

To check on the status of your test, click the Module Output tab.

Core Impact and the OWASP Top 10

Core Impact is designed to make it easy for your organization to assess the OWASP Top 10
security risks for web applications (see http://www.owasp.org for details on OWASP). You can
identify OWASP Top 10 2017 exposures with Core Impact 19.1 in the following ways:

A1:2017-Injection

o Safely identify both traditional and blind SQL injection vulnerabilities

o Dynamically create and inject SQL queries in an attempt to access the database
« Interact with the compromised database

o Detect and exploit OS Command Injection weaknesses in web applications

« Reveal the implications of a breach by taking control of the web server

A2:2017-Broken Authentication

Guess usernames and passwords
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A3:2017-Sensitive Data Exposure

« ldentify unencrypted data upon successfully accessing a SQL database

« ldentify exposed credit card numbers, social security numbers and email addresses
« Define custom searches for other types of sensitive data

o Flag weak encryption in HTTPS-secured sites

A4:2017-XML External Entities (XXE)

« ldentify XML External Entities vulnerabilities affecting different programming languages,
libraries and methods:

o Java 1.8+, Python, PHP 5, PHP 7 and ASP
o XML payloads included in GET, POST and request body

o Leverage identified XXE vulnerabilities to perform post-exploitation actions, such as
reading from the file system.

A5:2017-Broken Access Control

« Search, follow and identify:
« hidden pages
« backup/old pages
o robots.txt files
o Access admin, backup and old pages via authenticated and unauthenticated sessions

« Record multiple authentication profiles and identify pages having broken or lacking access
control mechanisms.

A6:2017-Security Misconfiguration

« ldentify WebDAYV attacks
o ldentify common/default credentials present

A7:2017-Cross-Site Scripting (XSS)

« ldentify and confirm the exploitability of GET- and POST-based XSS vulnerabilities,
including:
o URL-based, reflective XSS
o persistent (or stored) XSS
o XSS in dynamic Adobe Flash objects

A8:2017-Insecure Deserialization

« Launch exploits for known insecure deserialization vulnerabilities affecting common
frameworks and applications.

« Leverage insecure deserialization issues to pivot to the underlying server.
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A9:2017-Using Components with Known Vulnerabilities

o Leverage multi-vector testing to identify security misconfiguration issues across:
« the web application
« the underlying server
o the backend environment

A10:2017-Insufficient Logging & Monitoring

o Record all testing activities within Impact and match them against the application's logs
and monitoring output to manually validate coverage and identify potential blind spots.

A1:2017 Injection

Below we document the steps to test the OWASP A1:2017 Injection security risk only. Please
note that you can combine tests and run more than one on a specific target or set of targets.

1. On the Risk Types pages of the Wizard, select Al - Injection and any of the following
options:
o Look for SQL Injection vulnerabilities
e Look for OS Command Injection Vulnerabilities
A1l - Injection

WebApps Attack and Penetration Wizard

Risk Types
Select the OWASP Top 10 risk types that will be tested on web
pages

Al - Injection

Look for SQL Injection vulnerabilities
Look for OS Command Injection vulnerabilities

[] A2 -Broken Authentication

D A3 - Sensitive Data Exposure

ol

ol

MOTE: Analysis of sensitive data exposure in databases can be performed running
Local Information Gathering RPT on configured SQL Injection agents.

| < Back | Mext = | | Cancel |

Then click Next until you are past the Risk Types selection. For the following steps we
will have ONLY selected A1 - Injection.

2. SQL Injection tests can be performed for any of the following page parameters:
o Request parameters
o Request cookies

Select any of these by placing a check next to the desired option(s).
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3. The WebApps Attack and Penetration step can exert varying levels of testing on the web

5.

User Guide

page's parameters. Select the depth of the test using the drop-down menu:
o FAST: quickly runs the most common tests
« NORMAL: runs the tests that are in the FAST plus some additional tests
o FULL: runs all tests

If you know in advance how the target web application's error pages will appear - what
text will be in the body or the header - check the Use custom error page detection check-
box. You will further configure this feature in a subsequent step in the Wizard.

SQL Injection Test Configuration

WebApps Attack and Penetration Wizard

SQL Injection tests configuration
Customize parameters for SQL Injection tests

Select which web page's parameters to test for SQL Injection:

Request parameters |:| Reguest cookies

Select depth of SQL Injection tests to be applied to web pages' input: | FAST s

To configure a custom error page detection to identify SQL Injection vulnerabilites,
check the following option:

|:| Use custom error page detection

| < Back | Next = || Cancel |

If you opted to Use custom error page detection in the earlier step, you can add one or
more rules that Core Impact will check when it receives data from the web application.
Each rule can apply to the header of the document or the data content. You then can
define whether the header or data does or does not contain certain text strings. For
example, if you know that the web application will produce error pages that contain in the
page body the sentence "We're Sorry. An unknown error occurred while processing your
request. Please try again", then you could create a custom error configuration as shown
below:

Custom Error Page Detection Configuration
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WebApps Attack and Penetration Wizard

Custom error page detection configuration
Define a set of rules to detect custom error pages

The following rules will be applied to every HTTP response to determine if it was
triggered by an application error.

Vl contains ~ Add

Apply the above conditions only when the HTTP status code is:

| < Back | MNext = || Cancel |

If Core Impact identifies an error page, it will then evaluate whether it (or the conditions
that produced the error page) are vulnerable to SQL Injection attacks.

Use the Apply the above conditions when the HTTP status code was: list to indicate that
custom error rules should only be applied if Core Impact receives a specific HTTP status
code with the page.

To configure a module to avoid testing pages that could terminate the session, use the
ellipsis (D) button. By default, the Session arguments avoid list module will be enabled

for this purpose. Click the Clear button if you do not want any module to perform this
function.

You can extend Core Impact's functionality by writing your own custom modules. For
more information about writing custom modules, please contact Customer Support (see
Contact Support).

Session Management
WebApps Attack and Penetration Wizard

Session Management
Configure modules to avoid session termination

To configure @ module to avoid testing parameters related to session management
{Running in & session without such a module could end the session while doing tests).

Session termination prevention module
Session arguments avoid list x ||I|| Clear

To configure a module to prevent arawling links that may terminate the session, provide
the name of a module here:

Logout forbidden link module
Logout forbidden links |E|| Clear

< Back Finish | | Cancel
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7. Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If the WebApps Attack and Penetration is successful, then WebApps Agents will appear under
vulnerable pages in the Entity View. See Interacting with WebApps Agents for information about
how to leverage the WebApps Agents. Additionally, if a vulnerability is found, it is assigned a
Vulnerability 1D which will allow Core Impact users to track reported vulnerabilities after
testing. The Vulnerability ID will appear in the "Information" pane when the vulnerable web
page is selected and also in the name of the agent that is deployed for the page. For example, if
the SQLi Analyzer finds a vulnerability and assigns it ID 7, an agent configured from that
vulnerability will be named "SQL Agent (7)".

A2:2017 Broken Authentication

Below we document the steps to test the OWASP A2:2017 Broken Authentication security risk
only. Please note that you can combine tests and run more than one on a specific target or set of
targets.

1. On the Risk Types pages of the Wizard, select A2 - Broken Authentication
A2 - Broken Authentication

WebApps Attack and Penetration Wizard

Risk Types
Select the OWASP Top 10 risk types that will be tested on web
pages

[ A1 - Injection
| Look for SQL Imjection vulnerabilities
| Look for OS5 Command Injection

A2 - Broken Authentication

[] A3 - sensitive Data Exposure
] Look for Sensitive Information in documents
| Look fo

MNOTE: Analysis of sensitive data exposure in databases can be performed running
Local Information Gathering RFT on configured 5L Injection agents.

| < Back | MNext = || Cancel |

Then click Next until you are past the Risk Types selection. For the following steps we will
have ONLY selected A2 - Broken Authentication.

2. Check the Train with valid credentials box and then enter a Username and Password if
you would like the RPT to log into the web application so that it can learn (be trained) how
a valid login appears. Alternatively, you can select custom dictionary files from which Core
Impact can draw usernames and/or passwords.

Authentication tests configuration
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WebApps Attack and Penetration Wizard

Authentication tests configuration
Customize parameters for authentication tests

[ Train with valid credentials

Username

Password
| A

Select which custom dictionary attack files should be used:

[[] Use a custom file for usernames

[ Use a custom file for passwords

| < Back | MNext = || Cancel |

Check the Use a custom file for usernames option if you want to provide a file that
contains a list of usernames the RPT can use in the test.

Check the Use a custom file for passwords option if you want to provide a file that
contains a list of passwords the RPT can use in the test.

Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If the WebApps Attack and Penetration is successful, then WebApps Agents will appear under
vulnerable pages in the Entity View. See Interacting with WebApps Agents for information
about how to leverage the WebApps Agents. Additionally, if a vulnerability is found, it is
assigned a Vulnerability 1D which will allow Core Impact users to track reported vulnerabilities
after testing. The Vulnerability ID will appear in the "Information" pane when the vulnerable
web page is selected.

A3:2017 Sensitive Data Exposure

Below we document the steps to test the OWASP A3:2017 Sensitive Data Exposure security
risk only. Please note that you can combine tests and run more than one on a specific target or
set of targets.

1.
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On the Risk Types pages of the Wizard, select A3 - Sensitive Data Exposure and
optionally one of the following options:

o Look for Sensitive Information in Documents: In addition to searching through
HTML pages for sensitive data, Core Impact can search through documents that are
linked from the HTML pages.

« Look for Weak SSL Ciphers: Check this option if you want Core Impact to look also
for weak SSL ciphers in the target web pages.

A3 - Sensitive Data Exposure

Core Security, a HelpSystems Company User Guide



Rapid Penetration Test (RPT) / Web Applications RPT

WebApps Attack and Penetration Wizard

Risk Types
Select the OWASP Top 10 risk types that will be tested on web
pages

®

[] a1 - Injection
| Look for 5QL Injection

[[] a2 - Broken Authentication

A3 - Sensitive Data Exposure

Look for Sensitive Information in documents
Loak for Weak S5L Ciphers

Local Information Gathering RFT on configured 5L Injection agents.

MNOTE: Analysis of sensitive data exposure in databases can be performed running

| < Back | MNext = || Cancel |

Then click Next until you are past the Risk Types selection. For the following steps we will
have ONLY selected A3 - Sensitive Data Exposure and its related options.

If you selected Look for Sensitive Information in documents, you will have the below
form to configure. You can instruct Core Impact to Search for credit card numbers or
Search for social security numbers in any documents it finds. Additionally, add a Custom
Search Pattern to help Core Impact find specific data - enter an extended regular
expression and that would be run across all the HTML pages that the wizard is targeting.

Sensitive Information in Documents tests configuration

WebApps Attack and Penetration Wizard

Sensitive Information in Documents tests configuration

Customize parameters for sensitive information in documents tests.

®

Select which types of sensitive information should be searched for:
Search for credit card numbers

Search for sodal security numbers
Custom Search Pattern:

Specify the type of search to perform in documents:

[[] save documents matching search filters.

Saved found documents location

Apply search filters inside Microsoft Office, OpenOffice and POF documents.

| < Back | MNext = || Cancel |

3. Check the Apply search filters inside Microsoft Office, OpenOffice and PDF Documents
option if you want the test to search inside of documents that are linked from the

User Guide

HTML pages.

Check the Save documents matching search filters option if you want Core Impact to save
any documents where it locates sensitive data. Then provide a path where the documents

should be saved.

Core Security, a HelpSystems Company
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5.

6.

To configure a module to avoid testing pages that could terminate the session, use the

ellipsis (D) button. By default, the Session arguments avoid list module will be enabled
for this purpose. Click the Clear button if you do not want any module to perform this
function.

You can extend Core Impact's functionality by writing your own custom modules. For
more information about writing custom modules, please contact Customer Support (see
Contact Support).

Session Management
WebApps Attack and Penetration Wizard

Session Management
Configure modules to avoid session termination

To configure @ module to avoid testing parameters related to session management
{Running in a session without such a module could end the session while doing tests).

Session termination prevention module
Session arguments avoid list X |E|| Clear

To configure & module to prevent arawling links that may terminate the session, provide
the name of a module here:

Logout forbidden link module
Logout forbidden links |E|| Clear

| < Back | Finish || Cancel |

Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

A4:2017 XML External Entities

Below we document the steps to test the OWASP A4:2017 XML External Entities security risk
only. This test is used to identify XML External Entities (XXE) vulnerabilities on web pages and
currently supports the following vulnerable libraries:
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Java 1.8+

Python

PHP 5

PHP 7 (XML External Entities resolutions disabled by default)
ASP

On the Risk Types pages of the Wizard, select A4 - XML External Entities
A4 - XML External Entities
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WebApps Attack and Penetration Wizard

Risk Types (contd)
Select the OWASP Top 10 risk types that will be tested on web
pages

A4 -XML External Entities

MOTE: Broken access contraol detection need user interaction to obtain session
cookies. It can be performed running the Broken Access Control Analyzer module
that have a separate wizard to guide the test configuration.

[] A8 - security Misconfiguration

| Look fo

| Look for default host credentials

[] A7 - Cross Site Scripting (X55)

| < Back | MNext = || Cancel |

Then click Next until you are past the Risk Types selection. For the following steps we will
have ONLY selected A4- External Entities.

2. Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If one or more vulnerable pages are found, then a new XXE Agent will appear under vulnerable
pages in the Entity View. See Interacting with WebApps Agents for information about how to
leverage the WebApps Agents.

A5:2017 Broken Access Control

Below we document the steps to test the OWASP A5:2017 Broken Access Control security risk
only. This test will navigate your target web application first as an admin user, then as a user with
lesser privileges. The output will be a delta report, showing how the access differs between the
2 user accounts. As is noted on the WebApps Attack and Penetration Wizard, the A5 - Broken
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Access Control risk is tested using the Broken Access Control Analyzer module.

MNOTE: Broken access conirol debection need user inberaction o obtain Ssession
cookies. It can be perfiormed running the Broken Access Control Analyrer module

that have & separate wirand to guide e teed configuration,

1. To execute a test for Broken Access Control, open the Modules tab and make sure the
Web entity database is active.

2. Navigate to or search for the Broken Access Control Analyzer module.
3. Double-click the module to start the wizard.

(& Marketing Network Testing - Core Impact
File View Modules Tools Help

. DROBEEEE . 2. 0.

Modules rx Network | Client Side” Web
[, broken access control| | (59 Scenarios
C [ Broken Access Control Analyzar) D Vulnerable pages
- () Identities

[C5) Search Folders
) Tags

4. Enter the name of the baseline profile, or leave the default name, then click the Next
button.

Broken Access Control Analyzer Wizard

Configure Baseline Profile
Configure profile with the highest privileges

To detect broken access control issues we need to first collect the pages that will
be checked for access using accounts with less privileges.

In the baseline profile the analyzer will store the list of web resources to be tested
and authentication information of the account that has access to them.

Profile name
|Ease|ine x

< Back Mext = | | Cancel
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5. Configure how Core Impact can log in to your web application. With the first option, Core
Impact will allow you to log in to your web application but it will record your steps so that
it can perform them automatically at a later stage. Click the Next button.

Configure Baseline Profile
Configure how to obtain web resources to test

Select how to login in the web application and find web resources to test:

i ogin interactively and capture login steps with record login

MOTE: Recording the login process allows the issues found by the
analyzer to be tested again at a later stage through the Remediation
Validation functionality.

() Login interactively using the web proxy

(O Use existing scenario

Scenario

| < Back | Mext = | | Cancel |

6. When Core Impact is ready, it will instruct you to set up a proxy for your web browser
and then log into your web application as a baseline user. Click the Next button.

Broken Access Control Analyzer Wizard

Configure Profile
Login with the profile

Configure your web browser to use 127.0.0.1:8080 as your default HTTP
proxy to be able to capture login information.

Log in to the web application with the user account to be used to collect the
pages in the bazeline,

When you've completed login, press the Mext button.

< Back I MNext = | | Cancel
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Optionally Restrict captured pages by domain if you want place limits on where in the

web application that Core Impact can go. Click the Next button.

Broken Access Control Analyzer Wizard

Configure Baseline Profile
Restrict domain of pages to be collected for baseline

In the next step, the wizard wil collect the pages to be tested for broken access
control through the Web Proxy, You can restrict the web resources to be collected
to a spedfic domain.

[ Restrict captured pages by domain

Domain

| < Back | Next = | | Cancel |

and log in using the baseline credentials. Click the Next

Broken Access Control Analyzer Wizard

Configure Baseline Profile
Collect web resources to be tested for broken access control

Mavigate with the browser through the pages to be tested for broken access
control using the Web Proxy configured in the previous step.

When you've completed navigating all the pages to be tested, press the Next
button.

< Back I MNext = || Cancel

Core Security, a HelpSystems Company

button.

Using the web browser and previously-defined proxy, navigate to your web application
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9. Core Impact will present you with a list of pages found. Select which one(s) you want to
test for broken access control. Click the Next button.

Broken Access Control Analyzer Wizard

Target Selection
Select web resources to test for broken access control

Select the pages to be tested for broken access control:

1 | uRL Title

@ Domain URL: 192.168.141.79 ~
http:/f192. 168, 141. 73/broken_access/cookies/ Broken Access Contre
http://192. 168. 141. 79 /broken_access/cookies/logi Broken Access Contre
http://192. 168. 141. 73 /broken_access cookieslogi Redirecting. ..
http://192. 168. 141. 73 /broken_access/cookies/pro Broken Access Contre
http://192, 168, 141, 79/broken_access/cookies/mar Broken Access Contre
http:/f192. 168, 141. 79 /broken_access/cookies/bro Broken Access Contre
>

AEEE000

| < Back | MNext = | | Cancel |

10. Select the type of profiles to be tested - the profile's test will be compared to the
baseline's. Click the Next button.

Broken Access Control Analyzer Wizard

Broken Access Control Test Configuration
Configure profiles to test

Choose the profiles that will be used to test access to the web resources in
the baseline:

D Test anonymous access

| < Back | MNext = || Cancel |

11. Enter a Profile Name and then configure how to obtain a session for the profile. You can
capture the session interactively - as was done for the Baseline - or you can import the
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session from an existing scenario. Click the Next button.

Broken Access Control Analyzer Wizard

Configure Profile
Define a profile to check for access to web application resources

The access profile will store session information to access the web application resources
and the list of those that the account should have access to.

Profile name

Configure how to obtain a session for the profile:
(®) Capture session interactively {using method used for baseline)
() Import session from existing scenario

Scenario

12. Just as was done with the Baseline, navigate to your web app and log in with the new
Profile's credentials. Click the Next button.

Broken Access | Analyzer Wizard

Configure Profile
Login with the profile

Configure your web browser to use 127.0.0.1:8080 as your default HTTP
proxy to be able to capture login information.

Log in to the web application with the user account to be used to collect the
pages in the baseline.

When you've completed login, press the Mext button.

< Back I MNext = || Cancel
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13. Select the pages that you would like Core Impact to test as the Profile user. Click the
Next button.

Broken Access Control Analyzer Wizard

Configure Profile
Select web resources accessible with profile

Select the web resources that this profile has access to:

1 | uRL Title

= Domain URL: 192.168.141.79

http:/f192. 168, 141. 73/broken_access/cookies/pro Broken Access Control Ci
http://192. 168. 141. 79 /broken_access cookies/mar Broken Access Control Ci
http:/f192. 168, 141. 73 /broken_access cookiesbro Broken Access Control Ci
http:/f192. 168. 141. 73 /broken_access cookies/adn Broken Access Control Ci

T o

< >

| < Back | Next = | | Cancel

14. Click the Finish button to begin the tests.

Broken Access Control Analyzer Wizard

Configure Access Profiles
Add another profile to test for access to the application resources

Access profile set up has been completed.

‘fou can add another profile to test for broken access control, or complete the
wizard and launch the tests.

.......

| < Back | Finish || Cancel |

If the WebApps Attack and Penetration is successful, then WebApps Agents will appear under
vulnerable pages in the Entity View. See Interacting with WebApps Agents for information about
how to leverage the WebApps Agents.

A6:2017 Security Misconfiguration

Below we document the steps to test the OWASP A6:2017 Security Misconfiguration security
risk only. Please note that you can combine tests and run more than one on a specific target or
set of targets.

1. On the Risk Types pages of the Wizard, select A6 - Security Misconfiguration
A6 - Security Misconfiguration
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WebApps Attack and Penetration Wizard

Risk Types (contd)
Select the OWASP Top 10 risk types that will be tested on web
pages

[ a4 %ML External Entities

NOTE: Broken access control detection need user interaction to obtain session
cookies. It can be performed running the Broken Access Control Analyzer module
that have a separate wizard to guide the test configuration.

A6 - Security Misconfiguration

Loak for WebDAV vulnerabilities
Look for default host credentials

[] A7 - Cross Site Scripting (X55)

| < Back | MNext = || Cancel |

o Look for WebDAV vulnerabilities: Check this option if you want the test to locate
pages that have WebDAV vulnerabilities. If found, Core Impact will create a
WebDAYV agent which represents the knowledge of how to exploit a poorly
configured web server.
« Look for default host credentials: Check this option if you want the test to locate
pages that use default usernames and passwords.
Then click Next until you are past the Risk Types selection. For the following steps we
will have ONLY selected A6 - Security Misconfiguration
6. Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If the WebApps Attack and Penetration is successful, then a new XXE Agent will appear under
vulnerable pages in the Entity View. See Interacting with WebApps Agents for information
about how to leverage the WebApps Agents.

A7:2017 Cross Site Scripting (XSS)

Below we document the steps to test the A7:2017 Cross Site Scripting (XSS) security risk only.
Please note that you can combine tests and run more than one on a specific target or set of
targets.

1. On the Risk Types pages of the Wizard, select A7 - Cross Site Scripting (XSS)
A7 - Cross Site Scripting (XSS)
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WebApps Attack and Penetration Wizard

Risk Types (contd)
Select the OWASP Top 10 risk types that will be tested on web
pages

[ a4 %ML External Entities

MOTE: Broken access contraol detection need user interaction to obtain session
cookies. It can be performed running the Broken Access Control Analyzer module
that have a separate wizard to guide the test configuration.

[] A8 - security Misconfiguration

| Look for WebDAV vulnerabilities

+f| Look for default host credentials

A7 - Cross Site Scripting (X55)

| < Back | MNext = || Cancel |

Then click Next until you are past the Risk Types selection. For the following steps we will

have ONLY selected A7 - Cross Site Scripting (XSS).

2. Select the specific browser that you would like to target, or select Any to target all types.

XSS Tests Configuration

WebApps Attack and Penetration Wizard

Cross-Site Scripting tests configuration
Customize parameters for Cross-Site Scripting tests

The analyzer can look for vulnerabilities that can be exploited in any supported
browser, or only in a spedfic browser version.

Browser: “

Toindude testing of POST parameters in the analysis, chedk the following option:
Test POST parameters

To incude testing of cookies and headers in the analysis, chedk the following option:
Test cookies and headers

Toindude testing of persistent vulnerabilities, check the following option:
Test for persistent vulnerabilities

MOTE: Testing POST parameters or persistent vulnerabilities may not be suitable to be
used against a production web application since Core Impact may store test probes in it.

| < Back | MNext = || Cancel |

3. To configure a module to avoid testing pages that could terminate the session, use the

User Guide

ellipsis (D) button. By default, the Session arguments avoid list module will be enabled
for this purpose. Click the Clear button if you do not want any module to perform this

function.

You can extend Core Impact's functionality by writing your own custom modules. For
more information about writing custom modules, please contact Customer Support (see

Contact Support).
Session Management

Core Security, a HelpSystems Company
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WebApps Attack and Penetration Wizard

Session Management
Configure modules to avoid session termination

To configure @ module to avoid testing parameters related to session management
{Running in a session without such a module could end the session while doing tests).

Session termination prevention module
Session arguments avoid list X |E|| Clear

To configure & module to prevent arawling links that may terminate the session, provide
the name of a module here:

Logout forbidden link module
Logout forbidden links |E|| Clear

| < Back | Finish || Cancel |

4. Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If the WebApps Attack and Penetration is successful, then WebApps Agents will appear under
vulnerable pages in the Entity View. See Interacting with WebApps Agents for information
about how to leverage the WebApps Agents. Additionally, if a vulnerability is found, it is
assigned a Vulnerability ID which will allow Core Impact users to track reported vulnerabilities
after testing. The Vulnerability 1D will appear in the "Information" pane when the vulnerable
web page is selected and also in the name of the agent that is deployed for the page. For
example, if the SQLi Analyzer finds a vulnerability and assigns it ID 7, an agent configured from
that vulnerability will be named "SQL Agent (7)".

A8:2017 Insecure Deserialization

Below we document the steps to test the A8:2017 Insecure Deserialization security risk only.
Please note that you can combine tests and run more than one on a specific target or set of
targets.

1. On the Risk Types pages of the Wizard, select A8 - Insecure Deserialization
A8 - Insecure Deserialization
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WebApps Attack and Penetration Wizard

Risk Types (contd)
Select the OWASP Top 10 risk types that will be tested on web
pages

AB - Insecure Deserialization

MOTE: Execute exploits for known insecure deserialization vulnerabilities based on
the web application fingerprint performed during the Information Gathering phase.

[] A8 - Using Components with Known Vulnerabilities

Other:
[] Look for PHP Remote or Local File Indusion vulnerabilities
[] Lok for unvalid redirects and Forwards
[] Lok for hidden/backup pages

| < Back | Finish || Cancel |

2. Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If the WebApps Attack and Penetration is successful, it will execute exploits for known insecure
deserialization vulnerabilities based on the web application fingerprint performed during the
Information Gathering phase.

A9:2017 Using Components with Known Vulnerabilities

Below we document the steps to test the A9:2017 Using Components with Known
Vulnerabilities security risk only. Please note that you can combine tests and run more than one
on a specific target or set of targets.

1. On the Risk Types pages of the Wizard, select A9 - Using Components with Known
Vulnerabilities

A9 - Using Components with Known Vulnerabilities
WebApps Attack and Penetration Wizard

Risk Types (contd)
Select the OWASP Top 10 risk types that will be tested on web
pages

D A8 - Insecure Deserialization

NOTE: Execute exploits for known insecure deserialization vulnerabiliies based on
the web application fingerprint performed during the Information Gathering phase.

A9 - Using Components with Known Vulnerabilities

Other:
[] Lok for PHP Remote or Local File Inclusion vulnerabilities
[] Lok for unvalid redirects and Forwards
[] Lok for hidden/backup pages

< Back Finish | | Cancel

User Guide Core Security, a HelpSystems Company page: 182



Rapid Penetration Test (RPT) / Remediation Validation

2. Click the Finish button to begin the test. If you had selected other Risk Types, click Next
to make additional configurations.

If the WebApps Attack and Penetration is successful, then a new XXE Agent will appear under
vulnerable pages in the Entity View. See Interacting with WebApps Agents for information
about how to leverage the WebApps Agents.

Remediation Validation

Core Impact allows testers to efficiently re-test Network and Web assets that have previously
been identified as vulnerable. Because the remediation responsibilities usually fall on a different
team, Remediation Validation is an important step for penetration testers. Core Impact's
Remediation Validation test results will be output to a report, comparing new results with
original results. In many cases, the Remediation Validator supports agent redeployment and
remediation on testing scenarios where OS agents, WebApps agents, and Network SQL agents
are used together to detect vulnerabilities.

View illustration

In the below illustration, Host C is compromised as Core Impact is able to leverage
vulnerabilities in Hosts A and B. When performing Remediation Validation on this scenario,
Core Impact will attempt to recreate the same attack path and redeploy the same agents in
order to determine if the vulnerabilities have been remediated.

Remote
Exploit

Identity
verifier

Local

Privile
Esca}e%%i

Local 05 08 05 S
NETWORK Agent Agent (1) Agan (2) Agant () Privilege Agant 4)
L=} L2 £ =z Escalation [
—
| cm| | | ==
@ impact HOSTA HOSTB HOSTB HOSTC
MBA%ES
‘uinerability x[
saL
Agent
[
WEBAPPS —my

Web Page - HOSTC

Using Core Impact, testers have several methods of initiating a Remediation Validation test:

« From within a Workspace: Network and WebApps RPTs provide One-step Remediation
Validation tests. Jump to those sections to learn more.
« From the Dashboard:

1. From the Core Impact dashboard, click the Remediation Validation button. The
Remediation Validation wizard will open.

2. Select a Workspace in which you want the validation to occur, select whether you
would like results for Network, Web applications, or both, then click Next.

Workspace Selection
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Remediation Validation Wizard

Workspace selection
Select the workspace where validation remediation is going to be
performed and the attack vectors to test

Workspace to be tested: (*)
Acme Engineering Analysis E]

Generate results for:
[¥] Metwork
Web applications

(*) You'll onhy be able to select 3 workspace that doesn't have amy tasks running.

[ < Back ” Next = ][ Cancel ]

3. Check the Consider vulnerabilities as solved if original attack path cannot be
reproduced option if you want the test to mark vulnerabilities as "solved" (and not
"indeterminate") if the original attack path cannot be used. Then click Next.

Remediation Validation Options
Remediation Validation Wizard

Remediation Validation Options
Specify remediation validation behavior

By default, the remediation validation process will report vulnerabilities that cannot be
retested because the attack path is no longer valid a= neither solved or not solved, but
as indeterminate.

If vulnerabilities were addressed by restricting access to a host (or other resource)

used in the attack path, remediation validation can be configured to report these
vulnerabilities as solved.

[ cConsider vulnerabilities as solved if ariginal attack path cannot be reproduced

| < Back | Mext = || Cancel |

4. Select the report(s) that you would like Core Impact to generate and select a local
folder where the report(s) should be saved. Then click Next.

Reporting Configuration
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Remediation Validation Wizard

Reporting configuration
Select what reports to run when the module completes the tests

Generate Network Remediation Validation Report

Generate Webapps Remediation Validation Report

Select the folder where the generated reports are going to be saved:
C:Users\alight\Desktop E]

[ < Back l Next > ][ Cancel l

5. Select the report format that you would like. Then click Next.

Remediation Validation Wizard

Spreadsheet Report customization
Use the following settings to customize the report

Report format:
® XLsX
() POF

[ < Back l Next = ][ Cancel l

6. If you would like to receive the reports via email, check the Core Impact option
and complete the remainder of the form. Then click Finish.

Reporting Configuration
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Remediation Validation Wizard

Email Delivery Settings
Customize the settings used to send emails if you want to receive

results by email.

[] send generated reparts by email
Spedfy the email address the report email will appear to come from:

Emiail From: I

Spedfy the email redpient address (you can specify more than one email entry by
separating the addresses with semicolons(;)):

Emal ToList: |

MNOTE: If a SMTP server ig not provided or defined in the global settings DNS queries wil
be performed to determine the MX record assodated with the SMTP server for each
target domain.

QOutgoing SMTP Server:
Address: Port: Ij I

| <Bak | Fnsh || cancel |

The targeted workspace will open and the Remediation Test will automatically run. You
can then check the Module Output for status and completion information.

Reports

Each of the Rapid Penetration Tests provides rich reports that can be used to consolidate, view
and distribute your test findings as well as to plan ongoing prevention and remediation efforts.
Reporting options are similar for each RPT and several reports are available for multiple RPTs.

Types of Reports

List of Available Reports

Running Crystal Reports

Running Spreadsheet Reports
Creating User Spreadsheet Reports
Running Reports from the Dashboard

For any report that consolidates data for more than one workspace, unique |IP addresses and
unique email addresses are treated differently for data summaries. For example, if the same IP
address is discovered in 3 different workspaces, the report's Summary of Discovered Hosts will
show a count of 3 hosts. Alternatively, if the same email address is reported in 3 different
workspaces, the report's Summary of Targeted Users will show a count of 1 email address.

Types of Reports

User Guide

Crystal Report: This option uses SAP Crystal Reports as the engine to generate report
data. Jump to Running Crystal Reports. Some reports are available only as Crystal Reports.

Spreadsheet: Some Core Impact reports use Excel as the reporting engine. Check only the
Spreadsheet checkbox to see which reports qualify. Jump to Running Spreadsheet

Reports.
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« User Spreadsheet: Any report that is available as a Spreadsheet report can be modified
and customized to suit your specific business requirements. Once a report has been
customized, it will be listed in the User Spreadsheet category. Jump to Creating User
Spreadsheet Reports.

List of Available Reports

Network Host Report

Available in the Network and Client-side RPTs, this is a detailed report about the hosts you
tested using Core Impact, grouped by host IP address unless otherwise configured. Reported
data Includes:

o Number of compromised hosts

o Services and applications found on each host

« Average number of exploited vulnerabilities on those hosts

o The CVE names of the vulnerabilities found on each compromised host
« If available, a screen shot from the compromised host.

This report is closely linked to the Vulnerability report (see below). (For Network RPT and
Client-side RPT only)

Customization options:

« Host Selection: You can select specific hosts on which to run the report, or report on all
known hosts.

o Include host list grouped by services: Select this option to have the host data grouped by
the services they were running.

« Include host list grouped by ports: Select this option to have the host data grouped by

« Include application list for each host: Select this option to include detected applications
for each host in the report.

o Include closed ports for each host: Select this option to include detected closed ports for
each host in the report.

o Black and white charts: Select this option to have charts created in black and white
instead of in color.

Full Executive Report

Available in the General category, this is a report presents a summary of the penetration test
conducted by Core Impact.

Identity Report

This report provides details about discovered identities harvested by brute force or post-
exploitation actions. When executing up the report, you have the following options:

o Report format: Select either XLSX or PDF.
o Show hashes and passwords: Select either Yes or No.

Network Exposure Report

This report details the exposures that were found during the Information Gathering stage of the
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RPT. Exposures are information that while not being a vulnerability might help an attacker to
conduct information gathering activities. When executing up the report, you have the following
options:

o Report format: Select either XLSX or PDF.
Network Report

This report provides detailed information about hosts found and all vulnerabilities found that
were successfully exploited. When executing up the report, you have the following options:

o Report format: Select either XLSX or PDF.
« Show hashes and passwords: Select either Yes or No.

Network Mitigation Report

This report provides detailed information about the vulnerabilities found, organized as a
checklist to serve as a reference document for issues that need to be addressed. When
executing up the report, you have the following options:

o Report format: Select either XLSX or PDF.
Network Vulnerability Validation report

Available in the Network RPT, this is a report containing validation information for
vulnerabilities imported from external vulnerability scanners. When executing the report, you
have the following options:

« Report format: Select either XLSX or PDF.
PCI Vulnerability Validation report

Available in the Network RPT, this is a report containing validation and severity information for
vulnerabilities imported from external vulnerability scanners.

Customization options:

« Host Selection: You can select specific hosts on which to run the report, or report on all
known hosts.

o Black and white charts: Select this option to have charts created in black and white instead
of in color.

Network Remediation Validation report

Available in the Network RPT, this is report compares the Workspace's original results with
those after remediation efforts have been performed.

Network Video Camera report

Available in the Network RPT, this report provides detailed information about the video cameras
found during the testing carried out by Core Impact and the risks and weaknesses associated to
them

When executing the report, you have the following options:

o Report format: Select either XLSX or PDF.
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Vulnerability Report

Available in the Network, Client-side and WebApps RPTs, this is a detailed report about the
vulnerabilities that were successfully exploited on each host (versus potential vulnerabilities).
This report provides details for each of the exploited vulnerabilities listed for compromised
hosts in the Host Report. Data includes Common Vulnerabilities and Exposure (CVE) as well as
Common Vulnerability Scoring System (CVSS) details.

When executing the report, you have the following options:
o Report format: Select either XLSX or PDF.
Network Wellness Report

Available in the Network RPT, this report indicates the amount of testing that was performed
and shows which tests resulted in a vulnerability being found on the selected targets. When
executing the report, you have the following options:

o Report format: Select either XLSX or PDF.
Client-Side Penetration Test Report

Available in the Client-side RPT, this is a detailed report of Client-side Penetration Tests
including:

« Summary of client-side attack types
o Email messages sent to deliver attacks or lure users to a malicious web site
« Exploits used in client-side attacks

Customization options:

« Black and white charts: Select this option to have charts created in black and white
instead of in color.

Client-Side Phishing Report

Available in the Client-side RPT, this is a detailed report of Client-side Phishing test results,
including:

o Summary data of client-side targets

o Percentage of targets who viewed the attack email

« Percentage of targets who visited the Phishing web site

« Percentage of targets who entered data into the Phishing web site

Customization options:

« Black and white charts: Select this option to have charts created in black and white
instead of in color.

User Report

Available in the Client Side RPT, this is a detailed report about all the users that were
discovered and targeted as a part of the penetration test.

Customization options:
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« Black and white charts: Select this option to have charts created in black and white instead
of in color.

Host Based Activity Report

Available in the Network RPT, this is a report showing all modules run for each detected host.
Customization options:

« Host Selection: You can select specific hosts on which to run the report, or report on all
known hosts.

o Black and white charts: Select this option to have charts created in black and white instead
of in color.

FISMA Exploited Vulnerabilities Report

Available in the Network and Client Side RPTs, this is a report that shows a summary and
detailed information of vulnerabilities exploited by Core Impact. This report is designed to
comply with standards and requirements of the U.S. Government Federal Information Security
Management Act (FISMA) and can help you achieve NIST SP 800-53A compliance.

Customization options:

« Black and white charts: Select this option to have charts created in black and white instead
of in color.

« Show additional information for vulnerabilities: Select this option to include more details
about vulnerabilities included in the report.

o Include identities: Select this option to include identities in the report output.

« Obfuscate plain text password: If including identities, check this option to mask any
passwords.

« Group validated identities by: If including identities, identities will be grouped by
Host or by Service.

Delta Report

Available in the Network, Client-side and WebApps RPTs, the Delta Report will show a side-by-
side comparison of test statistics for any 2 workspaces.

Customization options:
o Select 2 workspaces to compare.

Trend Report

A Trend report is a summary report which shows graphically the changes across 2 or more
workspaces. This report is only available when Running Reports from the Dashboard.

Customization options:

o Timeline to be used in the report: Select the scale of the report as daily, weekly, monthly,
quarterly, or yearly.

o Select attack categories to be included in the report: Select from Network, Client-Side,
and Web.
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« Black and white charts: Select this option to have charts created in black and white
instead of in color.

o Show numbers in charts: Select this option to have numbers visible on output chart.
Executive Report

Available in the Network, Client-side and WebApps RPTs, this is a summary report of all
completed penetration test activities and their results. Reported data includes:

« Summary of exploited vulnerabilities

o Summary of discovered hosts and network devices

o Summary of targeted users

« Most exploited vulnerabilities (overall and by operating system)

Customization options:

« Black and white charts: Select this option to have charts created in black and white
instead of in color.

The Network Executive Report is available as a Spreadsheet Report
Attack Graph Report

For any attack vector where you have successfully penetrated a system, you can obtain a
graphical representation of the test by running the Attack Graph report. The Attack Graph
illustrates your penetration test by using nodes and edges as in this example:

Attack Graph Report Sample

1192.168.111.72

o
/192-163.110,%\.
’ /,'

192.168.110.189 — 192.168.108.10

flocalhost —» 192.168.110.159

192.168.110.245

192.168.110.237

A node represents any participant in the attack - either a system or application.

An edge (arrowed line) represents an attack. The type of edge indicates the type of attack
according to the below key:

« Solid > Network attacks

« Dashed" ™™™ > Client-side attacks
o Dotted ELEEEEL o WebApps attacks
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Attack Graphs are created using Graphviz, which can be downloaded at www.graphviz.org.
Graphs can be produced in araw . dot format which can then be edited with Graphviz'
gvedit.exe as well as other 3rd party tools.

Customization options:

« Output filename: The name of the file that will contain the attack graph. If you don't
change the Output Filename, the resulting report file will be saved in
$programfiles%/core security/Impact/bin.

« Edge color: The color of the attack lines between nodes (red or black).

o Edge detail: Select Full if you want the graph to display each exploit as its own edge. So if
there were 14 exploits used, you will see 14 edges. Select Compacted to show a single
edge for each attack type between two nodes. In Compacted mode, you will see edges
with different thicknesses. The thick edges indicate that several attacks were performed
between the same two nodes but using different exploits.

o Node detail: This setting determines how much information is displayed per node. With
any of these options, the nodes are shown in tiers based on their distance from the
localhost node.

« Full: In this mode, the node displays verbose identification information (IP address,
URL or web browser and version). All other Node Detail modes are compacted in
that they display icons to indicate the type of node.

o Compacted BFS (Breadth-First Search): In this mode, each node contains a number
in parentheses that represents the order in which the node was attacked.

o Compacted In Degree: In this mode, the nodes contain two numbers. The first
number (not in parentheses) shows the number of distinct exploits with which the
node was attacked (this number would correspond with the number of edges
connecting to the node). The number in parentheses is a rank (starting at 0) based on
number of attacks received. For example, a node showing 34 (0) was attacked with
34 exploits and it was also the node that received the most attacks. In this mode,
you should see localhost as having the highest number rank and no number of
attacks.

o Compacted Out Degree: In this mode, the nodes contain two numbers. The first
number (not in parentheses) shows how many attacks originated from the node. The
number in parentheses is a rank (starting at 0) based on number of attacks
performed. For example, a node showing 2 (5) performed 2 attacks and there were
5 nodes that performed the same or more attacks.

Activity Report

Available in the Network, Client-side and WebApps RPTs, this is a detailed report of all modules
executed in Core Impact, grouped by date/time run and module.

Customization options:

o Log detail level: select from Low, Medium or High.

o Include only parent level tasks: Select this option to prevent the report from showing
details on sub-modules.

Network Wireless Report

Available in the Network RPT, this report shows detail on all known wireless relationships that
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have been found while Testing a Wireless Environment. When executing the report, you have
the following options:

o Report format: Select either XLSX or PDF.
WiFi Fake Access Points Report

Available in the Network RPT, this report provides a summary of information about attacks
while Testing a Wireless Environment using a Fake Access Point.

WiFi MiTM Report

Available in the Network RPT, this report shows data about results of Man In The Middle
(MiTM) attacks.

WebApps Executive Report

Available in the WebApps RPT, this report summarizes the most relevant information obtained
during the penetration test. This report includes information about discovered hosts,
compromised vulnerabilities and executed tasks.

Customization options:

« Select how to show the exploited assets: select from Do not include, Most Exploited Web
pages, List All Exploited Assets.

Information Publicly Accessible Report

Available in the Client Side RPT, this report presents the results from the search of documents
and any metadata within the discovered documents during Client Side Information Gathering.
This report includes information about discovered hosts, compromised vulnerabilities and
executed tasks.

Customization options:
o Show Sensitive Data: Check this option to include sensitive data in the report.
WebApps Remediation Validation Report

Available in the WebApps RPT, this report provides a comparison between the original data and
the remediated results.

WebApps Vulnerability Report

Available in the WebApps RPT, this report provides detailed information about all
vulnerabilities that were successfully exploited during the penetration test.

Running Crystal Reports

To run a Crystal report:

1. Click the Report Generation step for your RPT. The Report Generation wizard will open.
2. Click Next to begin.
3. Select the report category from the drop-down menu.
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4. Check only the Crystal Report check-box to display only the Crystal Reports. Select the
Report that you wish to run and click the Next button. The report selections in the below
image are from the Network Report Generation wizard; options will vary for other RPTs.

Report Type
Report Generation Wizard
Report Type Selection
Select the type of report that you need
Select report category: | Network
Reports:

Show the following type of reports:

o -
FISMA Exploited Vulnerabilities Report N Crystal Report
Identity Report E |

Metwork Executive Report Seadshesy
Metwork Exposure Report User Spreadsheet
Metwork Host Based Activity Report

Metwork Host Report

Metwork Mitigation Report 52

Delta report provides a comparison between two workspaces.,

| <Bak | MNext> || cancel |

5. Make any Report customizations that are available. Customizations will vary for the
different report types.

Then click the Next button.
Client-side Report Customizations

Executive Report Activity Report Host Report

sodie cotors: Modde cptors: (e

[ stock and white charts Log Detal Level TN v (] ke sppbcation kst for each hast

[] Erchucke anly parent bevvad asks ] Incudde dosed piets for sachhast
[] Black and white charts.

Vulnerability Report Client-side Penetration Test Report User Report

“iode cptors: Mocide opnons: “ode optors:
[ ant e craves: ] ok ot white churts [ mack an wives chaes

6. For WebApps RPT Reports only, click the ellipsis (D) button to choose the scenario(s) for
which you would like a report. Then click the Next button.

7. For certain Network and Client-side RPT Reports, you must select the Workspace(s) for
which you would like a report. On the Workspace Selection page, click the ellipsis (D)
button to choose the workspace(s) for which the report should run.

8. For any workspace that you want to include in the report, select it on the left (Available
Workspaces) and click the Add button to move it to the Selected Workspaces pane. If you
add a workspace that isn't the currently-opened workspace, you will be prompted for the
workspace's password.

Workspace Selection
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]

M Workspace Selection
Every workspace is protected by & password wich is gomng bo be requined when the
workzpaces ale seleched, excepk for the cumrent workspace.
Available workspaces: Sedected wodk spaces:
[ Chent-side Tests I BaAdds || Metwork Test
wiebdpps Test
| ok || cance

9. Click the OK button to return to the Report Wizard.

10. Click the Finish button to run the report.

The report will run and automatically display in the Crystal Reports Viewer Window. The

following is an example of an Core Impact Host report displayed in the Crystal Reports Viewer
Window:

Crystal Reports Viewer Window - Core Impact Host report Example

Ho4 r M 2 ie+ [ g 100z =

Hosts per Operating System

2 Total EL]
a 5
freebsd 1
" W 2
MEc o8 X 3
M openosd 2
solaris 7
ﬂ unknown 5
Win dow's 9
4
2
1l
L]

mx bested  lnex

Hosts

macokx combed  miaeis  unknown wndows

Operating System

Hosts per Operating System Version

Total® kL]
alx §

R ankrgen 1
' W xp freebad 1@

The main functionality for the Reports Viewer Window is provided by the Export Report, Print

Report, and Toggle Group Tree buttons located on the top left corner of the window.

Descriptions of each of these buttons are provided below.

-

Toggle Group Tree

Allows you to collapse the Preview Pane for better individual report viewing/processing or
expand it to select from available options (in this case host IPs). This feature is not available on

the Client-side Penetration Test, User, or PCI Vulnerability Validation reports.
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Print Report

Allows you to print your report using the standard Windows Print Dialog Box.

bt

Export Report
Allows you to export your report to your chosen destination in your chosen document format.

If you are exporting your report, the Export Dialog Box will appear and you will be prompted to
provide information on report format and destination, and then the export file location.

Report Generation - Export Dialog Box

Szport X)
Format:

= =]
Destination: Cancel

|9 Disk file ~|

After you provide this information, the Export Records Dialog Box will appear and export your
report.

Running Spreadsheet Reports

To run a Spreadsheet report:

1. Click the Report Generation step for your RPT. The Report Generation wizard will open.
2. Click Next to begin.

3. Check only the Spreadsheet check-box to display those reports that can be generated as
Spreadsheet reports.
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4. Select the desired Report and click the Next button.

Spreadsheet Reports

Report Generation Wizard

Report Type Selection

Select the type of report that yvou need @

Select report category: | Network
Reports:
Shaw the following type of reports:
o -
Network Executive Report T [] crystal Report
Metwork Exposure Report =
Metwork Host Based Activity Report ShacaEheeL
Metwork Host Report [ user Spreadsheet
Metwork Mitigation Repart
Metwork Mobile Report
Metwork Remediation Validation Report 2
Creates the discovered identities report.
[ < Back l MNext = ] [ Cancel ]

5. Select the desired output format as either XLSX or PDF.
Then click the Finish button.

The report will run and automatically display in either Adobe Reader or Microsoft Excel,
depending on the output format you selected.

Creating User Spreadsheet Reports

Any Spreadsheet report can be copied, then modified and customized to meet your specific
business requirements. To create a User Spreadsheet report:

1. Click the Report Generation step for your RPT. The Report Generation wizard will open.

2. Click Next to begin.

3. Check only the Spreadsheet checkbox to display only the Spreadsheet reports.
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4. Select the Report that you want to modify and click the Duplicate button.

Spreadsheet Reports

Show the following type of reports:

0
Metwork Executive Report [] crystal Report

Metwork Exposure Report
Metwork Host Based Activity Report

Spreadsheet
Metwork Host Report
Metwork Mitigation Repart

[] User Spreadsheet
Metwork Mobile Report

Metwork Remediation Validation Report 52

Creates the discovered identities report.

|| »

Report Generation Wizard
Report Type Selection
Select the type of report that you need
Select report category: | Network
Reports:

[ < Back l Next = ][ Cancel ]

5. The Report Source field will display the name of the report that you are copying. In the

Report Name field, enter a new, unique name for your User Spreadsheet report.

Optionally, enter a Description of the new report.
Spreadsheet Reports

Mew Report Information

(el

Report Source; Metwork Executive Report

Report Name:  Custom Executive Report

Description:

| ok || cancel |

Then click the OK button.

examples for modifying the report template:
Example: To Replace the Logo Image in the Template

6. The report template will open in Microsoft Excel. Follow the below guidelines and

1. Click the Core Impact logo image in the Header area of the spreadsheet.

Core Security, a HelpSystems Company
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bl
Picture

Click the Picture button on the Excel toolbar.

Microsoft Excel will present a pop-up message, stating that "Only one picture can
be inserted in each section of the header". Click Replace.

Browse to and select the image file that you want to use in the report template.
Click Open.

Save and close the Excel file.

When you subsequently run this custom report in Core Impact, it will contain your
updated image in the header.

Example: To Add Columns from the Template Tables

1.

2.
3.

Add a new worksheet to the Excel file and name the new worksheet (e.g. New
Data). This worksheet will contain the data that you wish to display in the report.

Right-click on any worksheet tab and select Unhide...

The worksheets that are hidden by default are named with an underscore (e.g. _
exp_data) and contain the raw data that the reporting worksheets reference. Select
which raw data worksheet(s) you wish to unhide and click OK.

On your new worksheet (New Data), create pivot tables or regular tables that
references the data from the hidden worksheet(s). Do not reference explicit cells or
columns. Instead, reference the Ranges that are included in the template.

Workbook 'Views

- . £] Ell;k here
AssetSurmmary 5 — to view data
CampaignDetails ra HQEE_

Campalgnsummary
DataTasheetMapping EEliIﬂTY
Errorfdessages

ReportParameters
SecurityPosture UMMARY

Right-click on the tab of any worksheet that should be hidden and select Hide.
Save and close the Excel file.

When you subsequently run this custom report in Core Impact, it will contain your
new worksheet and the resulting data from the table(s) you added.

Guidelines for Modifying Report Templates

DO NOT
o Delete columns from the template. Use the Hide function in Excel to hide one or

more columns from the template.

o Delete tabs from the template. Use the Hide function in Excel to hide one or more

tabs from the template.

YOU MAY

o Change the logo image in the template.
e Rename columns
« Create new tabs that contain pivot tables, charts, etc. that reference the data in the

report.

7. When you are finished modifying the template, save and close the template file.
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Your new User Spreadsheet can now be executed in the same was as the Spreadsheet Reports
except you will find them in the User Spreadsheet category.
Report Generation Wizard

Report Type Selection
Select the type of report that you need

Select report category: | Network

Reports:

Show the following type of reports:
[ crystal Report

[] Spreadsheet

User Spreadshest

Custom Executive Repo

[ Duplicate l [ Edit

[ < Back l Mext = H Cancel l

Running Reports from the Dashboard

Reports can also be executed from the Core Impact Dashboard which can be more convenient if
you want to report on data across multiple workspaces.

1. Click the Reports button [ M o
The Reports wizard will appear.
Click the Next button.

Select the Report Category from the drop-down menu as either General, Network,
Client-side, or WebApps.

Select the report you want to run, then click the Next button.

If applicable, select the workspaces for which you want the report to run.
If applicable, set any other customization options that are available.

Click the Finish button.

One-Step RPTs

Core Impact provides One-Step tests that can be run in a single step, providing detailed reports
of the test's findings.

w N

No vk

o Network One-Step Tests
o WebApps One-Step Tests

Exporting Data from Core Impact

There are several ways that you can export data in order leverage Core Impact's test results.
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Impact Workspace data

If you have an external system into which you want to import Core Impact workspace data
(hosts, entities, agents, vulnerabilities, etc), you can customize and use the Export Impact
Workspace to XML File module. To customize the module:

1. Make sure the Network Entity tab is active, then locate the Export Impact Workspace to
XML File module in the Modules tab (use the search feature or navigate to the Import-
Export folder).

2. Right-click on the module, then select Edit.
Modify the module .py file as desired, then use Save As to save the file with a new name.

4. Click the Modules menu, then select Reload. This will refresh the modules list and should
reveal your new, custom export module.

SCAP

You can export vulnerability data from Core Impact that is compatible with a Security Content
Automation Protocol (SCAP) system. To do this:

w

1. Make sure the Network Entity tab is active, then locate the Export results in SCAP xml
format module in the Modules tab (use the search feature or navigate to the Import-
Export folder).

2. In the module parameters window, select the destination of the xml file, then click OK.

3. Navigate in Windows to the location of the export file. You can then use the file with your
SCAP system.

You can also view the publish and last updated dates for the exploits used within Core Impact.
To extract this information, perform the below query from the Windows command line or using
a SQL Client connected to Core Impact's SQL database.

Command Line Query

osql -E -S \IMPACT -d corevuln -Q "SELECT 'CVE-' + CAST(vuln_ncve_year AS VARCHAR) +
'-'+ CAST(vuln_ncve_number AS VARCHAR) AS CVE, vuln_published AS Published, vuln_
lastchange AS LastChange FROM corevuln.dbo.vulnerability"

SQL Client Query

SELECT 'CVE-' + CAST(vuln_ncve_year AS VARCHAR) + '-' + CAST(vuln_ncve_number AS
VARCHAR) AS CVE, vuln_published AS Published, vuln_lastchange AS LastChange FROM
corevuln.dbo.vulnerability

PCIl Connect Format

You can export workspace data in XML format acceptable for importing to the QualysGuard PCI
Connect format. To do this:

1. Make sure the Network Entity tab is active, then locate the Export results in PClI Connect
format module in the Modules tab (use the search feature or navigate to the Import-
Export folder).
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2. Double-click the module.
In the module parameters window, select the destination of the xml file, then click OK.

4. Navigate in Windows to the location of the export file. You can then use the file with
QualysGuard.

w

Identities Export

Use the Identities Exporter module to export identities in JSON format from one Workspace
for import into another. Use the Identities Importer module to import identities.

To export identities:

1. Navigate to the Modules tab, making that the Network tab of the Entity Database is active
2. Locate and execute the Identities Export module
Modules a

#- Search All

D Tools
I Cracking
=1d entity Verifiers
I3 Create
[7 DB2 Identity Verifier
[7 FTP Identity Verifier
[@ HTTP Identity Verifier
B
[# Identities Importer
[@ MSSQL Identity Verifier
[@ MySQL Identity Verifier
[# Oracle Identity Verifier

3. In the module properties window, select the Identities you wish to export and enter the
path for the Output File.

4. Click OK.

The identities you selected will be exported in JSON format and available at the location you
specified in the module properties.
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Every penetration test in Core Impact is run and run within a Workspace. A workspace is a
place where information regarding a specific test is stored. This chapter walks you through the
workspace creation procedure in greater depth, and also teaches you how to close, remove, and
import/export Workspaces as well as how to create collaborative Teaming Workspaces.

Workspaces

A Core Impact workspace includes the following:

« Rapid Penetration Tests. Within a workspace, you can run any of the available RPTs (see
Rapid Penetration Test (RPT)) as well as interact with the individual modules for more
advanced control (see Working With Modules).

« The Entity Database. Information about the target network, users or web pages acquired
during the penetration test. This includes (but is not limited to) discovered targets, their
properties and deployed agents.

« The Executed Modules log. Information related to the modules you have run such as time,
duration, status, source agent, parameters, and generated output.

All workspace information is stored in the Console's database, which is found in an .mdf file in
the SQL Server directory that corresponds with Core Impact .

Creating a New Workspace

To create a workspace, follow this procedure:

1. Choose File -> New workspace from Core Impact's main menu or click on the New
Workspace icon () on the toolbar.

2. Select the New Workspace button on the left side of the Welcome Window. This will
open a drop-down menu with several Workspace types. Select a specific Workspace type,
depending on your testing goals, or select Blank Workspace. The workspace types are
designed as an Assisted Start and will automatically launch a web browser with
documentation specific to the type you select. The resulting workspace, however, will be
capable of executing any kind of penetration test. For example, if you create an Exploit
Based Client Side workspace, you will still be able to run Network tests within it.

New Workspace Types
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Blank Workspace

Network
Risk Assessment Test

Vulnerability Scanner Validation Test

Client Side
Exploit Based Test

Phishing Based Test

Waorkstation Test

Web

Risk Assessment Test

Vulnerability Scanner Validation Test

3. Enter a Workspace name and passphrase for your new workspace and click Finish.

4.
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Optionally, you can enter extended workspace details by checking the Set extended
workspace information box, then clicking Next.

Workspace Name and Passphrase

Mew Workspace Wizard

Workspace Name and Passphrase

“You must chooze a name and a pazshraze for the new workspace.

Wworkspace name:

Create a passphrase:

Confirm your pagsphraze:

[ 5et extended work space information

< Back

Finizh

s

Cancel

If you checked the Set extended workspace information box in the previous step,
complete the form.

The data you enter is for informational purposes only and can be viewed or updated at
any time by selecting File -> Properties from Core Impact's main menu. Use these fields
as needed:

o Company/Test area name: The name of the company or test area where the
penetration test is being conducted.

« Contact name: The name of a contact inside the (client company) related to this

particular engagement.

o Contact phone number: The phone number of the client contact.

Core Security, a HelpSystems Company User Guide



Workspaces and Teaming / Workspaces

User Guide

o Contact e-mail: The email address of the client contact.

o Location: The location of the client.

« Workspace comment: Any comments about the workspace and the tests to be

performed within it.
« Engagement start date and deadline.
Click Next after entering a name for the new workspace.
New Workspace Wizard

New Workspace Wizard @

Client Information
Record optional test information.

Information

Compary/Test area name:  ACME, Inc.

Contact name: Nigel Tufnel
Contact phone number: 978-546-6565
Contact g-mail: ntufnel @acme.com
Location:

Worlcspace comment:

Engagement information

Start: 7/22/2015 B~ 7/22/2015 B~

Deadline:

¢<Back |[ Net> | [ Cancel

If you are using a Consulting/Engagement license, when you create a new workspace, you
must assign an appropriate license to it. For enterprise licenses, the General License is the
default for all Workspaces. Currently-installed licenses will be displayed in the Available
licenses panel of the New Workspace Wizard Dialog Box. Refer to Understanding Licenses
for more information about using different Core Impact licenses. Click Next after you

choose the desired license.
New Workspace Wizard

Mew Workspace Wizard @

License
‘f'ou must choose a license ta use for this new workspace.

Available licenses: License information

Type: General
Start date: Friday, October 26, 2007
Ewpiration date:  Tuesday, Julp 14, 2015

Hosts: g

IP Ranges:
10.0.0.0/255.255.256.0 10.1.15.0/255 +
10.80.0.0/255.240.0.0 13z1ga.0.0/2 |
192 168.20.0/256 256.252.0  192168.36.0/
192 1RR FR N/7RR PRFR 2R4 N 197 1RR10AN0 T
4| 1 | 3

[ < Back ][ et > ][ Cancel
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6. A Workspace key is generated every time a new workspace is created. This key is only
used for communication with remote agents that perform client authentication. This
means that different users of Core Impact use different workspace keys and will not be
able to connect to the same agents. It is important to note that this key does not currently
protect the information inside Core Impact's database, and that its sole purpose is to

protect the workspace's deployed agents from being accessed by another Core Impact
workspace.

Move your mouse inside the rectangle to generate a new key pair, and click Next. Refer
to the section called “Crypto Channel” for more information on how Core Impact uses this
key pair.

Key Generation Dialog Box
Mewr Workspace Wizard @

K.ey Generation
Create a key pair to be uzed for agent authentication and communication encryption.

Miowe your mouze inzide thiz rectangle.

The randomness of the mouze co-ordinates will be uzed to create a key
pair for agent authentication and encrypted communication.

7. After checking that all the information displayed in the Completing the New Workspace
Wizard Dialog Box is correct, click Finish. The new workspace is created and will
automatically open.

Completing the New Workspace Wizard Dialog Box
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Opening an Existing Workspace

To open an existing Core Impact workspace, follow this procedure.

MNew Workspace Wizard

Impact

Completing the New Workspace
Wizard

Summary:

Company,/ Test area name: ACME. Inc.
Contact name: Migel Tufnel
Contact email: ntufnel@acme.com
Contact phone: §78-546-6565

Engagement information

Deadine: Wednesda

Click finish to create the workspace.

. November 30, 2016

<Back || Finish

] [ Cancel

1. Click the Open Workspace button on the left, or select File -> Open workspace from Core

Impact's main menu, or click on the Open Workspace icon () on the toolbar. The Open
Workspace Dialog Box appears.

Open Workspace

Open Workspace

i3 Workspaces
@ Executed Scheduled T:

LD Tags

4 T 3

Passphrase:

[ Skart a teaming session with the selected workspace

Marne  ~ |Date Status

Agents ..

Client-3ide Testing (Global Phase I 11/28/20.., Mo tasks runni., 0

Global Metwark Testing (Teaming) 11/28/20... Mo tasks runni..
MWW Testing 11/28/20... Mo tasks runni...
test 11/12/20... No tasks runni..
Webfpps Testing (Central) 11/28/20... No tasks runni...

== = =

Click on the workspace you wish to open, then enter the corresponding Passphrase. Note
that, if any Workspaces were created as Teaming Workspaces, they will be labeled as

such.

Check the Start a teaming session with the selected workspace option if you want other
users to be able to work in the Workspace using the Teaming capabilities (for Network
testing only). You will then be asked to add users to the Workspace. See Teaming for more

details.

4. Click the Open button to open the Workspace.

User Guide
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Closing a Workspace

To close the active workspace, choose File -> Close workspace from Core Impact's main menu.
If there are modules running when you close a workspace (or shut down Core Impact), you will
be asked if you want to stop running modules:

« Yes: The workspace (or Core Impact) will be closed and all running modules will be
stopped.

o No: The workspace (or Core Impact) will be closed and all running modules will remain
running. Any exploits launched after the workspace is closed will be able to register

agents with Core Impact and will be visible in the Entity Database when you subsequently
open the workspace.

o Cancel: The workspace will not be closed and all running modules will remain running.

Stop Running Modules Prompt
Core Impact @

. One or more modules are currently running. If these modules are not
JA stopped, they will continue running while the workspace is closed.

Do you want to stop running modules?

When you close a workspace, all in-memory (non-persistent) agents deployed from that
workspace will be uninstalled automatically.

Deleting a Workspace

To permanently remove a workspace, choose File -> Delete workspace from Core Impact's
main menu. The Delete Workspace Dialog Box will appear. Check the workspace(s) you wish to
delete and click the Delete button. The workspace(s) will be removed from the Console's
database.

Importing and Exporting Workspaces

Core Impact allows you to move Workspaces from one database file to another. This
functionality is useful when you wish to share workspace information among several different
users, or for purposes of data backup.

You can import Workspaces into and export Workspaces out of any Core Impact database file. A
single database file can hold multiple Workspaces at the same time. Before importing or
exporting Workspaces, close any active workspace to ensure that the database is not being
updated. Import/Export features are disabled when there is an active workspace open in the
console.
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The Import/Export Wizard will guide you through the process of importing or exporting
Workspaces from different database formats. To use the Wizard, first ensure that all
Workspaces are closed, and then follow one of the below procedures:

o Import a Workspace
o Export a Workspace

Import a Workspace

Follow the below procedure to import a workspace into Core Impact:

1. If you have a workspace opened, close it by navigating to File -> Close Workspace.

2. Navigate to Tools > Import/Export Workspaces from Core Impact main menu. When the
Import/Export Workspace Wizard appears, click Next.

3. Using the drop-down menu, select the Data source type of the import file as either

Microsoft Access or Microsoft SQL Server. Click the ellipsis button (D) then navigate to
and select the source file. Click the Open button to return to the Import Wizard.

Choose a Data Source

af Core Impact Import/Export Workspace Wizard @
Choose a Data Source
*You can copy Workspaces from one of the following data sources.
Data source type: [ Microsoft SQL Server -

Select a database file name.

File narne: “ore Impactibackup_workspace.mdi Q

<Back | Net> | | Cancel | [ Hep

Click Next.

4. Select a workspace from the next dialogue box. This will be the workspace into which the
external file will be imported.

Select a Workspace
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a." Core Impact Import/Export Workspace Wizard

Select Workspaces
Which Workspaces do you wart to copy?

The selected workspaces will be imported into Impact s Diatabase.

Name

NW Test 2013-04-17 &t 08:02

[ <Back | MNea> | [ Cancel | [ Hep

Click the Next button.

5. From the drop-down menu, select the destination of the import. The default option will be
Impact's Database.

Choose a destination

g)’ Core Impact Import/Export Workspace Wizard @
Choose a Data Source
You can copy Workspaces from one of the following data sources.
Data source type: [@ Impact’s Database -

This will uge the curent Impact's Database.

[ <Back || Ned> | [ Cancel | [ Heb

Click the Next button.

6. Click the Finish button once the Import operation is completed.
Completing the Import Workspace Wizard
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af Core Impact Import/Export Workspace Wizard @

Import/Export Workspace Wizard @

Impart/Export Workspace process has completed successfully.

To close this wizard, click Finish.

< Back Cancel Help

Export a Workspace

Follow the below procedure to export a workspace from Core Impact:

1. If you have a workspace opened, close it by navigating to File -> Close Workspace.

2. Navigate to Tools -> Import/Export Workspaces from Core Impact's main menu. When the
Import/Export Workspace Wizard appears, click Next.

3. To export a workspace from your Core Impact installation, select Impact's Database as the
Data source type.
Choose a Data Source Dialog Box

af Core Impact Import/Export Workspace Wizard @
Choose a Data Source
*ou can copy Workspaces from one of the following data sources.
Data source type: ” Impact’s Database h

This will use the current Impact's Database.

[ <Back || MNed> | [ Cancel | [ Heb

Click the Next button.
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4. Select the workspace that you wish to export from the Select a Workspace list.

Select a Workspace Dialog Box

gf Core Impact Import/Export Workspace Wizard
Select Workspaces
Which Workspaces do you want to copy?
Name o

[] NW Test 2013-04-01 at 08:02
[T] NW Test 2013-04-03 at 08:02
[] NW Test 2013-04-16 at 08:02
NW Test 2013-04-17 at 08:02
[] NW Test 2013-04-18 2t 08:02
[T] NW Test 2013-04-25 at 08:02
[T] NW Test 2013-04-29 at 08:02
[T] NW Test 2013-07-16 at 08:02
[] NW Testing2

[ Test

[ test2 -

m

[ <Back || Ned> | [ Cancel | [ Heb

Click the Next button.

5. Using the drop-down menu, select the Data destination type for the workspace as

Microsoft SQL Server.

Then click the ellipsis button (D) to define the destination source file for the export.

Choose a destination Dialog Box

Sv" Core Impact Import/Export Workspace Wizard
Choose a destination
*You can copy the selected workspaces to one of the following destinations.
Data destination type: | ¢ Microsoft SQL Server -

Select a database file name.

File name: ore Impactibackup_workspace.mdt @

[ <Back || MNed> | [ Cancel | [ Heb

Click the Next button.
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6. Click the Finish button and the Export operation will begin.
Completing the Export Workspace Wizard Dialog Box

af Core Impact Import/Export Workspace Wizard @
Import /Export Workspace Wizard @

Import/Export Workspace process has completed successfully.

To close this wizard, click Finish.

< Back Cancel Help

Teaming

Core Impact allows more than one user to collaborate on a single workspace for testing, giving
teams the ability to share data and delegate testing tasks. To use Core Impact's Teaming
capabilities, at least one Teaming Session must be created. Then, users can join that session and
share the workspace.

Teaming Workspaces are not supported on Windows XP and Windows 2003.

Create a Teaming Session

You can open an existing Workspace and enable it as a Teaming Session (see Opening an Existing
Workspace). To create a new Teaming Workspace from scratch, start on the main Core Impact
dashboard:

1. Click the Teaming button on the left, then select New Session. The New Workspace
Wizard will open.

2. Begin by giving the new Workspace a name, then enter the Passphrase (twice). Then click
Next to continue. You can opt to Set extended workspace information; this will require
you enter additional details about the workspace.

New Teaming Workspace
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MNew Workspace Wizard @

Worlesp Name and Passp
‘You must choose a name and a passhrase for the new workspace.

Worlkspace name:
Global Metwork Testing

Create a passphrase:

Confim your passphrase:;

[] Set extended workspace information

3. Enter the name of the Session Owner. Then click the Add button to add each user whom
you want to be able to use the new Workspace. Once you've added all the necessary
users, click Finish.

Teaming Configuration
Mew Workspace Wizard @

Teaming configuration
Add users to be used in a teaming session.

Session Cwner

Nigel Tufnel

Users

RedTeam Member 2 Add
RedTeam Member 1 ;J
RedTeam Leader

[ <Back Jf RNed> | [ Cancel |

4. Core Impact will create the new workspace and start the Teaming session.

Once the Teaming workspace has been created, other users will be able to join the workspace
using the name/passwords you defined. They will also need to know the address of the machine
where the Teaming Workspace resides. See Join a Teaming Session for more details on this
process.

As the creator of the Teaming Workspace, you must leave the Workspace open in order for
other users to join it. If you close a Teaming Workspace, the users you added will be removed.
If you want to re-open the Workspace as a Teaming Workspace, use the Open Workspace steps
as you normally would (see Opening an Existing Workspace), selecting the Workspace, then
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check the option Start a Teaming Session with the Selected Workspace. You can then add users
to the Workspace and begin a new Teaming session.

Join a Teaming Session

To join an existing Teaming Session, start on the main Core Impact dashboard:

1. Click the Teaming button on the left, then select Join Session.

2. Enter the Server IP address where the existing Teaming Session is running. Then enter
your User name and Password. These details should be provided to you by the user who
created the Teaming Session. Click Connect to join the session.

Join Teaming Session
lain Tearming Sessian @

-

Server |
U=zer:

Paszwiard:

Connect Cancel

The Teaming Workspace should open and you can take advantage of the collaborative options in
addition to all of Core Impact's testing capabilities. See Using a Teaming Session.

Using a Teaming Session

When you are collaborating on a single Workspace - using Teaming - all joined users will see all
entities, executed modules and their output. In addition, there are several features that will
make the collaboration more successful for you and your team:

« Entity Assignments. To prevent users from working on the same entities (targets), you can
assign entities to specific users who have joined the session. To assign an entity to a user,
right-click on the host in the entity view, select Teaming Users, and then click Assign. You
will then be able to assign the entity to specific user(s).

Assign Entity
(=] Wisibility: localhost ()

= Metwork: 192,168.123.0 (1)

Cg192.168.123.1
T3/102.168.122.20

E W - IFAC MO | Teaming Users » | Bssigh... '
G WINXP 12360

EW’IN ALK Showw Hosts Wisible from Here
O 192.168.123.1 Mew Host..,
- ags »
T WINZK3-1231 Tag
RPT Info Gathering..,
RPT Attack and Penetrate..,
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« Entity Filtering. Once you are in a teaming workspace, the entity database will

automatically contain a folder called My Hosts of hosts that have been assigned to you.

This will make it easier for you to locate and manage the entities for which you are
responsible for testing. The below screenshot is from the view of the Teaming

Workspace's leader where hosts have been assigned to the user RedTeam Member 1.

Filter Entities

Network | Client Side | Web |

I Hosts
gD Teaming

I My Hosts
|- RedTeam Leader's Hosts
Yot com Vi3 o
|- RedTeam Member 2's Hosts

I Wireless

I3 Mohbile

[ T .

| Search...

Mame

= Visibility: localhost (1)

@ Metwork: 192.168.123.0 (1)

1921681231
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Testing a Wireless Environment

The use of 802.11 wireless networks (WiFi) is increasing throughout the enterprise. With WiFi,
security professionals are presented with a new realm of challenges as attackers no longer need
to be physically plugged in to access information systems. Core Impact provides several ways in
which testers can evaluate the security of these wireless networks which serve as both keepers
of and conduits to sensitive data.

Although the WiFi tests are not among Core Impact's Rapid Penetration Test (RPT), they are
simple to launch and easy to integrate into one's penetration testing practice. The WiFi tests are
executed from the Modules View so, if you are not already familiar with how to run modules
directly, review the section Working With Modules. Additionally, see the section Wireless
Vector Reporting for how to report on your wireless penetration test results.

When you discover wireless networks and devices, they will be represented in the Wireless
folder of the Network tab of the Entity view as shown below.

Wireless Entities
Metwork | Chent Side | Web

B Security: None (3)

=l Security: WEFP (1)
e IME-Global _wWiLAN 1 tll

=] Security: WA (1)
=) BH_Guest 1 aill

=] Security: WPALZ (&)
= ITH-NET 1 aifll
Qe N T Y o S S e T —— . el e

As mentioned, the WiFi testing capabilities in Core Impact are accessed directly through
modules, but we will use the RPT model (Information Gathering, Attack & Penetration, Privilege
Escalation, Clean Up, Report Generation) to organize and describe the available modules as well
as to highlight any noteworthy parameters.

The below tests are specifically designed for use on WiFi networks. The modules are available
by navigating to the Modules View and expanding the WiFi folder (ensure that the Network
entity tab is active):

In order to create a Fake Access Point using Core Impact, you must use a Pineapple Nano
(https://www.wifipineapple.com/) wireless network auditing tool.

The following sections will cover each phase of a WiFi test in greater detail.
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The module will run and you can view its progress in the Module Log pane. If the module
succeeds, Core Impact will store the WPA details along with the access point in the entity view.
At this point, you could run the Join WiFi Network module and attempt to connect to the access
point.

WiFi Attack and Penetration

Once you have identified wireless devices, you can continue to take steps to illustrate the
specific risks involved with a wireless breach:

Fake Access Point

MiTM attacks are most effective when the attacker is connected to the same network as the
victim. If you are unable to join a found access point, or if you prefer to target beaconing
wireless devices, you can create a Fake Access Point and target any devices that connect to it.
With this method, Core Impact is literally in the middle - between a victim and the network
applications and site from which they are requesting data. This creates more reliable
opportunities to manipulate the user's experience, discretely capture sensitive data from them,
or to exploit a vulnerability on their machine and install an OS agent.

In order to use the Fake Access Point Wizard or Fake Access Point module, first install Core
Impact's 3rd party package which includes the TAP-Win32 Adapter driver. Additionally, in
order to create a Fake Access Point using Core Impact, you must use a Pineapple Nano
(https://www.wifipineapple.com/) wireless network auditing tool.

To create a Fake Access Point, use the Fake AP Wizard module:

1. Ensure that the Network Entity tab is active, then click the Modules view.
2. Expand the WiFi folder and locate the Fake Access Point Wizard module.

3. Double-click the Fake Access Point Wizard module and, when the wizard opens, click the
Next button.

4. Begin by clicking the ellipsis (E]) button and selecting your Wifi Pineapple Interface.
Airpcap Interface Setup
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WiFi Fake Access Point
WiFi Pineapple Interface Selection
Select the WiFi Pineapple interface to use.
Select the network interface where the WiFi Pineapple device is connected.

-]

\WiFi Pineapple Interface:

Then click the Next button.
5. On the Access Point Setup page, set the identifying details of your fake access point.
o ESSID: The name of the Access Point. Leave this blank if you set Karma Attack to
"true".
« Pineapple Username: The username for the Pineapple device.
« Pineapple Password: The password for the Pineapple device.

o Karma Attack: If "false", the Access Point will use the name entered in the ESSID
parameter. If "true", the Access Point will use whatever name the target device is
beaconing for. For newer Pineapple devices, this setting correlates to the Allow
Associates option of the PineAP module.

o Add Hosts: Set this parameter to "true" if you want any connected devices to be
added to the Hosts folder of the Network entity database for further testing
possibilities.

o Stop after: Set to Hours, Minutes, Packets, or Seconds to set a stop-after limit for
the module.

Access Point Configuration
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WiFi Fake Access Point

ESSID:

Pineapple Username:
Fineapple Password:
Karma Attack:

Stop after:

Add Hosts:

Access Point Configuration

Configure the Fake Access Point @

linksys

root

No

[1 % |hourls)

[ < Badk I Next = l[ Cancel

Then click the Next button.

6. On the Connectivity Setup page, you can select whether your fake access point will
provide Internet connection sharing (ICS) or not:

o ICS: Select this option if you want to share an Internet connection with any users
who connect to your fake access point. You will have additional configurations that
correspond to this selection.

« Offline: Select this option if you don't want to share an Internet connection with
users who connect to your fake access point.

Connectivity Setup

-
WiFi Fake Access Point

Connectivity Selection

Select the type of connectivity for clients that connect. @

ICS: Using ICS (Internet Connection Sharing) mode provides the connecting
devices with Internet access. This also allows for the possibility of doing MITM on
their internet based traffic. To use this mode the Core Impact Pro machine must
have an active internet connection.

) Offline: Offine mode allows you to create a basic honeypot to try and keep
dients connected when no Internet access is available.

[ < Badk I Next = l[ Cancel

Then click the Next button.
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7. If you selected ICS in the previous step, click the ellipsis (D) button and select the
Network Interface through which connected clients will gain Internet access.

ICS Setup

-
WiFi Fake Access Point

ICS Configuration
Configure ICS (Internet Connection Sharing) mode.

=

Select the network interface that has access to the internet that will be shared with
connected WiFi dients.

Network Interface:

| ()

Then click the Next button.
8. If you selected ICS, you can further configure the fake access point to perform one or
several MiTM actions:

o HTTP Image Replacement: This option replaces all SRC URLs for images in an
HTML file with a SRC URL that you specify in the next step of the wizard.

« HTTP Client-side Exploit Injection: This option sniffs for HTTP traffic and returns
the requested page after injecting a web browser agent (WBA) which will open a
small iFrame on the page and launch the Client Side exploit of your choice within
that iFrame.

o HTTP Phishing (Web Form Impersonation): This option sniffs for HTTP traffic and,
when it detects a web form, injects some JavaScript that will cause the form data,
once submitted by the user, to be copied back to the Core Impact module in
addition to the source web site.

ICS Setup
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WiFi Fake Access Point

MiTM Modules Selection
Select the MITM actions to perform on clients' Internet traffic.

|:| HTTP Image Replacement: Replaces the source URL for images in pages
"""" requested by the dients with an alternate URL.

[] HTTP Client-Side Exploit Injection: Modifies HTML pages requested by the
dients and injects an iFrame containing a web browser exploit.

[] HTTP Phishing (Web Form Impersonation): Modify forms in HTML pages
requested by the dients to submit copies of the user data to Core Impact Pro.

[ < Badk I Next = l[ Cancel

Then click the Next button.
9. For each of the MiTM actions you selected in the previous step, enter additional details:

o HTTP Image Replacement
« Image URL: Enter the URL for the image that you would like to replace
images requested by a connected client.
o Target URL Filter: Optionally add a filter so that the HTTP Image
Replacement only occurs for requests that match the filter.
o HTTP Client-side Exploit Injection

o Exploit Module: Click the Change button and select the exploit module you
would like to run on machines who request data through your fake access

point.
o Target URL Filter: Optionally add a filter so that the HTTP Client-side Exploit
Injection only occurs for requests that match the filter.
« HTTP Phishing (Web Form Impersonation)
o Save Submitted Data:
o Target URL Filter: Optionally add a filter so that the HTTP Phishing only
occurs for requests that match the filter.

MiTM Modules Configuration
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10.

WiFi Fake Access Point

MiTM Modules Configuration
Configure the MITM actions to be performed.
HTTP Image Replacement
Target URL Filter: http://*

Replacement Image URL:

HTTP Client-Side Exploit Injection
Target URL Filter: http:/™

Exploit Module: One Link Multiple Clientsides E

HTTP Phishing (Web Form Impersonation)
Target URL Filter: http:/*

Save User Submited Data: Mo

Then click the Next button.

For both ICS and Offline Fake Access Points, you can create fake services that the Access
Point will simulate. Check the services you want to enable and configure them in the next

step of the Wizard.
Fake Services Setup

WiFi Fake Access Point

Fake Services Selection
Select the Fake Services that this wizard will execute.

; DNS Server: Simple DNS server that replies to all queries with the IP address of the
"""" Core Impact Pro machine.,

[] HTTP Server: Simple HTTP server that responds to all HTTP requests with an
empty page.

[[] POP3 Server: Simple POP3 server that will request authentication, accept any
credentials and respond with no new messages.

[[] SMB Server: Server for collecting information from smb dients, such as plaintext
passwords, or challenge response hashes.

| <Back | Fsh | [ cancel

Then click the Next button.

11. For both ICS and Offline Fake Access Points, configure the fake services that you enabled

User Guide

in the previous step.
Fake Services Configuration
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-
WiFi Fake Access Point

Fake Services Configuration
Configure the fake services that Core Impact Pro will run.
DNS Server

Domains to provide IP
addresses:

HTTP Server

[] Always request browser authentication
SMB Server

Domain: MY _DOMAIN

[] attempt to force the dient to authenticate in deartext

| <pak | Fmsh || concel |

Then click the Finish button. The module will run and you can view its progress in the
Module Log pane.

The Fake Access Point Wizard facilitates setting up a fake access point but you can also
configure and run the Fake Access Point module manually to accomplish the same task.

When the module completes, you should see your Fake Access Point in the WiFi folder of the
Network Entity tab. If any wireless devices connect to it, you will see them below your fake
access point.

WiFi Fake Access Point in Entity Database

. Network :_'_Client Side | web
i E] Hosts

[&] wireless

|L5) Search Folders
\f} Tags

Wireless

Mame | C.Ha. @ Strendth 5 -~

=] Excellent (33

=) “Unknown 6 ail
=) ASFIEDFIDABINVT4F4FSS 10 aill i

é_ﬂ Corphlet & -‘)

The following modules are specifically designed to perpetrate MiTM attacks when you have
wireless devices connected to a Fake Access Point (see WiFi Modules for more details).

« Fake AP HTTP Client-side Exploit Redirection: This module sniffs for HTTP traffic and
responds to the requester with client-side exploit of your choice.
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o Fake AP HTTP One Link Multiple Client-side Exploits Redirection : This module sniffs for
HTTP traffic and responds to the requester with a page that initiates the One-Click
exploits.

o Fake AP HTTP Web Page Replacement: This module sniffs for HTTP traffic and responds
by sending a single HTML file of your choice.

o Fake AP HTTP Replace Links with Client-side Exploit Redirection: This module sniffs for
HTTP traffic and returns the requested page after injecting a web browser agent (WBA)
which alters any hyperlinks within the page. Altered links will point to a page that contains
a client-side exploit of your choice.

o Fake AP HTTP Client-side Exploit Injection: This module sniffs for HTTP traffic and
returns the requested page after injecting a web browser agent (WBA) which will open a
small iFrame on the page and launch the Client Side exploit of your choice within that
iFrame.

o Fake AP HTTP One Link Multiple Client-side Exploits Injection: This module sniffs for
HTTP traffic and returns the requested page after injecting a web browser agent (WBA)
which will attempt to install an agent on the victim's machine by cycling through all
available client-side exploits until one is successful.

o Fake AP HTTP Phishing (Web Form Impersonation): This module sniffs for HTTP traffic
and, when it detects a web form, injects some JavaScript that will cause the form data,
once submitted by the user, to be copied back to the Core Impact module in addition to
the source web site.

o Fake AP HTTP Image Replacement: This module replaces all SRC URLs for images in an
HTML file with a SRC URL specified by the Core Impact user.

Some of these modules employ a Web Browser Agent (WBA). The use of a WBA is a method
whereby Core Impact intercepts a page being sent back to the victim, and then injects some
JavaScript into the page before sending it along to the victim. Because the page is originating
from the legitimate application or web site, the victim's browser will consider the script to be
trusted and the Core Impact code that is injected can function without the victim being alerted.

WiFi Modules

In the Modules view, you will find a WiFi folder which contains all of the pertinent testing
modules for your WiFi environment. For your convenience, the modules are listed here with
brief descriptions and notable parameters.
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WiFi Modules

Fake Access Point

This module creates a Fake Access Point to which beaconing wireless
devices may connect. You must run this module to create an Access Point
before executing any of the Fake AP modules.

ESSID: The name of the Access Point. Leave this blank if you set
KARMA to "true".

BSSID: The MAC address for the Fake Access Point. Be sure to
change this if creating multiple Access Points so that your tests are
detailed individually in WiFi reporting.

CHANNEL: The channel that you want the Access Point to use.

STOP_AFTER_TYPE: Set to Hours, Minutes, Packets, or Seconds to
set a stop-after limit.

STOP_AFTER_VALUE: Enter a value based on the STOP_AFTER_
TYPE setting.

KARMA: If set to false, the Access Point will use the name entered
in the ESSID parameter. If set to true, the Access Point will use
whatever name(s) the target devices are beaconing for.

MODE: If set to ICS, connected devices can obtain Internet access
through your Internet Connection Sharing settings. You then use
the ICS Settings to configure further. If set to Offline, you then use
Offline Settings to configure further.

ICS Settings: If MODE is set to ICS, define the PUBLIC_
INTERFACE as the network interface through which connected
devices will obtain Internet access.

Offline Settings:If MODE is set to Offline, define the IP_ADDRESS
to be used as a fake IP address for the TAP interface.

Advanced - ADD HOSTS: Set this parameter to true if you want
any connected devices to be added to the Hosts folder of the
Network entity database for further testing possibilities.

Fake AP HTTP
Client-side Exploit
Redirection

This module sniffs for HTTP traffic and responds to the requester with
client-side exploit of your choice.

MODULE: The client-side exploit to be sent to TARGET(S).

URL FILTER: The HTTP request that Core Impact should respond
to.

Fake AP HTTP One
Link Multiple Client
Side One Exploits
Redirection

This module sniffs for HTTP traffic and responds to the requester with
multiple client-side exploits until one is successful.
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This module sniffs for HTTP traffic and responds by sending a single
HTML file of your choice.

o IP_IGNORE_RANGE: Range of IP addresses whose wireless traffic
Fake AP HTTP Web is to be ignored by the module.

Page Replacement o FILE: The HTML file that is to be sent back when a connected
device makes an HTTP request that matches the URL FILTER
parameter. This file cannot exceed 4Kb.

e URL FILTER: The HTTP request that Core Impact should respond
to.
This module sniffs for HTTP traffic and returns the requested page after
injecting a web browser agent (WBA) which alters any hyperlinks within
Fake AP HTTP the page. Altered links will point to a page that contains a client-side
Replace Links with  |exploit of your choice.
Client-side Exploit ) . .
Redirection o MODULE: The client-side exploit to be sent to TARGET(S).
e« URL FILTER: The HTTP request that Core Impact should respond
to.
This module sniffs for HTTP traffic and returns the requested page after
injecting a web browser agent (WBA) which will attempt to run an exploit

Fake AP HTTP of your choice.
Client-side Exploit . . .
Injection « MODULE: The client-side exploit to be sent to TARGET(S).
e URL FILTER: The HTTP request that Core Impact should respond
to.

Fake AP HTTP One |This module sniffs for HTTP traffic and returns the requested page after
Link Multiple Client- |injecting a web browser agent (WBA) which will attempt to install an
side Exploits agent on the victim's machine by cycling through all available client-side
Injection exploits until one is successful.

This module sniffs for HTTP traffic and, when it detects a web form,
injects some JavaScript that will cause the form data, once submitted by

Fake AP HTTP the user, to be copied back to the Core Impact module in addition to the
Phishing (Web Form [3°U"¢€ web site.
ligzreanEion) « Save Submitted Data: If "Yes", the data sent via the form will be

saved by Core Impact.
e URL FILTER: The HTTP request that Core Impact should sniff for.
This module replaces all images in an HTML file with one specified by the

Fake AP HTTP Core Impact user.
Image Replacement

o Image URL: The URL to the image you want to replace existing
images with.

WiFi Reporting

As with all attack vectors in Core Impact, you can view the results of your WiFi testing in a clear
and actionable report. Several Core Impact reports will include data about your WiFi tests. For
details on selecting and running reports, see RPT Reports.
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Network Devices such as routers and switches are of critical importance to the operation and
security of a business’ technology environment. Not only do they relay all network traffic but
they also allow networks to be connected to one another. If one of these devices is breached by
an attacker, the disruption and data loss that might follow could be severe. With command of a
switch, for example, an attacker could view and manipulate the data passing through it and even
inject their own malicious data, creating potential for more infiltration. Likewise, with control of
a router’s configuration, one could gain access to other networks that otherwise would not be
detectable. Network Devices are the gateways and dispatchers to the systems you aim to
protect, so their security needs to be a top priority as well.

Network Devices tests are begun in Core Impact's Network RPT, which includes options for
discovering and attempting to gain access to Network Devices. Post-exploitation steps for
Network Devices are performed by launching various Core Impact modules from the Modules
View so, if you are not already familiar with how to run modules directly, review the section
Working With Modules. Additionally, see RPT Reports for how to report on your Network
Device penetration test results.

When you discover Network Devices, they will be represented in the Hosts folder of the
Network tab of the Entity view as shown below.

Network Device Entities

Network | Client Side | Web

=]
1) wireless
122 Mabile
IC5) Search Folders
@ Tags
|Sea| ch... | x
Name 7 P os Arch |
= Visibility: Root (1)
& Metwork: 192.168.1.0 (1)
+ glom\host 192,168.1.103 Windows i386
& visibility: localhost (5)
= Metwork: 192.168.1.0 (5)
] gﬂ 192.168.1.102 192.168.1.102 Linux 386
5 192.168.1.103 192.168.1.103 Unknown Unknown
5 152.168.1.104 192.168.1.104 Windows i386
gﬂ 152.168.1.108 192.168.1.108 Linux i386
3‘23 152.168.1.2 192.168.1.2 Linwux i386

The below tests are specifically designed for use on Network Devices networks. The modules
are available by navigating to the Modules View and searching for the module name (ensure that
the Network entity tab is active).

Network Device Information Gathering

The Network Information Gathering step of Core Impact’s Network Rapid Penetration Test
(RPT) will record any systems it locates within your target network, including network devices.
If the RPT is able to discern the operating system of a machine and confirm it to be a network
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device, it will be added to your list of Network Entities with a unique icon to distinguish it from
the other systems in the list. Core Impact will attempt to:

o Fingerprint found devices to determine Manufacturer, device model/type and operating
system details.

« Determine the inputs on which the device accepts connections or instructions, including
but not limited to SNMP, Telnet, HTTP.

You can also use the Network Discovery: Passive CDP module to listen for broadcasts from
Cisco devices. This gives you another method to identify the visible devices on your network
and take further steps to test their exposure to outside attack.

Network Device Attack and Penetration

The Network Attack and Penetration RPT can target Network Devices. Unfortunately, Network
Devices often suffer from lack of attention. Administrators prioritize network up-time over
device security, leaving account usernames and passwords at their default values and not
keeping operating system and software sufficiently updated. Core Impact’s attack modules
leverage these weaknesses and use various dictionary attacks in order to gain access to the
device.

Attack Method

Metwork Attack and Penetration Wizard

Attack Method
Specify the attack method(s)

Select the attack method(s) to be performed and which should be executed first.

Launch expleit modules to identify code execution vulnerabilities.
[] Launch identity modules to identify authentication weaknesses.
Select when the identity testing should occur.

8] Before launching exploits

After launching exploits

[ < Back l Next > ][ Cancel l

When configuring a Network Attack and Penetration using the RPT, there are 2 attack methods
from which you can choose. These will result in different outcomes as they relate to testing
Network Devices:

« Launch exploit modules.... Core Impact will launch exploits targeted against 10S devices
(as if it was another operating system, e.g. Windows). On successful attacks, an |IOS Agent
is installed.

« Launch identity modules.... When selecting the HTTP/SNMP and Telnet on the Attack
Selection form, if the target system is a router, Core Impact will install an IOS Agent.
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If the Attack and Penetration step succeeds in gaining access to a network device, you will see
an |OS Agent deployed under that device in the entity database. This IOS Agent represents the
information of how to exploit a network device vulnerability.

10S Agent

Mame ~

=] Metwork: 192.168.100.0 (1)
| @ localhost

= Visibility: localhost (1)

= Metwork: 1921681000 (1)

=1 [F192.168.100.10
L & 105 Agent(0)

Once an 10S agent exists in your Network view under a Network Device, you have the ability to
perform post-exploit activities on the device.

Post-exploitation Modules for Network
Devices

If an IOS Agent has been associated with a Network Device, there are several modules that you
can run to prove that the device is vulnerable to attack. These modules are non-aggressive
because, were something to materially change on the device, the network and its users could be
significantly disrupted.

Network Device Post Exploitation Modules

This module will open a shell and allow you to interface with the network
|OS Shell .

device.
Get This module will attempt to get the configuration file of the device. Be sure to

install the 3rd Party Tools provided with your Core Impact installer so that
you can take advantage of encryption cracking capabilities.

This module attempts to create a Telnet connection whereby testers can
make changes on the device. The change(s) made in order to achieve this

Configuration

Cisco 10S Agent

- Prmlgge connection are recorded and can then be reverted using the Cisco 10S Agent
Escalation . -

- Privilege Escalation Clean Up module.

This module compromises the filtering of network visibility that a router
Access List maintains allowing the Core Impact user to access networks that were
Piercing previously off-limits. Changes can be reverted using the Access List Piercing -

Clean Up module.
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This module takes advantage of a legitimate monitoring feature included in
Interface many switches and results in the Core Impact user receiving copies of data
Monitoring packets that were not originally intended for them. Changes can be reverted

using the Interface Monitoring - Clean Up module.

With this module, Core Impact can rename the network device. This won't
Set Device disrupt the operation of the device but can be an eye-opening display of a
Name router or switch's vulnerability to malicious attacks. Changes can be reverted

using the Set Device Name - Clean Up module.

Network Device Reporting

As with all attack vectors in Core Impact, you can view the results of your Network Device
testing in a clear and actionable report. Several Core Impact reports will include data about
your Network Devices:

« Vulnerability Report: A list of all vulnerabilities found (see Vulnerability Report for more

details).

o Activity Report: A list of all modules run and their output (see Activity Report for more
details).

« Executive Report: A summary of vulnerabilities by type (see Executive Report for more
details).
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Core Impact modules are the mechanisms that underlie the RPTs - they are your individual
tools for penetration testing. Modules help you complete simple tasks such as resolving
hostnames or very complex ones such as exploiting a buffer overflow vulnerability on a remote
host. When you perform a Rapid Penetration Test (RPT), the system executes individual modules
behind the scenes for you. Modules can be executed individually, or you can use modules to
execute other modules. These macro modules execute other modules in the manner and order
you desire.

Please navigate in Core Impact to Help -> Contents -> Module Reference to see a
comprehensive list of available modules.

Individual modules can be accessed from the Modules View of the Console, shown below.

Modules View - Individual Modules Displayed

s

i) Agents ~
() Denisl of Service
) Excploits
C3 Chanit Side
i Local
) Remaote
) Towls
) Import-Export
I Information gathering
) Chent Side
DS
3 Local
.":‘i Address Book reader For Opera
2} Address Book reader For Outlook
Tz} address Book reader For Thunder
1z} Commit Friends
T2} Detect Virtual Machine
_E_{ Gat Current Lisernams
Tzl Gt Irstalled Applc stions -
£ >

On the Modules View, modules are organized into folders (also known as 'categories') that refer
to the module's general purpose or use. When you select a module, information such as version
and a description of what the module does is displayed in the Quick Information Panel at the
bottom of the Console.

The list of available modules is automatically created from Core Impact's module directory
when you open the first workspace. This list can be recreated at any time by selecting Modules -
> Reload from Core Impact's drop-down menu.

The Modules view will only show modules that are applicable for the currently-select entity
view. For example, if the Client Side entity view is active, only modules that apply to client-side
testing will be visible in the Modules View.

Additionally, the Modules view automatically highlights modules that are applicable to the object
type that is selected (if any) in the entity view. For example, if a host with a known operating
system is currently-selected in the Network entity view,Core Impact will highlight only those
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modules in the Modules view that work on or against that specific host's operating system. Note
that you can run a non-highlighted module to try to validate an assumption on the target's
operating system. The colors used for highlighting can be changed in the Modules category of
the Options Dialog Box (Tools -> Options) - see Modules Options.

Refer to Core Impact's Module Reference documentation for an in-depth look at each of Core
Impact's modules.

Running Modules

To run a module, you can either double-click on it or drag and drop it onto a target. Some
modules will require additional parameters be set prior to execution. When you run a module,
the Module Parameters Dialog Box appears. Each module specifies the parameters it needs. The
first time a module is executed, default values are used for all parameters.

For information about a specific parameter and its possible values, select the parameter in the
Module Parameters Dialog Box and press F1 to display contextual help describing the selected
parameter.

Module Parameters Dialog Box

Module Parameters

Mame Walue

1= Apache - OpenSSL ASN.1 deallocation ex. ..
TARGET 152.168.01
PORT
CONMECTION_METHOD Connect to target
AGENT_PORT 1]

Press F1to view help on selected parameter.

Lok J[ cocel ]

When you launch a module, the TARGET value in the Module Parameters Dialog Box is
automatically set to the currently-selected object in the Entity View Panel. All the remaining
parameters are set to their default values. You can change these values before clicking OK,

which will execute the module. Some modules, such as modules in the Shells category, do not
need any parameters.

Example: Running the Remote Desktop Access Module

Core Impact's Remote desktop access module - when run - will use a connected agent to try to

leverage a remote desktop tool (e.g. VNC) on the host and open a remote desktop session. To
run this module:
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1. Navigate to the Modules view and make sure that the Network entity tab is active.

2. Type the string "remote desktop" into the module search field. This should reveal the
Remote desktop access module.

Double-click the Remote desktop access module. The module's parameters will appear.
4. Set the module's parameters to reflect your preferences and environment:

o Port: Set to port number to connect to.

« Use atunnel: Set to YES if the connection will use a tunnel.

« View only: Set to YES to establish a view-only remote desktop session. You will
have no user input.

o 8 bits: Set to YES to create a low resolution remote desktop session. Set to NO to
create a high resolution session.

o Scale: Set the scale of the screen to be displayed as a percentage.

« Inject into another process: Set to YES in order to inject the remote desktop
process into another process that is already running on the target that has access to
the desktop.

« Password: Enter the password to be used in the server on the target host. Password
should be 8 bytes - if it is more, only the first 8 bytes are used.

Remote Desktop Access Module Parameters

w

Remote Desktop Access

Mame Value
Port 5500
Use a tunnel YES
Wiew only NO
8 bits NO
Scale 100
Inject into another process YES

Password

Press F1to view help on selected parameter.

ok J[ conee

5. Click the OK button.
The Module will run - check the Module Log pane for output and/or error details.

Dragging and Dropping Modules

The most common way of executing a module is to drag and drop it onto a valid target in the
Entity View Panel. This method is particularly convenient when the module needs a target with
which to interact. Whenever a module is dropped onto an entity, the TARGET parameter in the
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Module Parameters Dialog Box is automatically set to the name of that entity (modules can also
be dropped over a group of entities, see the section called “Multiple Targets” for more
information). If the module does not require a TARGET parameter, dragging and dropping has
the same effect as double-clicking it.

Some modules that typically require a target for execution are the different port scanners, RPC
endpoint mapper, and OS identification and attack modules, including client-side exploits.

Some modules specify the class of TARGET they work with (agents, hosts, emails, etc.). When
dragging and dropping these modules, the Console will only allow you to drop them onto targets
of a valid class.

Specifying Host Ranges

Modules that work with IP addresses accept address ranges instead of a host. These modules
use the TARGETRANGE parameter instead of TARGET in the Module Parameters Dialog Box.
These ranges follow the syntax specified in the table below.

Host Range Syntax
192.168.1.0/24

Specific ranges 192.168.1.*
192.168.1.0-255

192.168.1.%; 192.168.2.0/26

Multiple ranges o 1 48.1.1-4.8.9: 192.168.2.100-120

You can also specify these ranges by clicking on the ellipsis button (D) next to the
TARGETRANGE parameter's Value column.

Select Ranges Dialog Box
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IP Address Ranges Selection

|F Addrezz A ange
Type:
EE . | [ Cocl
|Eru:um: | o

. . . Delete

Tar
|

Selected IP Addreszz Ranges

132.168.0.0/24

The Select Ranges Dialog Box lets you add ranges in four different ways:

« Single IP. A single IP address.

« IP Range. A continuous range of IP address starting on the From address to the To
address.

« CIDR Notation. A network in the CIDR format, where the first four numbers specify the
network name and the number on the right side of the slash represents the number of "1"s
in the binary representation of the network's netmask.

« Import From File. A text file with a list of IP addresses and/or ranges. Click on the ellipsis
button to browse for the file.

Click on the Add button as many times as necessary to build the desired target range. Click OK
when you are done. The TARGETRANGE parameter will reflect your changes.

Multiple Targets

You can execute any module against a network folder using any of the methods described above.
Core Impact's Console will behave differently during this operation according to whether the
module accepts host ranges or not.

If the module accepts host ranges (receives a TARGETRANGE parameter), the Console will not
update the TARGETRANGE parameter since it denotes an IP list and might not make sense
when dropping over a folder. Typically, modules that need TARGETRANGE create new objects
rather than work with existing ones.

If the module does not accept host ranges (receives a TARGET parameter), a ";" -separated list of
hosts with the selected folder contents will be automatically created and set as the TARGET
parameter for the module. Upon execution, the module will iterate over each one and process
them.
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You can also specify multiple target hosts for a given module by clicking on the ellipsis button

next to the TARGET parameter's Value column.

Multiple TARGET selection

Module Parameters

1=/ 05 Detect by DCE-RPC

PROTOCOL ANY
Advanced

Name WValue

TARGET (192, 168. 110, 12

Press F1tao view help on selected parameter.

Help | ok

| [ Concl |

Using the TARGET selection dialog, you can select the specific hosts you wish to target by
checking/unchecking the check-box to the left of each host's name. When you are finished, click
OK and you will be returned to the Module Parameters dialog. The TARGET parameter will be

set to the selected hosts.

Entities Selection

(& Select TARGET (555
13 Hests [search
|LD) Search Folders
5 ) Tags Name P os Arch -
= £
=
2 [0 5@ localhost 172164392 Windows 386
=
=
MEg17216.421 17216421 Unknown  Unknown
O 17216422 17216422 Unknown  Unknown
O 17216423 1721642 Unkn Unkn
CEg17216.424 17216424 Unknown  Unknown
O 17216425 17216425 Unknown  Unknown
Mg17216.426 172164256 Unknown  Unknown
17216427 17216427 Unknown  Unknown
ig17216428 17216428 Unknown  Unknown .
. Cancel

Specifying Port Ranges

Modules that require a set of port numbers to do their work will ask you to provide a value for
the PORT RANGE parameter. This parameter can be a list of comma-separated port numbers
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and ranges (as in "22,23,80,100-200"), a list of predefined port ranges, or a combination of both.
Core Impact includes several predefined port ranges:

« DYNAMIC. Includes all the default TCP ports relevant to the currently-installed remote
exploits. For instance, if Core Impact only had two exploits, one for SSH and the other for
SMTP, then the DYNAMIC port range would be equivalent to "22,25".

« NMap Top 12. Includes the top 12 ports likely to be opened (as identified by NMap - see
http://nmap.org/book/nmap-services.html)

o NMap Top 50. Includes the top 50 ports likely to be opened (as identified by NMap - see
http://nmap.org/book/nmap-services.html)

« NMap Top 100. Includes the top 100 ports likely to be opened (as identified by NMap -
see http://nmap.org/book/nmap-services.html)

o NMap Top 500. Includes the top 500 ports likely to be opened (as identified by NMap -
see http://nmap.org/book/nmap-services.html)

« NMap Top 1000 (NMap default). Includes the top 1000 ports likely to be opened (as
identified by NMap - see http://nmap.org/book/nmap-services.html)

« tcp-all. Includes all default TCP ports for known TCP services.

Selecting tcp-all will cause the module to check all 65,535 ports, which will add a
considerable amount of time to the module's runtime.

You can select any combination of these predefined port ranges by using the Port Range
Selection Dialog box. To open this dialog box click on the Value column for the PORT RANGE

parameter and click on the ellipsis (D) button.

Port Range Selection Dialog Box
x|

~ Select port groupls)
DYNAMIC
O MMap Top 12

New... |
MMap Top 50 I odifys |

O MMap Top 100

O MMap Top 500 [elete
O MMap Top 1000 (NMap default)

O tep-all

Additional ports:

0K | Cancel |

To select/unselect a given port range check/uncheck the check-box to the left of the range's
name. You can add an additional range by typing it in the Additional ports field at the bottom of
the dialog box.
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You can also define additional port ranges and give them a name for future reference. To add a
new range, click on the New button. The Port Range Groups dialog appears.

Port Range Groups Dialog Box
Port Range Groups [’5|

Group name:

|rrr:.r group range |

Port ranges: oK B IE

22-80
1024-1034

| ok || cancel

To add a new range, click on the “* putton. When finished click OK. Your new port range will
be listed along with the predefined ranges, and you can now use it either by itself or in
combination with other port ranges.

Launching Recently-executed Modules

The Console tracks modules you have recently executed and allows you to launch these
modules from the Entity View Panel by right clicking on the desired target and selecting a
module from the Recent Modules list.

You can also relaunch modules directly from the Executed Modules pane - see Resuming
Modules.

Recent Modules Command
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@ 1) AL - Injection

# 1L A2 - Cross-Site Scripting

I3 A3 - Broken Authentication and Session Management
) A4 - Insecure Direck Object References

) AS - Cross-Site Request Forgery

1L AT - Insecure Cryprographic Shosage

I A8 - Failure bo Restrict URL Access

IHEEHEB

BT

@ Scenario: Internal Web App #1
21 [ ] http:ff192,168.35.201 festcases/sqliblindfsql_injection_ling_example_join_1.php

B B http:i195 == . 5l _injection _ing_sxample_join_2.pha
Crawl From Here...

54 Request Page

Lauk ™ 5

Huss
A ot P * Vol njection ling example where Lohe
[ htp: 194 Recent Modules ’ |.
@) hipifjreg | Add Comments... | Weblgps Attack and Penetration |
@[ hupsfros | Delete
# [ hkpeff192 Froperties hsifsql_injection_ling_example_conditional_i.php

21 [) http:/{192.168.35. 201 [testcases/sqlijverbose/sql_injection_ling_example_join_1.php

Stopping Modules

To stop a running module (thereby canceling its execution), right-click on the module in the
Executed Modules Panel and select Stop from the context menu. You can also issue the Stop All
command from the Modules drop-down menu in order to stop all running modules. The module's
state changes from Running to Stopped.

When running a module, an agent might have to wait for a system call to finish. Stopping a
module in this state will effectively uninstall the agent, since it is not possible to interrupt the
remote blocking operation. When this condition arises, Core Impact will display a warning
message and ask for confirmation. Note that the module may terminate while the Console is
waiting for user confirmation. If this happens, uninstalling the agent is no longer necessary and
closing the dialog is sufficient to stop the module. Modules can also be restarted from the
Executed Modules pane - see Relaunching Modules.

Executed Modules Panel - Stop Module

(=) ElRecord Login 7f17/2015 11:42:38 AM 7/17/2015 12:05:46 PM Finished Nocalagent Mo

L [ Record Login - Web ... 7/17/2015 11:43:01 AM 7/17/2015 12:05:46 PM Stopped Nocalagent Mo

[5@Web Server 7f17/2015 11:43:03 AM 7/17/2015 12:06:11PM Finished Nocalagent MNo

- 717/2015 3:15:40 PM  Running Nocalagent Mo
Module Log | 20 ‘ n
Module "Micros Relaunch evice Impersonation Exploit (MS10-0&1)™ ([v1B4008

Auto Select New Tasks  »
Show System Modules

Relaunch Modules

Certain individual modules can be relaunched from the Executed Modules pane. To start an
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executed module again, right-click on the module in the Executed Modules Panel and select
Relaunch from the context menu. The module will begin using the same parameters that were
used on its most recent run.

Execgsled Modules Panel - Relaggch Module

AT LI S S T Pargen g 1 - orpArpesio

L E Microsoft Window, :33:3

|#] @ Agent Connector Mar L5 10:35:40 AM Finished
[E@Metwork Attack and R L5 10:36:42 AM Finished
[#] [FEMNetwark Attack and |=| Relunch L5 10:41:31 AM Finished
[+] @ Agent Connector Mar 5 10:43:32 AM Finished
=] [ZRecord Login Auto Select New Tasks  * |o y5.05.45pM Finished
L [FiRecord Login - W Show System Modules 15 12:05:46 PM Stopped
:E-Web Server FIT[2015 11:43:03 AM 7/17/2015 12:06: 11 PM Finished

Resume Wizards

If a Rapid Penetration Test is manually stopped or otherwise terminated before it completes,
the wizard can be resumed, and the whole process will begin where it left off. To resume an
RPT test, right click on the RPT level in the Executed Modules Panel and select Resume.

If you know your RPT will take 2 hours to complete, but you only have a 1-hour window in
which to perform the test each day, you can run the RPT for an hour, then stop it. The next day,
you can Resume the RPT and it will begin where it left off.

Executed Modules Panel - Resume Wizard

Executed Modules

| Search... | e

MName |Sizrhed ; |F|nished |Sizms |Source - |R.es..‘ |
[E@Mew Scenario 7/15/2015 £:15:... 7f15/2015 £:15:
] ' 7/15/2015 & 15/2015 & 5

[ERMetwork h 35:... 7152015 6:39:... Fini

shed focalagent Mo

focalagent Mo

focalagent  Yes

Auto Select Mew Tasks  »

Show System Modules

Using the Executed Modules View

Whenever a module changes execution status (starts executing, finishes, aborts with an error, or
is canceled by the user), a log entry is filed within the workspace's database. This information is
available to you in the Executed Modules Panel. By default, the Executed Modules panel will
show the primary modules that are executed but, if you would like to view all modules that are
run, right-click on any entry in the panel and select Show System Modules.

You can also relaunch modules directly from the Executed Modules pane - see Relaunching

Modules. Wizards can be resumed if they were terminated before completing - see Resuming
Wizards.

Executed Modules Panel
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Executed Modules
Name / Started Finished Status  Source .. Resumable
# [l Clent-side Attack and Penetration 6/23[2005 5:07:54 PM  6/29/2009 5:09:16 PM  Stopped  flocalagent  No
lweb Server 6/20[2009 S:07:57 PM  6/29/2009 S:09:13PM  Stopped  flocalagent  No
# [3l Agent Connector Manager Module 6292009 5:08:02 PM 6292009 5:09:14 PM  Stepped  flocalsgent Mo
= Sl Client-side Attack and Perietration 6/20/20095:11:03PM  6/29/2009 7:48:10PM Stopped flocalagent Mo
= [l Cliert-side Attack and Penetrate Si... 6/29[20095:11:05 PM  6/29/2009 7:48:10FM  Stopped  flocalagent  No
Z@Send Agent by E-Mal 6/23[20095:11:06 PM  6/29/2009 7:48:09FPM  Stopped  flocalagent  No
[FHlweb Server 6/29f2009 5:11:06 PM  6/29/2009 5:14:55PM  Stopped  flocalagent Mo
= [l Agent Connector Manager Module 6/29/20095:11:07 PM 6292009 5:14:52PM  Finished  flocalsgent Mo
[l agent Connector Module 6/29/20095:11:07 PM  6/29/20095:14:51 PM  Stopped  flocalagent Mo
[Hadobe Fhaotoshop BMP Exploit 6/29[2009 7:33:21 M 6/29/2009 7:33:40 PM  aborted  flocalagent Mo
[lweb Server 6/25]2009 7:33:22 PM  6)29/2009 7:37:24PM  Stopped  flocalsgent  No
{ElAdobe Photoshop BMP Exploit 6/29/2009 7:36:52 PM 6/29/2009 7:37:26 PM  Stopped  flocalagent  Yes
[Gliweb Server 6/29/2009 7:36:52PM  6/29/2009 7:37:28 PM  Stopped  flocalagent Mo
[l Network Attack and Penstration 6/29[2000 7:42:20PM  6/29/2009 7:42:20 PM  Finished  flocalagent Mo
= [=h Client-side Information Gathering 6/29[2009 7:55:24 P Rurning  flocalagent  No
(= Search Engines Emai Grabber Mo
o

E _Email Several Methods Cramler 6 /29]2! i Running  flocalagent

This panel provides information related to specific executions of a module using the fields
described in the table below.

Executed Modules Panel Field Descriptions

Field Description
name
Name Name of the module that is executing/was executed and an

icon describing the status of its execution
Started Date and time the module was started
Finished Date and time the module finished executing

Status Current execution status
Source Name of the agent selected as source when the module was
Agent executed

Displays whether the module can be restarted from the

Resumable Executed Modules pane (Yes or No)

Executed Module Status Definitions

error condition

Icon Status Definition
Ein Initializin The module is initializing but has yet to start
& executing
Ei Running The module is running
E- Stopped The module has been canceled by the user
Stopped and The module has stopped but can be resumed in
B
Resumable the Executed Modules pane
] Aborted The module has aborted execution due to an
EC|

Finished The module has finished executing

Analyzing Module Output

Executed modules produce two kinds of output: formatted output (referred to in this document
simply as 'Output’) and unformatted or debug output. You can view both types of output in the
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Executed Module Info Panel located just below the Executed Modules Panel on the Console.
The Executed Module Info Panel displays information related to the currently selected module
in the Executed Modules list. To display information about another module, select that module
in the Executed Modules Panel.

Executed Module Output Panel

Module Sutput
SSL PCT Handshake Overflow exploit

Trying to attack f192.168.36.22

| »

The attack was successfull

A new agent {leveld{0)) has been deployed in the haost
192 .168.36.22,

The target has been found vulnerable to the "SSL PCT Handshake
Overflow exploit" attack.

I

I Module Cutput lEl Module Log l E Module Parameters J

This panel can display three different types of information regarding the executed module:
Output, Log, and Parameters. Select the type of information you wish to view using the tabs at
the bottom of the window.

Module Output

The Module Output Tab shows the formatted output report of the module. Each module
reports different information on this tab depending on its goal and the results obtained. The
Module Output tab will also include a dynamic progress bar and pie chart for certain measures.
The visibility of these graphs is dependent upon an active Internet connection.

Module Output

Module Qutput a x

Crawling Progress for &
URLs found
URLs added
Broken URLs found
URLs skipped
Robots.txt found
Sitemaps found

Lo o I Y L 1

m

Task execution progress
|

€ | m | 3

I_ Medule C]u1:_put_|hE| Maodule Log l [&] Module Parameters |

Module Log

The Module Log Tab shows all the logging/debugging information messages that a module
produced while executing. The level of detail included in these messages is specific to each
module.
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There are three logging levels of detail for Log messages: HIGH, MEDIUM and LOW. A higher
level will display more details. You can configure this tab to display messages at any of these
logging levels. To change the current detail level, right-click in the Executed Module Info Panel
when this tab is active and select your desired detail level from the context menu.

Setting Detail Level on Module Log Tab
Module Log
File "C:\Documents and Sevtings‘Andrewiipplication Daca\Impacticomponentsimody

return self, gen.nexe()
File "C:\Documents and Settings\AndrewiApplication Data’\Impact’python’ lib)threadir

File "C:\Documents and Settings‘Andrewh\hpplication Daca)\lmpact)components'moch
ep(l)
comuLock=Col Copy
self.  cond.waiti) Select Al
impact File "C:yDog wsiAndrewiApplication DatalImpact)componentsinc
File "C:\Documeni Find drew\Application Data)\Impact\pythonlib)threadi
UaerRequestedCancel | - " *ocki)
impact. TserRequs Detallevel  » High
self._acquire_restol| v | auto Serol El Madium
iBpact. USEERE JUE STE L Erresras
- Low
The module was cancelled after 9 minu c3.

<
[ Module Output | [E] Modus Log | [ Module Parsmeters

Module Parameters

The Module Parameters Tab displays the parameters that were used when the module was
initially executed. This information is important because in order to correctly assess the results
of a module execution, you must know which parameters were set when the module was run.
The Parameters Tab holds all the parameters and values that were used for a particular module
execution.

Module Parameters Tab

Module Parameters A x
Parameters 5
PLATFORM Windows:
ARCHITECTURE 1386
AGENT_PORT 0
CONNECTION_METHOD HTTP channel
C:\Documents and
OUTPUT_FILE Sethings\Andrew\Desktop\updateyyy.exe
ASK UAC CREDENTIALS false
PACKING Mot packed
Web Server/WEB SERVER AGENT agent(l)
Web Server/WEB SERVER PORT g0
Web Server/URL PREFIX LEVELD

|€

B module output | B Module Log | [Z] Module Parameters

Searching for Modules

You can search for currently-installed modules using the Search box (

L

) located at the top of the Modules Panel of the Console.

You can (optionally) first select from the following search criteria using the » = button of the
Search box:

o All: A combination of all of the different criteria.
« Category: Partial match of the module's category (Agents, Denial of Service, etc.).
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o CVE: Partial match of the module's associated CVE name (mostly related to exploit
modules). Examples: "2003", "2003-0719", "CVE-2003-0722". When searching for a
specific vulnerability by CVE name, it is recommended that you omit the "CAN"/"CVE" at
the beginning of the name.

« Name: Partial match of the module's name. Examples: "[I1S", "apache", "discovery", "SSL".

« Service: Exact match of the module's target service (mostly related to exploits). Examples:
"http", "https", "smtp", "netbios-ssn".

« Supported System: Partial match of the module's supported systems (generally related to

exploit modules). Examples: "windows", "sp4", "windows 2000 server - sp2".

« Application: Partial match of the application that the modules can target (generally
related to exploit modules).

Modules Tab - Search Box Search Criteria

Modules
#F -
Ha ]

CVE

Category

Mame
Reports
CRPT
I Shells
I Tools

IC) Usage Statistics

Next, type your desired search text in the Search box. The Modules Panel automatically displays
the search results. To clear your search and display all modules again, click on the Clear Search (

) button located to the right of the Search box. Remember, the Modules view will only show
modules that are applicable for the active Entity View. For example, if the Client Side entity tab
is active, only modules that are applicable for client-side testing will appear in the Modules
view.

Below the Modules pane, you will have 2 options for filtering the list of available modules:

o Filter modules by target: Check this box if you want the list to only display modules that
are relevant for the target (entity) that you currently have selected in the entity database.

« Show modules without target: Check this box if you want the list to display modules that
don't have a TARGET parameter. This option is used in conjunction with the Filter
modules by target option.

Editing/Deleting Modules from the
Modules Panel

To edit a module, right click on it in the Modules Panel and select Edit from its context menu.
The configured editor for .py files will be opened for the selected module. For this operation to
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succeed, a text editor must be defined in the Modules Options, accessible from the Tools drop-
down menu..

Edit Module Command

Modules

P d
) Agents |
) Denial of Service
) Exploits

53 Chisrk Side
[l AcDSes Products TIFF Buffer Crver

[l Acoustic] | Delete
) Acul.lstice[ Edk... |
=) Acousticy a
[z} cksaft £ i
(&) AdobeFl | Hew..

) it £ T ey m—

EC g

<

To delete a module, right-click on it in the Modules Panel and select Delete from its context
menu. Note that deleting a module from this panel deletes it from the Modules View and moves
the python file to the Deleted Files folder.

Delete Module Command

Metworl
# h 3 Hosl
) Agerts alll QD Sea
2 Denial of Service 2 Tag
() Exploits
L Chent, Side
7} ACDSes Producks TIFF Buffer Crver
Bl ACDSes M Fle Handling Buffer ©

[} Acoustica Beatcraft BCPROD Buffer
T} Acaustica Mixcraft Mi4 Buffer Over

jmsdtwm' Rekste

I Adobe Flashp| | Edb-

1} adobe Pagemy

%l Adobe POF ge hew

3 Adobe FOF Ja

You can refresh the currently available modules list at any time by selecting Modules -> Reload
from Core Impact's main menu.

Custom Modules

The modules that perform Core Impact’s security tests are constantly being updated with the
latest threats. The power to create these modules is accessible to all users through Core Impact's
open, standard Python language interface. The New Module Wizard makes this even easier by
guiding the user through the process of creating module templates, which they then simply
populate with Python script.

This process requires a working knowledge of the Python Programming Language. See
http://www.python.org for more information.
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Creating a Custom Module

To create a new module:

1. Navigate in Core Impact's menu bar to Modules -> New Module...
2. The New Module Wizard will open. Click the Next button to proceed.
3. Complete the first form with the following details:
« Name: The name of the module as it will appear in the modules list.

« File name: The Python (.py) file where the module will be written and stored in the
file system.

« Category: The location in the Modules list where the new module will reside. By
default, custom modules are saved in the My Modules folder, but you can change

this by clicking on the ellipsis button (D) and selecting a new location.
o Brief description: Optional description of the module. This description cannot
contain special characters or carriage returns.
New Module Wizard - Module Name and Description

Select name. description and category
You muzt choose a name and filename and optionally set the category and description.

MName: |test_l,l |
File name: |Jdules\pyth0n\><yz_B uffer_Dverflow_E:-cpIoit.py| [:]
Cateqgorny: |My Modules | E]

Brief dezcription:

< Back ” Mext » l[ Cancel

Click the Next button after the form is complete.

4. In the Module Parameters box, click the plus sign (El) icon to add a new parameter to the

module. To subsequently remove a parameter, select it and click the delete () icon.
New Module Wizard - Module Parameters
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New Module Wizard E'
Module parameters
Select type and name for the module parameters. Optionally set the description.
Mew module parameters:
Type Mame Default Y alue Description
o3 as litwaze Mo description
arch Frocessar Unknown Mo description
Ip_range Target Metwork, 19216857 IP range for target spste
< Back “ Mest > ] [ Cancel

5. For each parameter, enter the following attributes:
o Type: The category of parameter. For example, ip_range, string, ports, os, etc.
o Name: The name of the parameter. For example, TARGET, Operating System, Port
Numbers, etc.
o Default Value: The default value of the parameter when the module is executed.
« Description: A brief description of the parameter.
When all parameters are established, click the Next button.

6. On the final page of the wizard, you will see confirmation that you have provided all the
required information.

Click the Finish button and the Module will be created.

You can view the progress of the generation process by selecting the New Module
Generator module in the Executed Modules panel, then clicking on the Module Log tab.
Module Log from New Module Generator

Module Lag x

Module "MNew Module generator™ (v) started execution on Fri Sep 05 15:39:07
2008

Generating Module using the next Inheritance Tree:
Test Linux MNetwork

Adding Module...

Module finished execution after 17 secs.

Madule Qutput | =] Module Log E Module Parameters

7. Once it is created, the new .py file will open automatically in your default text editor.

At this point, the module is not complete. It is only a template that still needs to be
customized before it will be functional.
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Inside of the .py file, you will find commented guidance on how to edit and complete your
new module.

Modify your .py file as needed, then save and close the file. Your new module can then be
managed just as any other module in Core Impact.

Macro Modules

Macro Modules allow you to combine multiple Core Impact modules into a single module
package and then to execute it on your target systems or use it as an auto-runnable post-
exploitation step. With Macro Modules, you can automate common tasks that are usually run in
sequence with some preset parameters. For instance, the Information Gathering Example Macro
in the My Macros module folder will do the following:

1. Run the Network Discovery - ICMP module against a specified netblock.
2. Run the Network Discovery - TCP Connect module against a specified netblock.
3. Run the OS Detection module against each of the scanned hosts.

Macro Modules are no different from other Core Impact modules except for the fact that they
take advantage of automation features built into Core Impact's API.

Creating Macro Modules

You can create powerful macros graphically using Core Impact's Macro Creation Wizard.

You must be in an opened Workspace to create a Macro Module but, after the Macro is created,
it will be available across all Workspaces in your Core Impact instance.

To create a Macro Module:

1. In an opened Workspace, navigate in Core Impact's menu bar to Modules -> Create
Macro...

2. The Macro Wizard will open. Click the Next button to proceed.
3. Complete the first form with the following details:
o Name: The name of the macro as it will appear in the modules list.

« View: The entity view for which the module will be visible. For example, if you
select Network, then the Network entity tab must be active in order for the new
module to appear in the Modules View.

« Category: The folder in the Modules list where the new macro will reside. By
default, new Macros are saved in the My Macros folder, but you can change this by
clicking on the drop-down menu and selecting a new location.

o Brief description: Optional description of the Macro.

o Auto Runnable: If this option is checked, you can configure an exploit to
automatically run this Macro Module if the exploit successfully launches an agent.

Name, description and category
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Brief description: |This macro will run several modules including taking a screens!'|

Auto unnable Indicates whether this module can be queued
to be executed on deployed agents.

Macro Wizard x
Select name. description and category
You must choose a module name and optionally set the category and description.
Mame: |Screenshot and usemame and search for Password |
Wiew: Metwork fad
Category: |My Macros ~ |

< Back Mest = Cancel

Click the Next button after the form is complete.

4. Drag and drop each module that you want to include in the macro from the Available
modules pane (left) to the Execution order pane (right).

User Guide

Macro Wizard - Modules and execution order Dialog Box

Macro Wizard

X

Medules and execution erder
Drag & Drop the modules you want to execute and set the execution order.

Available modules: Execution order:

Network ~ Get Screenshot
= Agents ~ Get Cument Usemame

) Derial of Service File Search - Findstr
IE5) Deprecated

|5 Exploits

|2 Import-Export

8! iomton oabern

I3 Insight

I3 Integration

) Maintenance

) Misc

) Mobile

I3 My Macros v

< Back Mext > Cancel

You can change the execution order of the modules in the Execution order pane by
dragging a module to a different position in the sequence. A dotted line is displayed to

help you see where the module will be dropped.

To remove a module from the sequence, select it and press the Delete key.

Click the Next button to proceed with the wizard.
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5. For each module in the sequence, you can select which parameters will be manually set
by the user when the macro is run and which will be set by default. To configure this:

a. Select the module in the Modules to execute pane.

b. In the Module parameters pane, for each parameter, place a check in the Ask
column if you want the user to input the parameter value when the macro is
executed. If the Ask box is not checked, the data in the Value column will be used
when the macro is executed.

c. Change any data in the Value column by clicking on the value. Some parameters
will offer a simple text field or a drop-down menu, and others will show an ellipsis (

D) button that, when clicked, will provide more options for setting the value.

d. Some parameters can be inherited from the results of a module higher in the
sequence by checking the Inherit TARGET from check-box. After checking this box,
select the module from which the current module should obtain its TARGET value
(s). If the module selected in the drop down box outputs more than one value, the
module will be run on each one.

Macro Wizard - Setting Arguments for the Network Discovery Module

Macro Wizard x
Module parameters
Set the parameter default values and if they should be asked on execution.
Modules to execute: Maodule parameters:
Get Screenshot MName Value Ask
”E Uea‘“e SEARCH PATHS
SIS FILENAME FILT... “idt
Filters
ENABLE DATA .. YES
Advanced

[ Inhert TARGET from:

All previous modules

< Back Cancel

e. Click the Finish button and the Macro Module will be created.

You can view the progress of the generation process by selecting the Meta Module
Generator module in the Executed Modules panel, then clicking on the Module Log tab.

Using Macro Modules

Macro Modules are used just as other modules in Core Impact. If you configured your macro to
be auto runnable, you can use this macro as a post-exploitation step with several of the RPTs. To
execute a macro module manually, follow these steps:

1. Locate the macro in the Modules Panel. When the macro was created, you specified a
location for it.

2. Launch the macro by either double-clicking it or dragging and dropping it onto an item in
the Entity Database.
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3. The macro module's parameter dialog box will open.
If you wish, set the parameters and then click OK to execute the macro module.

See Running Modules for more details.

Getting Module Updates

Core Impact's Get Updates performs two important functions:

o Downloads and installs the latest set of Core Impact modules.

o Gathers and submits Usage Statistics to Core Labs if you have opted into the Usage
Statistics program (see Usage Statistics).

To get the latest set of Core Impact modules, select Modules > Get Updates... from Core
Impact's main menu, click on the Get Updates button on the Welcome Screen, or use the Update
IMPACT modules module from the Maintenance module category.

Get Updates Command
@ Core Impact

File View | Modules | Tools Help

[ @ = [ Install Update From File...
Get Updates... 1

Im| =~
|_|
NEVV_'WW“‘_.‘._V_V“-“‘-_N_E

Core Impact will create a new HTTP connection to the update server, download any available
updates, and install them. If you use a proxy server to browse the Internet set the Update
Settings options accordingly (see Network Options). In some cases (indicated by the update
module) Core Impact will need to be restarted before you can continue.

When you are done downloading module updates, view the Executed Module Info Panel for the
Update IMPACT modules module for a report of which updates were downloaded.

You need an active Internet connection to connect to the update server.
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Controlling Agents

Core Impact agents are the results of penetration tests. They work with Core Impact to execute
modules (your chosen tasks) on target systems. Every module needs an agent in order for it to
operate.

Note that although a module is automatically assigned an agent (the source agent) for execution,
it might interact with other agents to accomplish its goal. Refer to the specific module's
documentation for more information.

About Agents and WebApps Agents

An Agent (sometimes referred to as an OS Agent) represents an entity on a target system that
serves as your conduit to that system. When you create a new workspace there is one agent
present, localagent, that comes with the Console. This agent is always the starting point of a new
Network or Client-side test since modules that perform initial operations are first executed from
the Console. As hosts are compromised, Core Impact deploys agents on those targets. When this
occurs, you can instruct any module to run from an agent other than localagent. (see Set as
Source in the Interacting with Agents section).

When an Agent is being prepared to be deployed on a target system, a cookie is generated so
that the agent can be identified by and connect to Core Impact. This cookie will allow any agent
to connect back to Core Impact, even after the Core Impact workspace has been restarted (see
Closing a Workspace for details on closing a workspace and leaving modules running).

If Core Impact successfully exploits a host but antivirus or intrusion detection systems (IDS)
prevent the agent from being installed, the host will be tagged as 'vulnerable but not exploitable'.
This classification will be shown in the host's Quick Info, the Attack and Penetration Summary,
as well as in the Vulnerability Report.

10S Agents are the result of Network Device testing. They represent the information of how to
exploit a network device vulnerability. If an 10S agent exists in your Network view under a
Network Device, then you have the ability to perform certain post-exploit activities on the
device such as opening a command shell. See Post Exploitation Modules for Network Devices.

Android Agents are specifically designed to operate on Android devices.

WebApps Agents are the result of WebApps testing. They represent the information of how to
exploit a web application vulnerability. If a WebApps agent exists in your Web View, then you
have the ability to perform certain activities on the web application's server. In this regard, a
WebApps agent is similar to an OS agent.

The different types of WebApps agents are described below:
« SQL Agent: Represents the knowledge of how to exploit a web application using SQL

Injection.

o RFI Agent for PHP: Represents the knowledge of how to exploit a web application using
PHP File Inclusion.

o XSS Agent: Represents the knowledge of how to exploit a web application using Cross Site
Scripting.
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« Web Browser Agent: Obtained when you gain control of a web browser through a XSS
attack. Web Browser Agents are launched on XSS agents.

o OS Command Injection Agent: An OS command injection attack is possible when an
attacker is able to execute system level commands through a vulnerable page in a web
application. Applications are considered vulnerable to an OS command injection attack if
they take user-supplied input and use it directly in a system level command.

« WebDav Agent: Represents the knowledge of how to exploit a poorly configured web
server.

The below graphic illustrates how Agents and WebApps Agents are created and what steps can
be taken from them. Note that from a WebApps Agent, one can optionally deploy an OS agent.

Agents Summary

RPT Information Attack & Possible
Gathering Penetration Next Steps
IP Addresses
Network 0S Information Efagent
Ports Privilage Escalation
‘Command Shell
File Browsing
Client-side E-mail 7agent RO
Addresses
B B Command shs
WebApps Pages _@xssm _';;dSOLAgcm [Instal - -
Q Web Browser 0% Command
Agent ’ Injecton Agent

See Interacting with WebApps Agents for information on how to use WebApps Agents.

Interacting with Agents

You can perform several functions by right-clicking on an agent and selecting from the context
menu.
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Delete
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The menu may vary depending on the type of agent, its current status and other global settings:

« Set as Source: By default, the localagent is the source agent for all attacks. If a new agent
is deployed on a host machine, you can set that agent as the source and all future attacks
will be initiate from that agent. This process is referred to as pivoting. With a remote
source agent, you can launch new Network and WebApps tests that might otherwise be
less effective from the localagent. If, however, you want to simply run a module using a
remote agent, click on that agent (focus on it) and then run the desired module. The
module will automatically attempt to run using the focused agent.

o Uninstall Allows you to uninstall a currently-connected agent.
« Connect: Allows you to reconnect with a persistent agent.
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Create Remote Interface (requires PCAP plugin for Windows be installed): With this
operation, you can create a VPN connection with the targeted host. With this tunnel in
place, you can then run applications (besides Core Impact) that are on your local system
and have them interface with the host. For example, if you were able to - through other
testing steps - learn the user's email username and password, you could set up your own
email client to use their credentials, demonstrating a severe breach potential.

With this remote interface, once the VPN connection is in place, your system is equally
visible to the host and the host network, making your testing more prone to detection.

Shell: Executes a fully functional terminal on the host.

PowerShell Shell: Executes a fully functional PowerShell terminal on the host.
Mini Shell: Implements a limited set of commands on the host.

Python Shell: Executes a Python shell on the host.

Browse Files: Allows file browsing on the host.

Make Persistent: This option will install an agent in the filesystem of the compromised
computer so that it can be used across system reboots for prolonged penetration tests.

Install Pcap Plugin: Installs the Pcap plug-in on the selected agent to enable faster
scanning and to add support for packet capture and packet injection to a remote pivoted
agent.

Shell with AV Evasion: Executes a shell via the agent. This shell contains antivirus evasion
qualities that will reduce the chances that it will be detected by the host machine's AV
processes.

Recover: This option can recover the connection to a non-persistent agent that was
disconnected unexpectedly.

Set Reconnection Policy: Use this option to modify the Reconnection Policy for a specific
agent - these settings override the global Reconnection Policy set in Agents Options.

Update Connection Status: This option will gather performance statistics for a connected
agent.

Redeploy: Any agents that were previously active can be redeployed using this option.
Core Impact will re-execute the exploits that were used to originally install the agent and,
if successful, will re-active the agent.

Get Username: If applicable, this action will execute the Get Current Username module
and report back the current username in the Module Log tab of the Executed Modules
pane.

Get Screenshot: If applicable, this action will execute the Get Screenshot module and
save a screen image of the host. The image will be visible in the Module Output tab of the
Executed Modules pane.

Mimikatz: If applicable, this action will execute the Mimikatz module and capture
usernames and passwords on the host machine. Results will be shown in the Module
Output tab of the Executed Modules pane.

Recent Modules: This menu will show modules that you have recently executed so that
you can easily repeat them for a selected agent.

Add Comments...: Use the Add Comments... option to enter your own notes regarding the
agent.

Delete: Use this option to delete an agent from a host as well as from the entity view.
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« Properties: This option will show properties of the agent in the Entity Properties pane.

The Shell

Agents can execute a fully functional terminal on the remote host. Select Shell from an agent's
context menu to launch the Shell and you will have the ability to perform all functions that you
could with cmd . exe on Windows or /bin/sh on a Unix system.

Running Info in a Shell
- Executing Shell at localhost. localdomain EEE

The Mini Shell

The Mini Shell uses a console-like interface to interact with an agent. Because the Mini Shell
does not require the presence or availability of a shell in the remote host, it implements only a
limited set of commands. One of the major benefits of using the mini shell is that it hides shell-
like functionality from host intrusion detection systems that may trigger an alert when a shell
command is executed. The mini-shell also allows you to transfer files between the agent and
your local computer, something the Shell does not permit. Select Mini Shell from an agent's
context menu to launch the Mini Shell. Type help to get a list of valid Mini Shell commands.

Running Commands in a Mini Shell

10H CONPLETE
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The Python Shell

In order to interface with the agent using a fully functional Python Shell, right-click on the agent
and select Python Shell from the context menu. This shell will accept any valid python
commands.

Python Shell

@ll. Uzing interpreter: ~localagent

1624483 [ASC o, 1488 32 bhit <Inteld]’

The File Browser

You can use the File Browser to browse files in the host where the agent is running. Files and
complete folders can be uploaded to or downloaded from the target host's file system. To access
the File Browser, right-click on the desired agent and select Browse Files from the context
menu.

Browse Files
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Using the File Browser toolbar
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, you can view/open a file, download or

upload a file, or even delete a file in the remote system.

Browsing Files on an Agent
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Setting Source Agents

When you run a module (see Running Modules) the Console automatically runs the module from
the point of view of the agent that is currently set as the source agent. You can tell which agent
is currently the source agent because it will be marked with boldface in the Entity View Panel
of the Console.

You can make any agent the source agent at any time by right clicking on the agent in the
Entity View and selecting the Set as source option from the context menu. Note that the agent
needs to be in the "connected" state to be eligible for source agent status.

To return to the default setting of localagent as source agent, right click on localagent and select
H4
Set as Source or click on the Set localagent as source button (ﬂ) on the Entity View toolbar.

Remote Network Interface

Once an agent has been Set as Source, you can create a VPN connection with the targeted host.
With this tunnel in place, you can then run applications (besides Core Impact) that are on your
local system and have them interface with the host. For example, if you were able to - through
other testing steps - learn the target user's email username and password, you could set up your
own email client to use their credentials and access their mail servers, demonstrating a severe
breach potential.

To set up this tunnel, set the agent as source as described in the previous section, then drag-
and-drop the module Remote Network Interface onto the agent.

With this remote interface, once the VPN connection is in place, your system is equally visible
to the host and the host network, making your testing more prone to detection.

Agent States

Agents exist in one of three states. The following table describes these agent states and shows
the icon that represents each in the Entity View Panel of Core Impact's Console.
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Agent States
Icon State Description
= Deployed but The agent has been successfully deployed in the remote system but it
"~ unconnecuted is not connected to the console.
Ej’ Deployed and An active communication channel exists between the console and the
connected remote agent.

The agent has been removed from the remote system and is no longer

.
Gt Uninstalled active.

Making Agents Persistent

By default, agents are deployed in memory only and will not survive if the host system is
rebooted. To prevent this, you can make an agent Persistent which will cause the agent to
increase its presence on its host machine by creating a service and establishing itself in the host's
file system. If you wish to configure an agent to be Persistent:

1. Right-click on the agent in the Entity View and select Make Persistent (An alternate
method is to run the "Make agent persistent" module in the Agents module folder against
the desired agent in the Entity View).

Make Agent Persistent command
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In the parameters window, select the connection method.

T 1T

v

o Connect from target: A new TCP connection will be created originating from the
remote agent on the target host back to the host where the current source agent is
located. The Reconnection Policy that is set in Agents Options will determine the

frequency and duration of the attempted reconnection.

o Connect to target: A new TCP connection will be created originating from the host
where the source agent is located, terminating at the remote agent on the target

host.

e HTTP Channel
e« HTTPS Channel
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Also select the PORT number. If you leave the port at O, the connection will occur over
the agent's original connection port.

Make Agent Persistent Parameters

Make Apent Persistent

COMMECTION METHOD Cornect rom target
FORT 1]

3. Press the OK button.
A new agent will be created, representing the Persistent Agent.

This process requires that the remote agent has administrator privileges.

After an agent is made persistent, you will be able to reconnect it to its rebooted target host. To
do this, after the host is rebooted:

1. Right click on the agent.
2. Select Disconnect.

3. Right click on the agent again.
4. Select Connect.

The agent will reconnect to the rebooted target host.

Connecting Agents

To connect a persistent agent that is in the unconnected state, right click on the agent in the
Entity View Panel and select Connect. Because connecting an agent can be a complex technical
task, the Console uses a built-in module called Agent Connect to connect to the agent.

You can view the status of the Agent Connect Module in the Executed Module Info Panel just as
you can with any other executed module. Check the Module Log to see if an error occurred in
the module's execution (refer to the section called “Analyzing Module Output” for information
on how to consult module status and output).

Agent Connect Module - Module Log Panel Displaying Error Text

Module Log

Module "Connect Agent™ [(w1.19) started execution on Tue
Mow 29 17:26:5z2 2005

Error: Cannot connect

Module finished execution after 1 secs.

l Module Gutpuk lEl Module Log l [z Module Parameters

User Guide Core Security, a HelpSystems Company page: 266



Controlling Agents / Interacting with Agents

Uninstalling Agents

You can uninstall a connected agent from the remote system by right clicking the agent in the
Entity View Panel and choosing the Uninstall command from the context menu.

Once you uninstall an agent, it is no longer available to you. However, the agent's entity remains
in the database for logging and reporting purposes. You can remove it by right clicking over on
the agent and selecting Delete. Note that if you choose to remove an agent in this manner, it
will not be included in future reports.

Issuing a disconnect command to an in-memory agent (the default agent) effectively uninstalls
that agent. Disconnecting from a persistent agent leaves the agent on the filesystem and allows
you to reconnect to it at a later time. Deleting an agent removes it from the database, but it
doesn't perform an uninstall on the target machine. Always uninstall before deleting an agent.

SQL, XSS and PHP Agents represent knowledge of how to exploit a vulnerability on a web page,
they do not represent running code on the page/application. Therefore there is no need (or
ability) to uninstall a WebApps Agent.

IPv4 and IPv6

Core Impact supports agent communication over both IPv4 and IPvé. In situations where you
would like to launch modules that do not have a target specified, you might want to set your
localagent to use a IPvé address. For example, if you launch the Web Server module, and you
want the server to listen on an IPvé address, you would first want to follow the below steps to
change your localagent from IPv4 (the default) to an IPvé address. Follow these steps in the
Network View of the entity database:

1. Right-click on the localagent. This is the item to which installed agents communicate back
to in Core Impact.

2. From the right-click menu, click Select Host Address...
3. Click inside of the Value field where the current host IP address is listed (by default, this

will be an IPv4 address) and click the ellipsis button (E]) to the right of the host address.
4. Check the box next to the IPvé (link-local) address for your network adapter.
5. Click the OK buttons until you've returned to the Core Impact workspace.

Switch to IPvé
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Any agents deployed after making this change will communicate back to the localagent using the
address you specified (either IPv4 or IPvé6).

Deploying Agents

Agents are typically deployed when you launch an attack module to exploit a vulnerability or to
exploit end-users' lack of security awareness (client-side social engineering attacks). Successful
exploits deploy a new agent after compromising the target system. When an attack module
creates a new agent and commits it to the Entity Database, the agent automatically appears in
the module's output panel and inside the compromised host in the Entity View Panel.

You can also manually deploy agents by using a generic file-transfer-and-execute module or from
outside of Core Impact's Console. If you choose to manually deploy an agent, you must register
the agent's existence in the Entity Database or the Console will not recognize it. To register the
agent, go to the Modules Tab and use the Register modules located in the Agents category.

There is no limit on the number of agents you can install on a single host.

Deploying an Agent Using Valid User Credentials

Core Impact can use a valid username and password to deploy an agent on a remote host. In
contrast to agents deployed using the exploitation process, these agents are deployed not by
exploiting a vulnerability but by logging into the target hosts with the specified username and
password. This is especially useful when valid credentials are obtained from cracking password
hashes gathered from a compromised host.

Agents can be deployed in this manner through a variety of different protocols. Utility modules
for doing this can be found in the Agents folder of the Modules panel. Some examples of these
modules are:

« Install Agent using SMB: Installs an agent by connecting to a network share.
« Install Agent Using WMI: Installs an agent using Windows Management Instrumentation.
« Install an agent using ssh: Installs an agent by connecting through SSH.

« Install an agent using rlogin: Installs an agent by connecting through rlogin. This module
can take advantage of trust relationships created by . rhosts files.

« Install an agent using telnet: Installs an agent using the telnet service.

« Install an agent using unix-portshell: Installs an agent on a Unix target using a shell bound
to a port.

« Install an agent using VNC Protocol: Installs an agent using the VNC protocol.

« Install an agent using win-portshell: Installs an agent on a Windows target using a shell
bound to a port.

To deploy agents using a valid username and password, follow this procedure:

1. Select the desired target hosts for which you have a valid username and password.

2. Select the install module from the Agents folder that corresponds with the install protocol
you wish to use.
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3. Launch the module by dragging and dropping the module to the target host in the Entity
View. This will evoke the Module Parameters .

4. Change the USER and PASSWORD parameters to the username and password for the
target host and click OK.

5. A new agent with the privileges of the specified user will be installed on the target host.
You can continue to work with this agent as usual.

Establishing Agent Communication Channels

Core Impact's Console must establish a communication channel with each agent in order to
control it. Communication channels are established in a number of different ways depending on
the agent deployment method and agent type.

When agents are deployed by an exploit module or a utility module, the exploit's Agent
Connection/CONNECTION METHOD parameter will control the way the communication
channel is established. Agents will use a TCP connection as a communication channel. The
options available for the Agent Connection/CONNECTION METHOD parameter are:

« Connect to target. A new TCP connection will be created originating from the host
where the current source agent is located, terminating at the remote agent on the target
host. The Agent Connection/PORT parameter will control the specific TCP port where
the remote agent will listen for incoming connections from the source agent.

If Core Impact is running on a computer behind a NAT device (such as a home DSL
router), a connection method different than "Connect to" will not be effective right away.
To support "Connect from", "Reuse connection" and "HTTP channel " in this scenario,
activate the NAT support using the Network section of the Options Dialog Box. Open the
Options Dialog Box by selecting Tools > Options fromCore Impact's main menu. Refer to
Network Options for a description of these settings.

o Connect from target. A new TCP connection will be created originating from the remote
agent on the target host back to the host where the current source agent is located. The
Agent Connection/PORT parameter will control the specific TCP port to which the
remote agent will attempt to connect to on the source agent host. If the specified port is
already in use by another exploit, the agent connector has the ability to reuse that same
port. Some client-side exploits will attempt to use the HTTP Connect feature first when
"Connect from" is selected. See HTTP Connect Channel for more information on HTTP
Connect.

« Reuse connection. The agent will reuse the same TCP connection that was used to deliver
the attack. For instance, if the agent is deployed using an attack against a web server
listening on TCP port 80, the agent will use that initial connection to communicate back to
the Console.

o« HTTP channel. A new HTTP connection will be created from the remote agent on the
target host to the host on which the HTTP Tunnel resides. In the cases where the remote
host has a HTTP proxy defined, the remote agent will connect to the HTTP Tunnel end
point through the configured proxy. Additional settings related to this connection method
can be configured within the "HTTP Tunnel" section in the module's parameters. See
HTTP Tunnel Channel for more information.
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« HTTPS channel. A new HTTPS connection will be created from the remote agent on the
target host to the source agent. Additional settings related to the HTTPS Channel can be
configured in Agents Options.

The HTTPS connection method will work on Windows target hosts if one of the following

conditions is met:

e The OS version is older than Windows Vista

o If Windows Vista or newer, the Check for server certificate revocation is
unchecked in the Security section of the Advanced tab of the Internet Control
Panel. This setting is enabled by default.

« If Windows Vista or newer with the Check for server certificate revocation enabled,
the target host has Internet access directly or through a proxy server.

Agent Expiration Date

Several modules that deploy agents will offer a Agent Expiration and Agent Expiration Date
configurations so that, at the defined date and time, the agent will automatically uninstall from its
host. Setting the Agent Expiration to Use global settings will inherit the global Agent Expiration
settings in Options - Agents. You can see this option in the below example module Install Agent

using unix-portshell:

Agent Expiration Date

Install Agent using unix-portshell

SHELL_CONN_METHOD

AGENT EXPIRATION

AGENT EXPIRATION DATE
Agent Connection
Autorun

Mame Walue
TARGET
PORT 12345

Connect to shell
Use global settings

Press F1 to view help on selected parameter.

Help

Cacs

Agent Chaining

Agent chaining allows you to connect to a newly-installed agent behind a firewall using an
existing, connected agent's communication channel. As you deploy successive agents, chaining

allows the Console to maintain a single connection versus many.

Agent Chaining Example
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The diagram above demonstrates the necessity of agent chaining. Chaining becomes even more
critical if your network employs packet filtering. For example, the scenario illustrated above
might include a packet filter in the DMZ network that filters connections from the Internet to
the internal private network. In this case, once a host in the DMZ was compromised, the only
way in which you could connect to agents inside the internal network would be to re-use the
original agent's channel.

Agents are "chained" to the agent that was set as source when they were connected. Typically
this means that agents are chained directly to the localagent (the Console), but the chaining
relationship automatically changes as you change source agents. This behavior is referred to as
implicit chaining.

Remember, if you want to simply run a module using a remote agent, click on that agent (focus
on it) and then run the desired module. The module will automatically attempt to run using the
focused agent.

Viewing Agent Chains

If you switch source agents often, it is easy to lose mental track of current agent chains. To view
agent chains, use the Show agent chaining route module located in the Agents category on the
Modules Tab of the Console to obtain agent chaining information. This module receives an agent
as its target and displays the current route used to reach it. The following example includes
typical information displayed on the Module Log Panel after running this module.

Module "Show agent chaining route" started execution on
Wed Mar 20 20:37:18 2002

Chaining route for agent: agent (5)
/localagent -> agent(l) -> agent(2) -> agent(5).

Module finished execution after 1 secs.
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Re-routing Agent Chains

Once you establish a chaining route to an agent, Core Impact will attempt to reconstruct that
route each time the agent is reconnected. To reset the chaining route for an agent, follow this
procedure.

1. Run the Delete agent chaining route module against the agent (Modules Tab/ Agents
category).

2. Enter the new agent's name in the Value column, or use the ellipsis button to the right of
the field to select it and click OK. If you leave the proxy agent value for the new agent
blank, the next time that the agent is connected a new route will be set with the current
source agent.

3. Click OK. The module will execute and information about the agent route is displayed in
the Executed Module Info Panel of the Console.

Using Agent Plug-ins

Agents can use plug-ins to add functionality to a deployed agent. The following plug-ins are
available and, once installed on an agent, extend that agents capabilities for as long as it exists.
Plug-ins are automatically removed when the agent is uninstalled:

o PCAP. Provides packet-capture capabilities for the agent. An agent with the PCAP plug-in
can execute modules that require packet capture (for example, Port Scanner - Fast SYN,
Password Sniffer or Network Discovery - Passive). Only the localagent and agents with
this plug-in installed can execute modules that require packet capture. For convenience,
this plug-in can be installed by right-clicking on an agent and selecting Install Pcap Plugin.

The PCAP plug-in requires the presence of a packet-capture driver (WinPcap) in Windows
hosts. If there is no version of WinPcap installed on the machine, the driver is installed
and removed when the PCAP plug-in is installed/uninstalled.

o TCP Proxy. Allows you to create TCP tunnels from Core Impact's Console to the agent. By
taking advantage of this plug-in, you can redirect a local TCP port in the computer running
Core Impact to a remote TCP port on the other side of the agent. Use the TCP Proxy
Plugin module in the Agents/Plugins module folder to open new TCP tunnels. You will
then be able to tunnel SSH traffic through that machine and pass it along to an SSH server.

o HTTP Proxy over TCP Proxy. If the TCP Proxy plugin is already installed on the agent,
you can use the HTTP Proxy over TCP Proxy plugin to browse a web server that is visible
from the agent's host machine.

You can install or remove plug-ins using the modules in the Agents/Plugins/Install module folder.

Recovering Agents

If you have a Reconnection Policy established for an agent (see Set Reconnection Policy or
Agents Options), then you can use the Recover option to attempt to reconnect to an agent that
has unexpectedly lost its connection to the Core Impact console.
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Set Reconnection Policy

By default, if an agent is not set to be persistent, and there is no reconnection policy, then the
agent automatically self-destructs when it loses connectivity to Core Impact's source agent,
even if the connection is disrupted for only an instant. To prevent this, you can set a
Reconnection Policy for the agent and then determine how that agent attempts to reconnect to
the Core Impact console following an unexpected disconnection. Using the Set Reconnection
Policy option overrides any global reconnection settings in Agents Options.

To update an agent's reconnection policy:

1. Right-click on the agent.
2. Select Set Reconnection Policy. The module's parameters will appear.
3. Set the parameters of the policy and click the OK button.
« ENABLE POLICY: This should be set to true if you want the agent to be able to
reconnect to its source agent following an unexpected disconnection.

« CONNECTION TYPE: This should be set to Connect From if the Connection Policy
is enabled. This means that the agent will try to initiate a connection back to the
source agent.

o RETRY INTERVAL: This value determines how often an agent should attempt to
connect back to the Core Impact console.

e« RETRY TIMEOUT: This value determines how long the agent should attempt to
connect back to the Core Impact console.

o« AGENT PORT: The port on which you would like the reconnection to occur. Enter
0O to reuse the agent's original connection port.

Set Agent Reconnection Policy

Set Agent Reconnection Policy

Mame Walue
TARGET

=
EMABLE POLICY true
RETRY INTERVAL 30
RETRY TIMEQUT 24
AGENT_PORT 1]
COMNNECT BACK HOSTHAME

Press F1to view help on selected parameter.

Help Cancel

The agent's Reconnection Policy has now been modified.
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Update Connection Status

When you run the Update Connection Status command on a connected agent, Core Impact will
test the agent for 2 types of performance:

« Connection (upload and download) speed between the Core Impact console and agent
« Performance of the agent on its host machine (measured in system calls per second)

The resulting performance data will appear in the Module Log pane and also stored in the agent's
Quick Information.

Common Agent Error Messages

This section describes error messages you may encounter when working with Core Impact's
agents.

syscall not supported by target

The module was not meant to run on the platform on which the source agent was deployed. For
example, the signal syscall is not part of the Windows Operating System. If a module uses it,
it will run on every agent except agents deployed on the Windows platform, where it will abort
and generate the syscall not supported by target message.

The module's description will include information about the supported platforms. Additionally,
module highlighting will not highlight a module which requires a syscall not supported by the
source agent.

the server is unreachable

The remote agent is down. Communication has been disrupted due to a networking problem or
a loss of control by the agent.

pcap_plugin is not installed

The PCAP plug-in (see Using Agent Plug-ins) is not installed in the agent. Right click the agent
and select Install Pcap Plugin to install it.

Interacting with WebApps Agents

WebApps Agents will appear below individual pages in the Web View. The default name of the
WebApps agent indicates 2 important characteristics:

o Vulnerability type: A WebApps agent will either be a SQL Agent, RFI Agent for PHP, XSS
Agent, XXE Agent, or a Web Browser Agent that is attached to a XSS Agent.

o Vulnerability: When you click on the parent page of a WebApps agent , the Quick
Information panel will display a numbered list of vulnerabilities that are confirmed and
have associated WebApps agent. If a WebApps agent was deployed using the 2nd
vulnerability, then its name will contain a 2 [e.g. SQL Agent (2)].

After a WebApps agent has been created in the Web View, you can perform a number of
functions by right-clicking on the object:
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Change Display Name

Allows you to change the WebApps agent's name from the default to a custom name.
Add Comments

Presents text entry area for your commentary.

Properties

Activates the Entity Properties panel of the Console, showing the WebApps agent's details.
New

Allows you to create a new Scenario in the Web View..

Recent Modules

Shows a list of recently-executed modules for ease of access.

Delete

Removes the WebApps agent.

In order to leverage XSS Agents, you must run the WebApps Browser Attack and Penetration
step.

Running a Shell with a WebApps Agent

If a SQL Agent exists in your Web View, then you have the ability to use a command console
(shell) to interface with the application's database:

o SQL Shell: This console uses the SQL vulnerability to provide a SQL-based command
prompt to the web application's database.

o Command Shell using SQL Agent: This console uses the SQL vulnerability to provide an
operating system command prompt to the machine where the web application's database
resides.

Currently, Core Impact's SQL Agents can interface with the following databases:

« MS SQL Server 2008
o« MS SQL Server 2005
« MySQL 4.1

« MySQL 5.0

« MySQL 5.1

o Oracle 9i

e Oracle 10g

« DB/295

If an RFI Agent for PHP exists in your Web View, then you have the ability to use a command
console (shell) to interface with the PHP engine:
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« Scripting Shell using RFI Agent (PHP): This console uses the PHP vulnerability to provide a
command prompt to the PHP engine. This console accepts PHP commands.

o Command Shell using RFI Agent (PHP): This console uses the PHP vulnerability to provide
a command prompt to the machine where the PHP engine is running. This console accepts
common shell commands such as Is, cat, dir, etc.

If a Web Browser Agent exists is attached to a XSS Agent n your Web View, then you have the
ability to use a shell to interface with the target web browser:

« Javascript Shell: This console allows you to execute Javascript code on the Web Browser
Agent.

To initiate a command console via a WebApps agent:

We will use a SQL Agent in this example but the steps are essentially the same for the other
applicable WebApps agents.

1. Activate the Web View of the Entity View to show your scenarios.
2. Expand a scenario to show a SQL Agent.

3. Click to select the WebApps agent upon which you want to run a module. By doing this, all
compatible modules will automatically become highlighted in the Modules View.

4. Activate the Modules View tab on the console.
5. Expand (double-click) the Shells folder.

6. Click and drag the SQL Shell module from the Modules View and drop it onto the target
WebApps agent.

7. Click the OK button.

A SQL Console will appear, giving you the ability to make direct queries of the web application's
database.

SQL Shell

Con

EEX

Deploying an Agent with a WebApps Agent

To deploy an OS agent through a SQL Agent or RFI Agent for PHP:
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We will use an RFI Agent for PHP in this example but the steps are essentially the same for the
other applicable WebApps agents..

1.
2.
3.

u

Activate the Web View of the Entity View to show your scenarios.
Expand a scenario to show an RFI Agent for PHP.

Click to select the WebApps agent upon which you want to run a module. By doing this,
all compatible modules will automatically become highlighted in the Modules View.

Activate the Modules View tab on the console.
Expand (double-click) the Agents folder.

Click and drag the Install OS Agent using RFI Agent (PHP) module from the Modules View
and drop it onto the target WebApps agent .

Module: Install OS Agent using RFI Agent (PHP)

Module Parameters

MName Walue
= Install OS Agent using RFI Age...
TARGET RFI Agent for PHP (1)

g

| %

Press F1to view help on selected parameter.

ok ][ cores ]

Click the OK button.
The module will run, showing its output in the Module Log panel.

When the module completes, navigate to the Visibility View and you should see the new
agent under the web application host.

Once an agent has been deployed on the web application's server, you can then interact with
that agent using a variety of options which are detailed in the remainder of this chapter.
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When you run a penetration test with Core Impact, information acquired from target systems,
end-users or web applications is stored in the system as entities. Entities are then accessed in a
single and centralized repository by users or by any Core Impact module.

Any finding by a module that can be shared is represented in Core Impact as an entity and will
be visible in the Entity View Panel. Modules use the target entities' properties to gather
information needed by the module to execute properly. For example, a module requiring an
open TCP port might query the target host's properties for information about target ports. In this
example, the target host is an entity.

The Entity View Panel provides the functionality for you to access the various entities in the
system. The panel includes three "views" that allow you to see and work with different target
information resulting from your various tests:

o Network View
e Client Side View
e Web View

You access these views using the tabs at the top of the Entity View Panel.

Entity View Panel Showing View Tabs
Metwork | Client Zide” Web

[=] Scenarios
= 150 Wulnerable pages
) &1 - Injection
) A2 - Cross-Site Scripting
I &3 - Broken Authentication and Session Managerment
I &4 - Insecure Direct Object References
) A5 - Cross-Site Request Forgery
I AT - Insecure Cryptographic Storage
I3 &8 - Failure to Restrict URL Access
I3 A9 - Insufficient Transport Layer Protection
I &10 - Urnevalidated Redirects and Foraards
I3 Other Wulnerabilities
I Identities
ILZ) Search Folders
D Tags

The following types of items are stored in the Entity Database:

« Hosts: Host entities represent target systems. The entity contains information such as IP
addresses, operating systems, architecture, ports, and vulnerabilities found.

« Wireless Access Point: Wireless Network entities represent individual wireless access
points. The entity contains information such as SSID, security method, wireless channel
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and signal strength. Additionally, you may create Fake Access Points using the Fake
Access Point Module - these will also appear in the entity database.

« Wireless End Station: Wireless End Stations represent individual devices (PCs, hand-held
devices) that are connected to a wireless access points.

o Agents: Agent entities represent agents running on remote systems. An agent entity holds
information about an agent's state and its communication channel.

o Tags: Tags are user-defined labels that can be attached to an entity. This allows for
custom grouping of entities for easy access and management. There are several pre-
defined tags for each entity type. For example, the Network Tags include Camera,
Network Device, Database, and Web Server.

« Search Folder: Search Folders are designed to be dynamic lists of entities. The search
folder will automatically be populated with (and updated to include) entities that match
your search criteria (such as "Windows hosts"). The search folders in the entity database
allow for multiple search criteria, making them another way for users to organize and
manage their targets.

« Emails: Email entities are email addresses used for client-side attacks. An email entity
contains an email address and, optionally, a person's name.

o Scenarios: Scenarios are repositories for WebApps test objects.

« Vulnerable Pages: Vulnerable Pages are the outcome of a successful WebApps
Information Gathering session. These are pages that are associated with a web application
that may be susceptible to one of various vulnerabilities. The Web Entity view is
organized according to the OWASP Top 10 vulnerabilities (see the OWASP web site for
more info).

« WebApps Agents: WebApps Agents represent the knowledge of how to exploit a SQLi,
PHP or XSS vulnerability in a web page.

« ldentities: For Network and Web views, the Entity Database will list all existing Identities,
which can include usernames, IDs or other identifying properties of a system.

In addition, the following two entities are created and added to the database when you create a
workspace:

« A host entity representing the local console host (localhost).

o An agent called the localagent that represents the Core Impact software running on the
local console host.

Each icon displayed in the Entity View Panel represents a different entity type. These icons are
described in the table below.

Entity Icon Descriptions

Icon Description

E Windows Host
Eﬁ Linux Host

=
:i OpenBSD Host
=¥ FreeBSD Host

i Mac OS X Host
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Icon Description
E Unknown Host

B Network Device

& 10S Host
£ 105 Agent

Agent (Refer to Controlling

F_i Agents for more info on

agents)
Network folder
Folder

Search Folder
Tag

Email

Page (Web View only)

only)

View only)

only)

Bl ®E Pw e WO0U OG0k

LFI Agent

Scenario (Web View only)

SQL Agent (Web View only)
RFI Agent for PHP (Web View

XSS Agent (Web View only)
Web Browser Agent (Web

WebDav Agent (Web View

OS Command Injection Agent

A wireless device (station)

g

point

connected to a wireless access

A Fake Wireless Access Point,

i=

created from executing the

Fake Access Point module.

Network View

The Network View Tab displays the entire entity hierarchy of the target network that results
from a Network RPT. You can use it to view the current state of all the entities in the active
workspace's database. By providing access to all entities in the target network, the Network

View allows you to assess the state of the overall penetration test.

Entity View - Network View
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Metwork | Client Side | eb |

I widireless
I3 Mobile
I Identities
L) Search Folders

D Tags
|Search... | ¥
Marne ~ P |os  |Arch |+
(=) Wisibility: Root (1)

=] Metwork: 0.0.0.0 (1)

Ellcuu:alhcust 0.0.0.0 Wifindo... x86-64
=] Visibility: localhost (3 A

[=] Metwork: 172, 20.69.0 (3

1?2.2I].69.1I] 172.20.69.10  Unkno... Unkno..,

The Network view will contain all of the systems (host machines, network devices, or wireless

devices) that have been identified by a test. Each type is shown in its respective folder.

Understanding Visibility Changes

As with all of the entity tabs, the views are simply lists of entities that are organized and

grouped by certain attributes. By default, the Network view shows entities grouped by Visibility
and Network, as illustrated in the below figure.

Network View
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[ Search ¥

Mame P 05 Arch -

= Metwork: 192.163.67.0
ﬂ@lmlhoﬂ 192.168.67.59 windows 386

= Visibility: localhost

= Metwork 192.168.110.0

[ 1921681101 1921681101 openbsd (386
._E:'lgl.lllﬂ.lﬂ 192.168.110.10 salans SPARC w8
El‘j].lﬁ&.ilﬂ.ll 19216811011 solaris SPARC v8

:lﬂm.ms.nn.u 19216811012 solaris SPARC v8
E";I 192.168.110.13 19216811013 solans SPARC w8 =
ﬂlgzmnnz 1921681102 linux 286

=l Visibility: 192.168.110.12

= Metwork: 192.168.110.0

)& 192.168.110.28 192.168.110.28 macosx  PowerPC
N192.168.110.50 192.168.110.50 limux i286
§4192.168.110.55 192.168.110.55 windows 386
F2192.168.110.56 182.168.110.56 cpenbsd 386
F5192.168.11057 152.168.110.57 aix PowerPC

With the default view, hosts are organized primarily by what host they are visible from and,
secondarily, by their network. The grouping can of course be changed by right-clicking on the
column headers and selecting a new Arrange By value (see Grouping Entities). Users can also
change the view and quickly focus in on a specific host as a visibility level by right-clicking on
the host and selecting Show Hosts Visible from Here. This action is the same as using the search
function to filter the view by visibility (see Entity Search).

Client Side View

Core Impact 's Client Side view allows you to customize and manage the client-side target
information generated by your client-side penetration tests. Client-side entities take the form of
Email addresses that may or may not contain an associated user's name.

Entity View - Client Side View
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Metwork” Client Side | Web

|2 Emails
= L3 search Folders
1L Acme Emails
\2) Tags
| ¥
Address Mamne
! billi@rmy-damain, com
__| chronsoni@acme. cam Zhuck Bronson
__ dhubbins@acme. com David St Hubbins
| dsmalls@acrne. com Derek Smalls
| eharris@rmy-darnain. com Ed Harris
| iFaith@roy-damain, com TIan Faith
| fishnson@rmy-damain. com John Johnson
__1john. doe@my-damain.cam John Doe
_Intufnel@acme. cam Migel Tufrel

Core Impact's client-side entities allow you to manipulate and view target information for client-
side exploits and modules, and execute attacks against targets in a convenient and customized
manner. Entities are added to this view from the Client Side Information Gathering RPT, client-
side modules such as HTTP Email Address Grabber, or by adding them manually.

To manually add an entity to the Client-side view:

1. Activate the Client Side tab of the Entity View.

2. Right-click on the Emails folder.

3. Select New, then select Email...

4. Enter the email Address and Name of the user.
New Email Entity

Module Parameters

M ame Walkue

= Hew Emal
ADDRESS riufneiZmy-domain com
MAME Higel Tusfrel

Press F1 bo view hedp cn seleched pasametes

ok J [ conce |

Click the OK button.
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The New Email module will run and, after a brief moment, you will see the new email appear in
the Entity View.

Entity Tags and Search Folders further enhance the usability of this view.

When you click on an email entity, its Quick Information will show the entity's details including
where the email address was discovered (under Sources). This can be useful if the Client Side
Information Gathering step found email addresses from the Internet - if you know where they
were found, you can take steps to have them removed.

You can launch attacks against specific client-side entities in the Client-side View by using the
Client-side RPT wizards or manually dragging modules from Core Impact Modules View and
dropping them onto a specific search folder or entity. For example, if you wanted to launch an
email exploit (such as "Firefox compareTo exploit") against a group of targets, dragging and
dropping the exploit onto a search folder would result in the exploit running against all email
addresses in that folder. Alternatively, for a more focused attack, you could drag the exploit onto
a single person in the same folder, which would result in the exploit attacking only that entity.
The above scenario can more easily be performed using the Client-side RPT Attack and
Penetration wizard.

For information on using Core Impact modules, see Working With Modules.

Web View

Core Impact 's Web View shows the results of all web application testing.

Entity View - Web View
- Network | Client 5ide.” Web

B I Scenarios -
(3 webapps Scenario 1
= 0 wulnerable pages
[Z3) A1 - Injection
) A2 - Cross-Site Scripting
A3 - Broken Authentication and Session Management
I3 A4 - Insecure Direct Object References
@ A5 - Cross-Site Request Forgery
[C3) A7 - Insecure Cryptographic Storage
[C3) A8 - Failure to Restrick URL Access
A9 - Insufficient Transport Layer Protection

A10 - Unvalidated Redirects and Forwards LI
|Search‘.. | ¥
Rl - [~
[ http: ffphp. vmeorelab. comrfifindes:, phpfmodule=link1 . php

=l |:| http: jiphp. vmcorelab.comjrfifindesx. phpfmodule=linkz, php J
L EIRFI agent for PHP (1)

(=) Referer: http:ffsgl.vmcorelab, comftestcasessqlifblindfremoteonky/sgl_injection_integer, asps (1)

=1 [ http: {fsql.vmeorelab, comftestcasesfsglifblindfremoteonlysgl_injection_integer  aspxefilker=
L _';,dSQL Agent (1)

(= Referer: http:fsql.vmcarelab, com/ftestcasesisqlifblindfremateonty/sql_injection_string. aspx (1) _I

-

By default, when you first open your workspace, the Web View will be empty. To populate the
view you can run WebApps Information Gathering, or you can follow these steps:
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1. Right-click inside of the Web View.
2. Select New -> New Scenario.

A Scenario serves as a context in which you can test a web application and it will provide
organized structure to the results of the WebApps modules. You can use multiple
scenarios to test the same web application with varying settings, or segment a web
application and test each part independently in a different scenario.

3. In the resulting Module Parameters box, enter the details for your Scenario:

Module Parameters for New Scenario

NAME Provide a name that will help you identify this WebApps scenario

If there is a proxy server, select from the drop-down menu the
appropriate value:

o Use Core Impact settings will follow the settings that are in the
Tools -> Options -> Network form.

o Use Custom HTTP Proxy will follow the proxy value in the next
field (CUSTOM HTTPPROXY)

o Use Internet Explorer settings will follow the settings as defined
in your Internet Explorer preferences

CUSTOM If HTTPPROXY is set to Use Custom HTTP Proxy, enter the name or

HTTPPROXY address of the proxy server to be used.

Select from the drop-down menu the browser type and version that
2B ERAEIENT the WebApps test will simulate.

CUSTOM If the USERAGENT is set to Custom, enter the name of the browser to
USERAGENT be simulated.

HTTPPROXY

4. Click the OK button.
The new Scenario will appear in the Web View with the following subordinate folders:

« Pages: Any pages that are identified by WebApps Information Gathering will be visible
under this folder.

o Vulnerabilities: Any potential or confirmed vulnerabilities will appear under this folder.

« Broken Links: As the web crawler searches for pages, it may find a link that generates a
404 Not Found error. In this case, the link will be added to the Broken Links folder.

Managing Entities

In addition to the automated functions of the Entity View panels, there are several operations
that can be performed manually in order to better manage the data and organize your
penetration targets.

The steps provided here will apply across all view panels.

Adding Entities Manually

In the entity view panels, you can manually add entities.

Follow these steps to manually add a new Email:
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HPwbde=

5.

Activate the Client Side View.
Right-click on the Emails folder.
Select New, then select Email...

In the Module Parameters window, enter the new email address and user name.
Click the OK button.

The new Email entity will appear in the Client Side view. Follow these same steps to manually
add entities to the Network and Web Views.

Grouping Entities

The display of entities allows management and organization through its columns. You can right-
click on column headers to obtain options for adding or removing columns or to control entity
grouping based on existing attributes. You can also click and drag the columns to re-sequence
them to your preference.

To control the entity display, right-click on one of the columns and you will see the following
menu.

TR

g

arrange by 3
Sort Ascending

Sork Descending

aroup by this Field
Garoup by box

Remaove calumn

Field Chooser

Reset Layouk

The menu provides the following visual controls for the entity list:

User Guide

Use the Arrange by menu to quickly arrange the entities by one of their attributes. With
this menu, you can use the Show in Groups option to have the entities grouped by a
selected attribute.

The Sort Ascending / Sort Descending options change the direction of the list's sort. You
can also simply click on a column header to change the sort order.

The Group by this field option will group the entities by the attribute on which you right-
clicked.

The Group by box option will open a box into which you can click and drag column
headers. This feature allows you to achieve a multiple grouping layout.

Select Remove Column to hide a column from the entity list.

Use the Field Chooser to add columns to the view. When the field chooser appears, simply
click and drag the new columns to the desired location among the existing column headers.

Click Reset Layout to return the view to its default setup.
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Entity Tags

In order to facilitate the management and organization of your target information, Core Impact
allows you to add custom tags and apply them to entities. Once you assign a tag to your entities,
you can quickly view all entities that contain that tag.

To create a new tag in the Network View:

1. Activate the Network View.

2. Right-click on Tags.

3. Select New, then select Tag...

4. |In the Module Parameters window, enter the Tag value.
5. Click the OK button.

The new Tag will appear under the Tag heading. You now will need to assign that tag to one or
more entities.

To assign a tag to one or more Network entities:

1. Activate the Network View.
2. Click the Hosts folder to view all available Network entities.

3. In the list of Network entities, select the entity(ies) that you wish to tag (use the Ctrl or
Shift keys to select multiple entities).

4. Right-click on a selected entity.
5. Select Tags, then select the new tag value.

The selected entity(ies) will now be tagged with your custom tag. Subsequently, if you want to
view only those entities with a specific tag, you simply select the tag and a filtered list of
entities will appear below.

Each entity view panel contains its own distinct list of tags.

Entities can be tagged with more than one tag.

Adding Comments to an Entity

You can add custom text to an entity in any of the views using comments. Comments are
automatically saved within the active workspace. To add or edit an entity's comment, right click
on it in the Entity View Panel and select Add comments... from the context menu.

Adding a comment to an entity.

page: 287 Core Security, a HelpSystems Company User Guide



Core Impact Entities / Managing Entities

(=) “isibility: 192,165.0,13

[=] Mebwork: 192.165.1.0

Shiow Hosts Yisible from Here

[esy k
Tags 3
Recent Modules b
Add Comments. ..
Delete

‘nkity Proper Properties |

You edit comments in the Entity comments Dialog Box that appears. After you edit them, the
comments are added to the entity database as a new entity property (see the section called
“Entity Properties”).

Entity comments Dialog Box

Entity comments

This host im the OHS for the entire DMZ!|

Entity Search

Each Entity View includes a Search Bar that you can use to filter entities by specific criteria.
Filtering by condition allows you to quickly create a new "view" within the entity view. For
example, in the below images, the string "sample" is entered into the search bar in the Client
Side view. This action quickly filters all Emails, showing only those that contain the string
"sample". The second image shows further search filtering made available by clicking the options

arrows () to the right of the search bar. The example shows that the list was filtered further by
searching for those emails that contained the string "index" in the Name field.

Entity Search Examples
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| Metwork Client side | web [ hetwork " Client side | web
1 Emails 123 Emails
[= |L2) Search Folders = L) Search Folders
(L2 EDU users I2) EDU users
0 Tags ® D Tags
[ sampie ] [ sample rsmeindex
Harne Person n e i -
Name v |I\dex|
Dicirnaai b
) |...isample. com _L ]
_ran.. @sample.com | Parson name b |
) sam...@sample.com Hame o=
_J sample@ssmple.com _Jindex. php@sample. com
) samplen. .. @sample.com
_ I taro@sample. cam
) topps...@yahos.com.sample.com
| yousample.com

To close the search results, click on a folder or tag in the view panel or click the reset button ()
at the right side of the search bar.

Search Folders

Search folders are a powerful feature that allow you to view a dynamic list of entities based on
custom-specified characteristics.

To create a new Search Folder:

1. Activate the desired view.

Right-click on Search Folder.

Select New, then select Search Folder...

In the Module Parameters window, enter the Name of the search.

From the Add Criteria drop-down menu, select as many search criteria as needed.
Then enter the search data for all selected criteria (to remove a criterion, click the

remove button (E]) on the right).
7. Click the OK button.

oA LND

The new search folder will appear below the Search Folder heading. To activate your search
folder, simply click on it and the dynamic results will appear in the entity list below.

Deleting Entities

To delete an entity from the entity database (in any view), right-click on it and select Delete
from the context menu.

Deleting a host will effectively delete all the entities in and below its visibility level. Note that
since these deleted entities will include agents, the tasks performed by these agents will no
longer be included in future reports.

Deleting an Entity from the Database.
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=1 Wisibility: localhost (3

51?2. Showe Hosts Wisible from Here
51?2. Mews Haost,.,
LT B Ep Tags »
=
=1 RPT Info Gathering...
51?2 RPT &ttack and P
51?2. ftack and Fenetrate...
ser Actions (M
Auick Informat
Recent MMaodules 3 [
172.20 Add Comments..,
=/ Host Prop Delete |
Ir Properties
05

Viewing all Modules Run on an Entity

You can easily learn which module(s) have been executed on a specific Entity (Host, E-mail, etc.).
To do this, right-click on the entity and select Show Modules Executed on this Target. The
Executed Modules panel will update to show only those modules that have been executed on
target you selected.

Show modules executed on this target

S LT LU L L

1T LT, Ly Lad [T FINT W] [FINLN RV

[P 192.168. Unikryow
s o2 Show Hosts Visible from Here MRNCAT
] 192.188. edded Unknown
Mew Host...

Tags »

192.168.1. RFT Info Gathering. ..

Host Properties RPT Attack and Penetrate...

IP

os User Actions 3

Ar:_:hlhech..lre Show modules executed on this target

Visible From

MAC Address Recent Modules y NOLOGY CO. LTD.)

Ports & Service|

TCP Ports Add Comments...

UDP Ports Delete

Exposures

[+ n Properties

Entity Details

When you select an entity in a view panel, summary information about that entity will be
displayed in the Quick Information Panel located at the bottom of the Console. Next to the
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Quick Information panel is the Entity Properties tab which contains more details about the

entity. Use the Entity Properties tab to edit the entity's properties.

Host Entities can contain a lot of data. The Quick Information Panel or a host displays three

categories of information related to that host: General, Ports & Services, and Exposures. Each of
the information categories is described below.

« General: Displays host Name, IP (IP address), OS (Operating System), Architecture, and
other general info.

Quick Info - Host Properties

Quick Infarmation

192.168.1.2

P
0s
Architecture
Visible From

MAC Address

General  Ports & Services

Exposures
182.168.1.2
Windows
i386
localhost

00-12-17-3A-B7-CF(Cisco-Linksys, LLC)

o Ports & Services: Displays information about identified open ports and the network
services identified as running on those ports. Fields include TCP Ports, UDP Ports, and

DCERPC. Ports and Services information is typically provided by the Network

Information Gathering step on the RPT Panel.
Quick Info - Ports & Services

Quick Infermation
192.168.1.2
General  Ports & Services

=2 TCe

Listen

Exposures

Port Service Product/Version Banner
20 http Linksys WRT54GS wirsless-G router http

Closed
ERIDY
Listen

Filtered
Closed

config
443 https (Guessed)
5431 park-agent (Guessed)

« Exposures: Displays available information about potential Exposures gathered from the

selected host.

Quick Info - Exposures

Quick Information

192.168.1.2

]
1
2
3

General  Ports & Services  Exposures

Title
Severity
Service

Description

Visibility

HTTP Active on Intemet Device
Low
hitp

Hypertext Transfer Protocol (HTTP) is & method used to transfer or convey information on the.
Worid Wide Web. Iis original purpose was to provide 3 way 10 publish and retrieve HTML pages

Extemal

Entity Properties

Entities can hold structured information in the form of properties. The user or a module can
query or modify existing entity properties and even create arbitrary ones with new information.
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Properties can be viewed and modified through the Entity Properties Dialog Box. You can
activate or deactivate this dialog box using the Views -> Entity Properties option of the main

menu or by clicking the icon on the Views Toolbar. Additionally, you can activate the Entity
Properties dialog for a specific entity by right-clicking on that entity and selecting Properties
from the context menu.

Entity Properties Dialog Box
Entity Properties X]
Mame Value
= 192.168.110.10
Vulnerabilities
arch SPARC_vE

netmask
= os solaris
properties
references
= services
dispc
finger
http
hitps
login
printer
smitp
ssh
sun-answerbook
sunipe
telnet
tcp_ports
udp_ports

The Entity Properties Dialog Box is a dockable window, which means that you can move it
around to a different location, leave it floating, or hide it. To "dock" the window, drag it by its
title bar to the desired position. Windows can only be docked against the Console's edges. To
"un-dock" the window, double click in its title bar.

Individual properties are organized into containers (displayed in bold-face in the Properties
Dialog Box). Each container can be expanded or collapsed using the arrow head in front of its
name. Containers can also hold other containers.

Hidden properties. Some special system properties have a hidden attribute that keeps them
from being displayed in the Entity Properties Dialog Box. If you wish, you can make these
properties visible using the Show hidden properties option in the Entity Properties Tab of the
Options Dialog Box (use Tools -> Options).

Editing the Value of a Property

To manually change the value of a specific property, click on the Value cell of the property's
row. The value will be replaced by an edit box that allows you to enter new information or a
drop down box that allows you to select from a list of valid values.

Entity Properties Dialog Box - Editing Values
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Entity Properties

Mame

=

192.168.1.2
Banners
= DCERPC
Endpoints
Fingerprints
|[CMP responses
MAC Address
MAC Vendor
UPnP
arch
detected by:
EXPOSUres
ip
netmask
= os
= properties

device type
distribution

lkeemel version

vendor

Value

aix

freebzd
hp-ux

ios

linux

nethsd
openbsd
zolaris
unknown
unsupported

windows

linux -

general purpose
unknown

24

liree

l Quick Information l@ Entity Properties]

Adding a New Property to a Container

To add a new property to a container, follow this procedure.
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1. Right-click on the container's name in the Entity Properties Dialog Box (to add a property
to an entity's root container, right-click on the entity's name). Select Add new from the

context menu.
Entity Properties Dialog Box - Add New Property to Container
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Entity Properties

Mame Value

=} 192 168.110.50

arch Mew. ..

netmask
oS liree
references
= services
= ftp
214cp
microsoft-ds
netbios-ssn -
ssh
sunrpc
ten oo s b

|> JE3]

2. The Property value Dialog Box will appear. Enter a Name, select a Type, and enter a Value
for the new property. (See field definitions below.) Then click OK.

Property Value

Property value E|

Mame:

|a name |

Type: Walue

| string w | |testing strings |
Lok J[ Caneel |

Name

A name for the new property.

Type
There are many Types that the new property can be - a few examples are listed in the following
table:
Type Description
arch Host architecture
bool true or false
certificate The host's certificate
container A generic property container
entity_name An Entity name
file A file in the agent's filesystem
int Any integer value
null No value. Useful for sets
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0s
port

Type

ports

set

string
uintlé
uint32
xmldata

Description

Host operating system
A TCP/UDP port
A container of ports

A set of properties. Sets can only contain null properties

Any string value

An unsigned integer 16 bits long
An unsigned integer 32 bits long
Unparsed XML data

The types entity, entity listed, xmldata, and user are not currently configurable by the user.

Value

The initial value for the new property. This value can be edited using the Entity Properties
Dialog Box.

See the screenshot below for an example of the use of custom properties. In this example, the
user has created a custom container called vmware and added the emulated OS and emulated
architecture properties. This allows the user to add custom information to this host's properties,

effectively consolidating all known information about the target host.

Entity Properties Dialog Box - Creating a Custom Container with New Information

Entity Properties ]
rame | Yalue |

2
2
2

4 v v v w

> M192.168.36.55

SMB
Yulnerabilities
applications
arch

p

0%

processes
SeIYICEs
tcp_ports

b emulated 05
guest name

i385
1921683655
windiows

[
linLs-zemer
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Leveraging PowerShell

Core Impact provides testers several ways to leverage the PowerShell interface when targeting
Windows hosts. PowerShell commands are executed in the host machine's memory, preventing
their detection from AntiVirus or other detection tools.

Continue reading below to learn about the available Modules that are designed specifically to
use PowerShell or click to read about Integration with PowerShell Empire.

PowerShell Modules

There are several modules available in Core Impact that leverage the PowerShell interface to
enhance your penetration testing program. The easiest way to locate these modules is to use the

Search box (.7~ ) located at the top of the Modules Panel of the
Console and type the text "powershell". This will automatically filter the module list and show
only those modules that are related to PowerShell capabilities.

PowerShell Shell: Run this module on an existing agent to open a PowerShell command line
shell and interact directly with the host machine. This module is also available as an option when
you right-click on an existing host agent. See Interacting with Agents on page 257 for more.

When using the PowerShell Shell, type the command #help to see additional commands that
are provided by Core Impact.

Run PowerShell Script: Run this module to execute a script that you've prepared locally on the
host machine. A script can be used to create a function, retrieve system information, etc. The
Module Output tab will show the script commands in green followed by the command output in
red.

Get installed PowerShell Version: Run this module on an agent to learn what version of
PowerShell is currently installed on the host machine.

Deploy PowerShell Empire agent: This module is used in conjunction with an active instance of
PowerShell Empire. For more on this, see Integration with PowerShell Empire.

Install Agent using PowerShell Empire Agent: This module is used in conjunction with an active
instance of PowerShell Empire. For more on this, see Integration with PowerShell Empire.
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Integration

Core Impact can import network information (OS, services, and potential vulnerabilities) from
other security products, including Vulnerability Scanners. You can use individual Core Impact
modules or the Vulnerability Scanner Validator Test which will quickly step you through
importing your scanner data. Core Impact can also integrate with the Metasploit Framework and
PowerShell Empire, increasing the overall breadth of your penetration testing program.

Integration with Metasploit

If you use Metasploit as a component of your penetration testing program, you can integrate it
with Core Impact. This will allow you to use Core Impact's advanced testing features on systems
that are found to be vulnerable to Metasploit exploits.

For details on how to set up Metasploit - Core Impact integration, see How to Integrate with
Metasploit.

The Metasploit Framework is provided and maintained by a third party. Core Security does not
support the Framework and cannot offer any guarantee as to the safety of the exploits run by
the Metasploit Framework's db_autopwn functionality. Use the Metasploit Framework at your
own risk.

Once Metasploit is integrated with Core Impact, there are 2 ways in which you can incorporate
the functionality of the Metasploit Framework into your testing with Core Impact:

« Run Metasploit with Network Attack and Penetration RPT: As a part of the Network
Attack and Penetration, Core Impact will select which exploits from the Metasploit
Framework to run. You will see the output in the Module Log pane of your Core Impact
Workspace and any successful exploits in the Module Output pane. Any vulnerabilities
found by Metasploit will be labeled accordingly in Core Impact's Quick Information pane
as well as any reports.

Quick Information with Metasploit exploit
T ——

= Vulnerabiities
= CVE-3006-3439
Descroten Buffer gverfiow In the Server Service in Mcrosoft Wndows 2000 594, 4P 591 and 592, end Server 2003571 alows
nemate B1LACErS, INCLCng MronymoUs Leers, 1D execute arhirary coce via 8 crafied RPC messace, & different
131

s e s CVE. 200K .

| Exoned by Micragaf Server Senvice heipePathCanoncalze Qverfiow (using Metaspioit Il

This method does not require that you open a Metasploit console.

« Install CORE Impact agent from Metasploit console: With this method, Metasploit users
can leverage exploit and discovered host information to add hosts and install agents in a
Core Impact Workspace. Subsequently, Core Impact can be used to further explore the
host or pivot from the agent to perform extensive penetration tests. To install a Core
Impact agent from a Metasploit console, follow these steps referencing the below image of
a sample Metasploit session:

1. In Metasploit, you must first have a meterpreter payload connected to a host.

2. Enter the command load 'impact\core_impact'. This will initialize the Core Impact
plugin for the current Metasploit session.
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3.

Install agent from Metasploit Console

Enter the command install_impact_agent. This is an optional step that simply
displays the parameters that should be used with the install_impact_agent
command.

Enter the command install_impact_agent with the associated parameters. In the
example below, the meterpreter session (-s) is set to 1, the existing Workspace (-w)
is set to AlexMS, and the Workspace's passphrase (-p) is set to aaaaaaaa.

The console will display a message when the agent has been deployed in Core

Impact. At this point, you can open your Core Impact Workspace and use the fully
functional agent. The Metasploit session is no longer needed and can be closed.

Integration with PowerShell Empire

If you use PowerShell Empire as a component of your penetration testing program, you
can integrate it with Core Impact. This will allow you to use Core Impact's advanced
testing features in conjunction with PowerShell Empire's post-exploitation capabilities.

Using Core Impact with PowerShell Empire requires that both programs are running and
can access one another across the network.

Before integrating your Core Impact instance with a host using PowerShell, you will need
to launch the Empire REST API:

1.

Initiate the Empire console using the --rest option so that the REST API will be
reachable.

You can set a password on the Empire console using the —-password option, but
this password will then need to be entered in the Core Impact modules that are
subsequently used in the integration.
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3. Launch a listener in the Empire console using the below commands:

listener
set Name StartingListener
Run

Core Impact and PowerShell Empire can work together in 2 scenarios:

Core Impact Agent

If you have exploited a host using Core Impact and an active agent is installed on the host
machine, use the following steps to leverage PowerShell Empire:

1. In Core Impact, locate and run the module Deploy PowerShell Empire Agent.

2. Configure the Module so that it can locate and log into the instance of PowerShell
Empire.

3. Once the module is running, you can use PowerShell Empire to interface with the
target host, through the Core Impact agent.

PowerShell Empire Agent

If you have exploited a host manually and have an active agent installed on the host
machine via PowerShell Empire, use the following steps to leverage Core Impact:

1. In Core Impact, locate and run the module Install Agent using PowerShell Empire
Agent.

2. Configure the Module so that it can locate the instance of PowerShell Empire and
the existing agent. The Agent Name will be a string of letters and numbers (e.g.
VASDGF314524GWWR)

3. Once the module runs, a new host will be added in Core Impact showing visibility
through the PowerShell Empire host. You can now use Core Impact to interact with
the agent.

Importing Data from Vulnerability
Scanners

Core Impact comes ready to accept data from the following products:

Different importing modules for each product are available within the Import-Export folder in
the Modules view.

The following modules are included in Core Impact's Network modules:

o GFI LANguard

o IBM Enterprise Scanner

o IBM Internet Scanner

o McAfee Vulnerability Manager (formerly McAfee Foundstone)
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« Microsoft Baseline Security Analyzer
o Nexpose

o Nessus

o« Nmap

o PatchLink VMS

e Qualys Guard

o Retina

o SAINT

o STAT Guardian

o Tenable Security Center
o Tripwire IP360

o nCircle

The following modules are included in Core Impact's Web modules:

o Acunetix Web Vulnerability Scanner
o Burp Suite Professional

o Cenzic

o HP Weblnspect

o IBM Rational AppScan

« NTOSpider

o Qualys Web Application Scanner

To manually use a module to import data from one of these scanners, use the modules found in
the Import-Export folder. Double-clicking on any of these modules will open the parameters
dialog where you can specify the location of the output file where the product data is stored.
Refer to each module's documentation for additional information related to the specific product.

In addition, you can export all entities in Core Impact's database (everything found in the Entity
Views) to a parsable format to facilitate the application's integration with other products.

Using Imported Information

Importing network information can replace the Network Information Gathering step if these
activities have already been performed by the original scanner. After importing information you
can advance immediately to step 2 of the Network RPT process, Network Attack and
Penetration.

To use imported network information within the Network RPT process, follow this procedure:

1. Import data from a scanner. The originally-scanned hosts will appear on the Entity View.

2. Run the Network Attack and Penetration RPT step (see Network Attack and Penetration)
or individual exploits from the Exploits/Remote module folder against the imported hosts.
The Network Attack and Penetration step will use the imported OS, and service
information to select and execute applicable exploits.

3. If any attack was successful, continue working with the deployed agents using RPT or
individual modules as usual.
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If the imported data includes vulnerability information (as is the case when importing from
vulnerability scanners), this information can be used to drive exploit selection, providing an
automated mechanism for validating potential vulnerabilities. In this case, instead of utilizing the
Network Attack and Penetration step from RPT, you can launch the "Attack and Penetration
using imported data" module from the Import-Export module folder.

To validate potential vulnerabilities follow this procedure:

1. Import data from a scanner. The originally scanned hosts will appear in the Entity View.

2. Run the "Attack and Penetration using imported data" module from the Import-Export
module folder against the imported targets (see Running Modules for more information).
This module will only select exploits that match potential vulnerabilities identified by the
vulnerability scanner.

3. If any of the attacks were successful, continue working with the deployed agents using
RPT or individual modules as usual. A successfully-deployed agent validates the
exploitability of a potential vulnerability.

4. To generate a report of the vulnerabilities imported from a vulnerability scanner that
were exploited using Core Impact, you can use the PCI Vulnerability Validation report.
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Obtaining and Utilizing User
Credentials

Core Impact can collect user credentials from a compromised host through a deployed agent.
These Identities can later be used for cracking password hashes, if necessary, and then installing
additional agents as a valid user. It is fairly typical of most network setups that certain
usernames and passwords are shared among multiple components. If some of the passwords for
these accounts can be cracked, Core Impact provides functionality to deploy additional agents
using this information.

About Identities in Core Impact

An Identity is a token that could be used by an Identity Verifier in an authentication transaction.

. . . Metwork | Client Side | Web
Any ldentities that are found by Core Impact are stored in the Entity & Foes

Database (Network and Web). Any Core Impact module that uses 3 Wirsless
Identities, will have an IDENTITY parameter for faster selection. There| (= Mohie
will also be USER/PASSWORD and NTLM Hashes parameters available | = (=] identitie:

L - . . 2 Al
in situations where you want to use a custom identity not present in the ) Database
database. £ Windows NTLM
. L. | Ma'nugemenl:
Below are examples of modules that use Identities (this is an £ Mail
abbreviated list): D Internet
) Kerberos
o« WMI Shell 2 Other
. . |2y Search Folders
« Windows Service Manager 3 <D Tags

o Windows Secrets Dump
« Install Agent Using SMB
o Install Agent Using WMI

Obtaining the Password Hashes from a
Compromised Host

In the case of a UNIX-like system such as Linux, the agent can be used to download the
/etc/shadow file from the target. This file can then be used to download password hashes to
be fed to a password cracker. This can be done easily using the File Browser within the agent's
context menu, or by using the "get" command from the mini-shell. Please note that in a normal
setup, the agent will have to be running with root privileges on the system to be able to access
the /etc/shadow file.

In the case of Windows systems, the password hashes are stored in the machine's SAM (Security
Accounts Manager) and NTDS.DIT for Active Directory configurations. The files holding this
data are locked while the OS is running and cannot be accessed directly by the user. However, it
is possible to access this information with different approaches.
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Exporting the SAM hives and Volume Shadow
Copy restore NTDS.DIT

This approach is the least intrusive (since no injection takes place) and can be achieved with the
Windows Secrets Dump module. This module can be run remotely (if you have Administrative
Identities against the target host) or locally under an agent running as Administrator or SYSTEM.

Injecting code directly into the LSASS process

This procedure is more intrusive and must be used if the previous one didn't work.

1. Start with an agent deployed on the Windows machine from which you want to recover
the password hashes. The agent has to be running as SYSTEM for this procedure to be
successful. If the agent is not currently running as SYSTEM, use the Privilege Escalation
step on the RPT view (see Privilege Escalation).

2. Select this agent on the Entity View.

3. Run the Password Dump from SAM module from the Information Gathering/Local folder
in the Modules Panel. If the agent is currently running as part of the LSASS process (i.e., it
was deployed with an exploit for a vulnerability within LSASS), then simply running the
module will collect all the user's password hashes. If this is not the case, then the Agent
process injector module will automatically be executed, injecting a new agent into the
LSASS process from which the Password Dump from SAM module will be able to collect
password hashes.

In additional to the Password Hashes stored in the compromised host, there are usually
Identities present in memory as well. Sometimes those identities are even in clear-text form. In
order to access these identities use the Mimikatz local module.

Kerboros Golden & Silver Tickets

Core Impact allows users to create Kerberos tickets that can be used in a penetration testing
campaign. You can use the following modules:

« Create Kerberos Golden Ticket: creates a Kerberos Golden Ticket for a designated user
« Create Kerberos Silver Ticket: creates a Kerberos Silver Ticket for a designated user
« New Kerberos Identity: creates a new identity to test against a Kerberos KDC
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Create Kerberos Silver Ticket

Mame Walue

TARGET

LUSERNAME

DOMAIN

DOMAIN 51D

5PN

GROUPS 513.512.520,518.519
USERID 500

EXTRASID

DURATION 365

REQUEST false

flAuthentication |

IDENTITY

Press F1 to view help on selected parameter.

Help Cancel

Sniffing Password Hashes from the
Network

Usernames, passwords and password hashes can sometimes be obtained by sniffing network
traffic. To sniff the network looking for passwords, use the "Password Sniffer" module from the
root of the Information Gathering folder in the Modules Panel. This module requires the agent to
have packet capture capabilities. Agents that have this capability are the localagent and agents
with the Pcap plugin running with root/administrator privileges.

To start looking for passwords by capturing packets, do the following:

1. Start by selecting an appropriate agent for this activity. As mentioned before, the agent
must be able to capture packets from the network. The host on which the agent is running
must also be positioned in the network at a point where it makes sense to sniff network
packets, as only packets going through the same network segment will be seen by that
host. Also keep in mind that in switched environments, all network packets are not
received by every host on the same network segment.

2. Launch the Password Sniffer module from the Information Gathering folder. The module
will run and continually capture appropriate packets, extracting password or hash
information when possible. This information will be stored in the Entity Database.

Running the Password Sniffer module
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EbPassword Sniffer

1

12{1/2005 12:24:01 PM Runinir
v|
| 3

Module Output:

Password Sniffer =

Found Accounts/SMB in 192.168.36.22:

Found Accounts/SMB in 192.168.36.22:

Found Accounts/SMB in 192.168.36.22:

Found Accounts/SMB in 192.168.36.22:

Found Accounts/SMB in 192.168.36.22:
30 2d 6c 9b b0 fo ef 8a 5f 57 0a

Found Accounts/SMB in 192.168.36.22:
00 00 0000000000 00000000

Login/FAILED
Client IP/192.168,27.27

Server Domain/EXCHANGE

[~

Module Output lEl Module Log @ Module Parameters ]

Captured usernames and passwords will be stored in the Entity Database. Captured NTLM
hashes can be exported to a password cracker. This procedure is described in the following

section.

Using the Core CloudCypher Service

If you have purchased access to the Core CloudCypher service, you can send hashes directly
from Core Impact to the service to attempt to crack them. Core Impact can be configured in
Core CloudCypher Options to send them automatically or, if you want to do so manually, by

selecting Tools > Submit Credentials to Core CloudCypher.... You can then enter the hosts that
contain hashes.

Submit Credentials to Core CloudCypher

Tools | Help

Check for new Impact release...

Gul::lmit Credentials to Core CIDudC}rpher..)

Systern Log

Custormize...

Options

e ———— R

Ctrl+E
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Logging Keystrokes on a Compromised
Host

Username and password information can sometimes be obtained by logging keystrokes on a
compromised machine when an authorized user logs into the host or uses the compromised host
to log into a different host. Core Impact has a built-in keylogger utility module for Windows
systems that can be installed after an agent has been deployed.

To install the Windows keylogger follow this procedure:

1. Select an appropriate agent to deploy the keylogger. The agent must be running on the
Windows host where the keylogger will be installed and must have Administrator or
SYSTEM privileges.

2. Run the "Keylogger" module from the Information Gathering/Local folder. Default
parameters will configure the keylogger to store the log in memory. Refer to the module's
documentation for additional information.

3. The keylogger will now start logging keystrokes on the host.
4. The logged keystrokes will be downloaded and stored in the specified file.

Collecting Saved Login Credentials

Some applications can save login information as a convenience for the user. Examples of
applications that have some form of password auto-completion are:

o Internet Explorer

o MSN Messenger

o Outlook Express

o Outlook 2003 & 2007
o Firefox

o Putty

o Thunderbird

o Trillian

o Yahoo Messenger

In some cases it is possible to recover these credentials. To attempt recovering saved
credentials from a compromised host, follow this procedure:

1. Select an appropriate agent to collect credentials. The agent must be running on the host
where you want to search for login credentials.

2. Run any of "Password Dump from ..." modules from the Information Gathering/Local
folder.

3. The module will start to attempt to recover credentials on the compromised host.
Obtained credentials will be added to the host entity as properties.
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Using Obtained Passwords

Core Impact can use obtained username and password information to deploy agents. In contrast
to the agents deployed by the exploitation process, these agents are deployed not by exploiting
a vulnerability but by logging into the target hosts with the specified username and password.

When using the SMB protocol to install an agent on a Windows host, it is possible to use
password hashes to log in as opposed to using a fully recovered password. This technique,
sometimes referred to as "Pass the hash" is implemented in the "Install Agent using SMB"
module from the Agents module folder. When run against a host from which hashes have been
obtained (the hashes are stored in the host properties, within the lIdentities container), the
module will automatically cycle through the available hashes until one is successful.

To learn more about deploying agents with a valid username and password, see Deploying an
Agent Using Valid User Credentials.
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Setting Console Options

You can configure Core Impact's Console to meet your particular needs and preferences by
setting global options. Options are accessible from the main menu using the Tools > Options
command. Each of the configurable option categories visible on the left panel of the dialog box
pictured below is described in the following sections.

Options Dialog Box

Options

Agernts

Entities

Netwark

One Step RPT
User Actions
Search Engines
Community Usage
Core CloudCypher

Other

==

N [

Module Execution

Muto select new tasks: () Disabled @) Main Tasks

[ Allow dropping modules over unsupported targets

[ Show system modules

[ S5L server ceitificate verification

|| Execute modules in debugging mode
Max. concumrent modules executing: 100

Module Log

©) All Tasks

Log detail level: ) High @ Medium (0

[ Add current time to every log line

Modules Filtering

[7] Filter modules by target
Show modules without targst

Module Editing

Editor path:  C:\Windows'notepad exe

Highlighting

Text color: E] Background colar:

RPT Pane

Switch RPT pane automatically when entity view selection changes

Reseat

J

OK

] [ Cancel

Modules

The Modules panel of the Options Dialog Box includes options related to module execution and

module highlighting. Follow these steps to set the Modules options:

1. Select the Tools > Options command from the main menu.

2. Click the Module category and set your options using the fields described below. Then
click OK.

Modules Settings
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Options (el
T s
Agents Module Execution
Entities Auto select new tasks: () Disabled @) Main Tasks () All Tasks
[ Allow dropping modules over unsupported targets
Network
[ Show system modules
One Step RPT [] 5L server certificate verfication
|| Execute modules in debugging mode
User Actions Max. concurrert modules executing: 100
Search Engines Module Log
Community Usage Log detaillevel: (O Hgh @ Medium () Low

[ Add cument time to every log line
Core CloudCypher

Modules Filtering

Cther
[] Fiter modules by tamget

Show modules without target

Module Editing
Editor path:  C:\Windows'\notepad exs E]

Highlighting

Text color: E] Background color:

RFT Pane
Switch RPT pane automatically when entity view selection changes

[ Reset | [ ok ][ Cancel

Auto select new tasks

Select whether you want new tasks to be automatically selected in the Executed Modules pane.
If set to Disabled, new tasks will not automatically be selected. If set to Main Tasks, only new
parent tasks will be selected. If set to All Tasks, each new task that is started will be
automatically selected.

Allow dropping modules over unsupported targets

If you select this check-box, the console will not block the execution of a module against an
unsupported target (for instance, running a Windows exploit against a Unix server).

Show system modules

If you select this check-box, the Executed Modules pane will show all executed modules. If you
uncheck this option, System modules (such as the running of a web server) will not be shown.
You can also show/hide system modules by right-clicking on a module in the Executed Modules
pane and checking/unchecking Show System Modules.

SSL server certificate verification

By default, the Python interpreter that is embedded in Core Impact will not set up SSL
connections when the server certificate verification fails. Check this option to require that
Core Impact perform valid SSL connections.

Execute modules in debugging mode

If you select this option and the Log detail level option is set to High, modules are more
verbose and generate more log lines in the Module Log view. You will then have the option to
Attach Debugger to Running Modules which will, if selected, attach the debugger to any
modules that are currently running.
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Max. concurrent modules executing

The maximum amount of modules that can be run concurrently. When this maximum is reached,
new modules will wait in the initialized state until others finish.

Log detail level

Select the verbosity level of the Modules log as either High, Medium (default), Low.
Add current time to every log line

If you select this option, each log line in the Module Log view will be time stamped.
Filter modules by target

If this option is selected, the Modules tab will only show modules that are applicable to
whatever target is selected in the Entities database. You can then optionally specify - with the
Show modules without target setting - whether modules that don't have a TARGET parameter
should be visible. These options are both visible at the bottom of the Modules tab.

Module Editing
This field allows you to set the preferred application for editing modules. To change from the

default (Notepad), click the browse icon (D) and navigate to your preferred text editing
application.

Highlighting

This section is used to select the color that modules are highlighted in the Modules View of the
panel. When you select an OS agent or WebApps agent in the entity view, the applicable
modules will automatically be highlighted for ease of identification.

RPT Pane

If you select this option, changing to a different entity pane will automatically change the RPT
view to match it.

Agents

The Agents panel of the Options Dialog Box includes options related to agents. Follow these
steps to set the Agents options:

1. Select the Tools-> Options command from the main menu.

2. Click the Agents category and set your options using the fields described below. Then
click OK.

Agents Settings

User Guide Core Security, a HelpSystems Company page: 312



Setting Console Options / Agents

Options X

Modules ‘ Agents

Agents DSE‘t new agents as source

Ertities Play sound on agent installation

Use encrypted channel for agents
Network

Agent Expiratio
One Step RPT [#] Set up expiration date on deployed OS agents
User Actions Eassoups pocthis) ¥

HTTPS Channel

Community Usage
[]Ovenide Core Impact S5L certficate with extemal certfficate
Core CloudCypher

Cerificate file:

Cther Private key file:
Private key file is encrypted
Private key file passphrase

Reconnection Palicy

[ Usz reconnection policy
Reconnection attempt interval (seconds): 30
Reconnection attempts timeout: 1 dayls)

Port: |0 Note: a value of 0 means the original agent connection port
. will be used for reconnection

Reset Cancel

Set new agents as source

If you select the Set new agents as source check-box, whenever a new agent is created it will
be set as the current default source agent. If the check-box is not set, you will have to manually
set the new agent as source.

Use encrypted channel for agents

This check-box controls whether to use a secure communication channel between the agents
and the console.

Play sound on agent installation

This check-box controls whether to play a sound when a new agent is installed. The sound file
to be played is defined in the following registry key:

HKCU\Software\Core Security\Impact\Sounds
Agent Expiration
Set up expiration date on deployed OS agents

Check this global option if you want deployed OS agents to automatically expire after a
defined amount of time.

Expiration Period
Set the expiration period in Days, Weeks or Months.
HTTPS Channel
Override CORE Impact SSL certificate with external certificate
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Check this option if you want to use your own SSL certificate to facilitate agents' use of the
HTTPS Channel.

Certificate path
The path to the SSL certificate.
Private Key path

The path to the SSL certificate's private key. If applicable, check the Private Key file is
encrypted checkbox.

Private Key file passphrase

The passphrase to the certificate's private key.
Reconnection Policy

Use Reconnection Policy

Check this option if you want agents that lose connectivity to the Core Impact console to
attempt to reconnect. Without a Reconnection Policy, agents that lose connectivity will self-
destruct. This is a global setting but it can be overridden for an individual agent - see Set
Reconnection Policy for details.

Reconnection Attempt Interval

This value determines how often an agent should attempt to connect back to the Core Impact
console.

Reconnection Attempt Timeout

This value determines how long the agent should attempt to connect back to the Core Impact
console.

Port

Specify a port on which you would like the reconnection to occur. Enter O to reuse the agent's
original connection port.

Entities

The Entities Panel of the Options Dialog Box includes options related to the management of the
Entity Database. Follow these steps to set Entities options:

1. Select the Tools -> Options command from the main menu.

2. Click the Entities category and select or deselect the check-boxes described below. Then
click OK.

Entities Settings
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Options @
Modules ‘ Entities
Agerts Entity Properties
[ Show modules

Network

Report views
One Step RPT
Wam TARGETs visibility

User Acti
Ser Actions Group hosts by netmask: 255 . 255 . 255 . 0
Search Engines
Community Usage
Core CloudCypher

Cther

Reset | [ 0K ][ Cancel

Show hidden properties
If you select this check-box, hidden properties will be displayed in the Entity Properties Editor.
Show modules

If you select this check-box the Entity Properties Window will display properties for the
currently-selected module in the Modules Panel.

Warn TARGET's visibility

If you select the Warn TARGET's visibility check-box, Core Impact will warn the user when
executing a module against a TARGET that is outside the current source agent's visibility level.

Group hosts by netmask

Networks are identified and grouped in the entity view if they match this netmask address.

Network

The Network Panel of the Options Dialog Box includes options related to the management of
network interfaces. Follow these steps to set network interface options:

1. Select the Tools -> Options command from the main menu.

Network Settings
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Options @
Modules ‘ Network
Agents Network Interface:
Ertities 172.16.43.52 - Cisco AnyConnect VPN Virtual Miniport Adapter for Windo

iemet commeston

@
One Step RET @ Use Intemet Explorer settings

(7 Direct connection to the intemet

User Actions
() Use 3 prowy server

Search Engines Address: | 192.168.0.1 Part: |80
Community Usage Usemame: Password: A
Core CloudCypher Network Address Translation (NAT)
Cther [T Core Impact is behind a NAT device

Public address: 127 0 0 1

Potrange: From: |40000 To: 60000

Dashboard

DD{: not connect to the Intemet to retieve information about updates, news and
community stats

[ Reset | [ ok ][ cancel

Network Interface for packet capture

Use the Network Interface for packet capture drop-down box to select the network interface
that will be used for modules that use PCAP when they are executed in the local agent. The
selected interface’s IP address is also used as the URL of the malicious web server for client-
side attacks.

Internet connection

This section is used to set connection preferences. Click the radio button that corresponds with
how your Core Impact console can connect to the Internet:

o Use Internet Explorer Settings: This will use the same connectivity configurations that
exist in your Internet Explorer settings.

« Direct connection to the Internet: Use this if your Core Impact console has a direct
connection to the Internet.

« Use a proxy server: Also enter the Address, Port, Username and Password for the proxy
server.

These settings are used in two places: when downloading Modules updates, and when
connecting to the Internet to get News. These settings are captured and stored from the
parameters entered during the Core Impact installation and product activation.

Network Address Translation (NAT)
Core Impact is behind a NAT
Check this box if Core Impact is deployed behind a NAT device.
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Public Address
Enter the external IP address of the NAT device.
Port Range

Enter the range of ports that are being redirected (forwarded) from the NAT device to the
Console.

The settings in the NAT Panel control the way Core Impact exploits will behave when using
different agent connection methods. Note that changing these settings does not change your
NAT device configuration. You must do that manually.

To support the Connect from connection method, all the ports within the specified Port Range
have to be redirected to the internal address for the host running Core Impact . An agent
deployed with the Connect from connection method will try to connect to the Public Address
IP on a port within the defined Port Range. The Console will wait for that incoming connection
on the same port.

When NAT is activated, the Reuse connection method utilizes the specified Public Address to
find the correct TCP session in the target host's memory. In some cases, it will not be possible
to exploit the same target service twice in a row using Reuse connection unless the first agent
is disconnected before you launch the second attack.

Dashboard

If you do not wish to receive news about module or software updates, select the Do not
connect to the Internet ... check-box. Core Impact will oftentimes display messages on the top
of the Dashboard about new exploits or related information. Checking this option will prevent
these messages from appearing.

One-step RPT

The One-step RPT Panel of the Options Dialog Box configures the One-step RPTs. Follow these
steps to set One-step RPT options:

1. Select the Tools -> Options command from the main menu.

2. Click the One-step RPT category and set the options according to the below descriptions.
Then click OK.

One-step RPT Settings
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Options @
Modules ‘ One Step RPT
Agerts Explait Options
Entities Try to exploit all possible vulnerabilities for each target host

Do not use exploits that might shut down a service
Metwork i
[ Use exploits that take a long time to run

One Step RPT
Module Connection Settings

User Actions Connection method:  Diefault A

Search Engines @ Use random port {n the range 1024-65535)

(©) Custom port: | 5466
Community Usage

Outgoing E-mail Ir

Care CloudCypher

From: address @example.com
Cther

E-mail template: C:\Users'alight'AppDiata‘\Roaming|MPACT \components'm E]

Subject Security Test

Qutgoing SMTP Server

Address: Port: 25

Rest | [ ok ][ Cancel

Exploit Options

« Try to exploit all possible vulnerabilities for each target host: If this option is not checked,
the One-Step RPT will stop testing a designated target as soon as an exploit is successful.

« Do not use exploits that might shut down a service: Check this option to prevent the One-
Step RPT from running any exploits that could potentially either stop or restart the service
or application being targeted.

« Use exploits that take a long time to run: If this option is not checked, the One-Step RPT
will only run exploits that will take less than 10 minutes to complete.

Module Connection Settings

o Connection method: When the One-step RPT successfully exploits a target computer, an
agent is deployed on that target. An agent is a temporary piece of code that runs in the
target computers RAM and communicates back to Core Impact. The Connection Method
setting determines how the deployed agent and Core Impact connect to one another:

o Default: Core Impact will try to use each exploit's default connection method.

o Connect To: Core Impact will initiate a connection to the agent on the target system.
The target system will listen on the port specified below. You might select this
method if there are network or firewall restrictions on traffic sent to the Core
Impact machine.

o Connect From: Core Impact will wait for a connection from the target system'’s
agent. The Core Impact host will listen on the port specified below. You might select
this method if there are network or firewall restrictions on traffic sent to the
machines to be tested.
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o« HTTP Channel: Core Impact will act as a web server and accept incoming
connections from the target system to TCP port 80. This method only applies for
Client-side Vulnerabilities tests. If this method is selected and a you run a Network
Vulnerabilities test, the Default Connection Method will be used.

e« HTTPs Channel: Core Impact will act as a web server and accept incoming
connections using SSL from the target system to TCP port 443. This method only
applies for Client-side Vulnerabilities tests. If this method is selected and a you run
a Network Vulnerabilities test, the Default Connection Method will be used.

« Use random port (in the range 1024 - 65535): Check this option to allow Core Impact to
randomly select a port for it or target systems to listen on (depends on the Connection
Method selected).

« Custom port: Check this option (and enter a port number) to manually define the port on
which Core Impact or target systems will listen on (depends on the Connection Method
selected).

NOTE:

Regardless of the connection method you choose, it will be important for you
to ensure that your Core Impact machine and the target machine(s) can
communicate to one another using the designated ports. If you elect to use a
random port, then make sure all ports in the high range are open. If the high
range of ports are limited or restricted, then set a custom port number and
ensure that Core Impact machine and the target system(s) can communicate
on that port.

Outgoing E-mail Information (for Client-side Vulnerability Test)

o From: The address you enter here will appear as the From: address in the email Client-
side Vulnerability test.
o E-mail template: Use a template that contains the body of your email. Click the ellipsis

button E] to browse for and select a template file. You will see several sample template
files included in your Core Impact installation. These are located in the
\data\templates directory of your Core Impact installation.

o Subject: The text entered here will appear as the Subject of the e-mail.
Outgoing SMTP Server (for Client-side Vulnerability Test)

« Address and Port: In order for Core Impact to send email (in either a Client-side test or to
send post-test reports), you must provide the address and port of an active SMTP server.

User Actions

User Actions are custom commands that can apply to entities (hosts, email addresses, web
pages). When you right-click on an entity, the User Actions appear in the list of available
commands.

User Actions Settings
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Options

Modules
Agents
Erttities

Network

One Step RPT

. Email: [address] to include the email's address.
User Actions Web Page: [ud] to include the web page's URL.

User Actions

Specify the User Actions you would like to be available from an entity’s context menu

The Program and Parameter fields can include:
- Environment variables:
“%:ProgramFiles%.. %AppData‘.. etc.
- Entity information
Host: [ip] to include the host's IP address.

Search Engines MName Entity Program Parameters
Communty Usage FTP host %ProgramFilesZe\Internet Explor... Lo ftp:/iTipl
MNavigate  webpage
Care CloudCypher Send To email mailto:[address] [
Cther
Rest | [ ok ][ Cancel

To create a User Action, perform these steps:

7.

. Access the User Actions Options (Tools -> Options).
. Click the New button.

Enter a Name for the new user action (e.g. Ping). This is the name that will appear in the
right-click menu.

Select the Entity type to which the action should apply (e.g. host). Your new action will
only appear when you right-click on an entity of the type selected here.

Enter a Program that will be used to execute your action. For the Ping example, one would
enter the path to the ping executable (ping.exe). The Program field can include
environment variables such as %ProgramFiles%, %ProgramData%, etc and Entity
characteristics such as host [ip], email [address] and web page [url].

Optionally, enter any Parameters to pass along to the Program. The Parameters field can
include environment variables such as %ProgramFiles%, %ProgramData%, etc and Entity
characteristics such as host [ip], email [address] and web page [url].

Click the OK button.

Your new User Action will appear when you right-click on an entity that matches the type you
selected in step 4. For example, if you created a User Action for Hosts, navigate to the Network
entity view, click on the Hosts folder, then right-click on a host. Navigate to the User Actions
option - this should reveal the available User Actions that can apply to Hosts, including your new
action.

User Action Example

User Guide
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e Shaow Hasts Yisible from Here

192.168.3 known  Unknown

- Tew »

[y 192.168.5 Lk 386

- Tags » »

Information | User Ackions b | FTP |
192.168.31 Recent Modules > | Fing
1ost Propertie: add Comments. .. Configure. ..
Name
[P Delete
o5 :
architecture Properties

Search Engines

Client-side Information Gathering supports the use of APl-based searches for some search
engines (Bing and Yahoo!). If your company has an API ID for a search engine, you can enter it
in the Options form. When Core Impact's Client-side Information Gathering uses that search
engine, the engine will know that the searches are not from a robot and will not put forth any
captcha challenges or otherwise restrict the search.

On the Search Engines Options form, select the Search Engine from the drop-down menu, then
enter the API ID for that search engine. Then click the OK button.

Search Engines Settings

Opticns @
Modules ‘ Search Engines
Agerts Cliert Side Information Gathering supparts using AP based searches via some search
engines. To enable this Core Impact Pro needs to be provided with an AP key for the
Entties each eligible search engine.
Network i
One Step RPT A
User Actions
Community Usage
Core CloudCypher
Other
Reset | [ oK | [ Cancel
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Community Usage

The Community Usage Panel of the Options Dialog Box determines what information Core
Impact will gather and provide anonymously to Core Labs for statistical analysis of the
applications use. Follow these steps to set Community Usage options:

1. Select the Tools > Options command from the main menu.

2. Click the Community Usage category and select which types (if any) of data you are willing
to provide. Then click OK. All data will be gathered and transmitted automatically and all
information will be kept anonymous.

Community Usage Settings

Options

53

Modules

Agents

Erttities

Network

One Step RPT
User Actions
Search Engines
Care CloudCypher

Cther

Community Usage

Caore Impact can collect anonymous information about how it is uged. This will allow Core
Security Technologies to provide you with industry specffic statistics to aid in
understanding how your efforts and results compare to others in your industry. I also
dllows Core to improve Impact based on the information we leam about how our
customers are using the product.

Please select which categories of statistics you wish to contribute:

Overall usage

Ertities (hosts, e-mails, web scenarios) and their vulnerabilities (statistics only)
BExploit usage (Attack & Penetration and Privilege Escalation).

Non-Exploit modules

Reporting

Pivoting usage and depth

Industry: [F‘mfessicna\ Services - ]

Al statistics sent are anonymous and stored securely only as aggregated data by Core.
“fou can see information on the statistics collected and sent here

[ Reset | [ ok ][ cancel |

To gather and send your usage statistics, see Usage Statistics.

Core CloudCypher

The Core CloudCypher Panel of the Options Dialog Box determines whether Core Impact will
automatically submit encrypted credentials (hashes) to its on-line password cracking service.

If while Installing Core Impact you opted to Never Automatically Send Credentials, the Core

CloudCypher options panel will not be visible.

Follow these steps to set Core CloudCypher options:

User Guide
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1. Select the Tools > Options command from the main menu.

2. Click the Core CloudCypher category and set the Automatically Submit Credentials
option to Yes or No, depending on your preference. You can also enter an email address
to be notified when credentials have finished being processed.

3. Then click OK.

Core CloudCypher Options
Options @

Modules Core CloudCypher

Agents
Core Impact can automatically submit encrypted credentials leamed during the course

Entti of a security assessment to Core CloudCypher, a service managed by Core Security
183 Technalogies.

Network Automatically Submit Credentials:

One Step RPT
ne e Report the results to the following email:
User Actions
Search Engines
Community Usage

Core CloudCypher

Other

Reset | [ oK | [ Cancel

Other

The Other category of options includes configurations for additional Core Impact features:

o The Update Notifier is a utility that will run in the background to check for available
module updates even when Core Impact is not running. If updates are identified, the
Notifier will appear in the system tray. If the Enable Update Notifiersetting is checked,
then the Update Notifier will check for updates as frequently as is specified in the
Minutes between checks field.

If the Enable Update Notifier setting is unchecked, then it will not run at all.

o Wireshark is a software utility that is required if you plan to use the Wireless AirPcap

Traffic Sniffer. Simply click the ellipsis button D and navigate to the path of your
Wireshark executable.

Other Settings
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Agents Update Notfier
Entities Enable Update MNotifier
120 minutes between checks
Network
One Step RPT RS
Executable path:

User Actions

Streaming player for surveilance cameras
Search Engines

Executable path:
Community Usage

Care CloudCypher
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Customizing Toolbars and Keyboard
Shortcuts

Keyboard shortcuts and Console toolbars can be customized using the Customize dialog box. To
open this dialog box, select the Tools -> Customize command from the main menu.

Customize Dialog Box
Customize E|

Toolbars | Commands | Keyboard |

Toolbars:
[ Mew... ]
Standard
[w]Wiews Bename...
[w] Entity ‘g
Metwork Interface Delete
Rezet...

Cloze

Customizing Toolbars

You can activate or deactivate toolbars, create new toolbars or remove existing toolbars using
the Toolbars Panel of the Customize dialog box. Active toolbars will automatically appear at the
top of the Console.

To add or remove commands from a toolbar, click on the Commands tab of the Customize dialog
box. Use drag-and-drop to add or remove specific commands from an existing toolbar.

Adding commands to a toolbar
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Customize [E

Toolbars | Commands |Ee~;.-'|:u:uaru:||

To add a command ko a toolbar: select a cateqory and drag the
cormmand ouk of this dialog box ko a toolbar,

Cateqgories: Commands;
| e Wgrks ace
View D;, pace...
Modules (@ Open‘Workspace. .,
Tools

Help Close Workspace

Search Modules
all Cormmands

Built-in Menus Properties
Mew Menu

Delete Warkspace., .,

Exit

Close

Customizing Keyboard Shortcuts

You can navigate through Core Impact using your keyboard and you can assign custom

keystrokes to many of Core Impact's basic navigational features using the Keyboard tab of the

Customize dialog box.

Customizing keyboard shortcuts

Customize

| Toolbars || Commands | Keyboard |

Category
| File W |
Commands: Key assignments:

Cir=+W hzsion
Open Workspace... ——
Close Workspace I

Delete Waorkspace. ..

Properties
Exit Reset Al

Press new shortout key:

Description:
Creates a new Workspace.

There are several default keystrokes already set up when you install Core Impact:
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« Create new workspace = Ctrl + W

o Open workspace = Ctrl + K

« View entity properties = Ctrl + Shift + P
o View executed modules = Ctrl + Shift + X
o View modules = Ctrl + Shift + M

« View quick information = Ctrl + Shift + Q
o View module log = Ctrl + Shift + L

o View module parameters = Ctrl + Shift + A
« View module output = Ctrl + Shift + O

o Open options = Ctrl + E

e Search modules = F5

To use the Keyboard tab and customize your keystrokes, use the following sections of the
properties box:

Category

Commands are grouped into categories (such as Edit or View) which correspond with the Main
Menu and the Toolbar.

Commands
The actions you can perform using the keyboard command.
Key assignments

Used to assign new keyboard shortcuts or remove existing ones. Commands can have multiple
keyboard shortcuts.

Press new shortcut key

Changes the keyboard shortcut for any command.
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CVE and Core Impact

The Common Vulnerabilities and Exposures (CVE) is a reference of standardized names for
vulnerabilities and other Information Security exposures. The goal of CVE is to standardize the
names for all publicly-known vulnerabilities and security exposures.

About CVE Compatibility. A "CVE-compatible" tool (Web site, database, or service) is one that
uses CVE names in such a way that it can cross-link with other repositories that also use CVE
names.

Within Core Impact , CVE names are used to uniquely identify the vulnerabilities exploited by
each attack module. When the Quick Information Panel displays information about the currently
selected attack, it includes an overview of the Properties and several sections including
Vulnerabilities, Description, Supported Systems, etc.

Quick Information Panel

Quick Information B

7} OpenBSD IPv6 mbuf Remote Exploit
Properties  Vulnerabiities  Descripion ~ Parameters  Supported Systems  Services  Special Comments  Additional Information

Brief This module exploits & buffer overflow vulnerability in the OpenBSD kemel: the exploit uses fragmented ICMPYE packsts to take
complete control of a target system

Category Exploits/Remote.
Author Core Security Technologies
Version 184008

Warning This exploit may hang the target machine.

Agent Note The agent installed by this exploit runs with administrative privileges

The CVE name on the Vulnerabilities tab is also a link which takes you to the CVE web site for
industry-derived information on the vulnerability.

Quick Information Panel

Quick Information B

OpenBSD IPv6 mbuf Remote Exploit
Properties  Vulnerabiliies ~ Description ~ Parameters  Supported Systems  Senices  Special Comments  Additional Information

d Published IAVA
CVE-2007-1365 3102007

You can also search for attack modules by CVE name. To find all attacks related to a specific
CVE name, select the CVE search criteria in the Search box in the Modules Panel and enter the
desired name in the text box.

Modules Panel - Searching by CVE Name
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Modules ox

Fa

All i
Application

B

Category
Marne

SERViCES

Supported Systerns
FATSE

See Searching for Modules for more information on how to search for modules using the
Search box on the Modules Panel.

For more information regarding CVE, refer to the official CVE web site at http://cve.mitre.org.
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Core Impact Underlying Technology
Agent Technology

Agents are a critical component of Core Impact's architecture because they provide the
functionality to execute code in the form of modules, either locally or on other agents. The
following sections describe the key underlying technology employed by Core Impact agents.

The ProxyCall Interface

Every module execution in Core Impact is associated with a source agent, the default agent that
the module uses to interact with the operating system (OS). The interaction between the agent
and the OS is achieved using the ProxyCall Interface, a common interface for all platforms. The
ProxyCall Interface abstracts the operating system's user-mode services using syscalls for UNIX
and Win32 API functions for Windows. This common interface makes Core Impact's modules
available in all platforms where a ProxyCall implementation exists. A ProxyCall implementation
provides the module with one function call for each available syscall in the underlying OS and a
mechanism to call arbitrary syscalls if needed.

For example, the gethostname () syscall is part of this common interface. In a UNIX ProxyCall
implementation the gethostname () call is translated in its corresponding syscall into the OS's
kernel. In a Windows implementation it is translated into a call to the gethostname () function
within the wsock32.dll dynamic library.

There are two main branches in the ProxyCall hierarchy:

e UnixProxyCall and ProxyCallv2 for Unix, provide services for marshalling calls to
any system call supported by the underlying UNIX-like OS. These calls are sent directly
into the system kernel.

e WindowsProxyCall and ProxyCallv2 for Windows, provide services for marshalling
calls to any DLL entry-point function by first dynamically loading the library into the
process space of the agent using the LoadLibrary call, then obtaining the offset of the
desired function in the loaded library using the GetProcAddress call, and lastly jumping
into it.

Python

Core Impact 's Console uses a Python Virtual Machine (see http://www.python.org/) to run
modules. The only significant difference between the typical Python VM distribution and the
one distributed with Core Impact is that Core Impact 's VM uses the ProxyCall Interface to
implement all of Python's system services.

This means that:

o Python's file object uses the ProxyCall Interface for all its functions.
« Python's socket object uses the ProxyCal1l Interface for all its services.
« Basic OS services implemented in the sys and os modules use the ProxyCall Interface.
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A Python script that is typically used to open a socket will open a ProxyCall socket when run
inside Core Impact . (This is why Core Impact modules do not look significantly different from
typical Python code.)

SysCall Proxying

If a ProxyCall implementation forwards the call to a remote server instead of directly calling
the underlying OS syscall, remote execution will be simulated. Whenever a module is run by a
remote source agent, all the module's calls into the ProxyCall interface are forwarded to a
remote ProxyCall server. This is known as SysCall Proxying.

The following example describes how SysCall Proxying works:

1. A module is executed using a remote agent deployed in host victim.
2. The module calls the gethostname () from the agent's ProxyCall interface.

3. The function marshals its arguments into a structure that is specific to the remote
system's OS and generates a remote call into the ProxyCall server running in the
victim host.

4. The server in victim calls the real gethostname () function in victim's operating system,
marshals the result, and sends it back to the client.

5. The client ProxyCall implementation returns the results to the module.
6. The module prints the gethostname () results to the console as if it was running in
victim.

Inside Core Impact's architecture ProxyCall servers are implemented as target-dependent
assembly code. Optimized for size, these tiny SysCall servers are the basic component of
agents.

Using a SysCall server as payload for an exploit also makes the task of customizing a shellcode
unnecessary. Once the remote agent is up and running, further syscalls can be executed in the
remote system.

The following example describes how this works:

1. An attack module that exploits a vulnerability in a ftp daemon succeeds and installs an
agent.

2. You connect to the newly deployed agent and realize that you are inside a chroot jail.
3. You select the new agent as source and run a setuid module and a chroot breaker module.
4. The agent is freed from the chroot jail.

The successful completion of the process described above would typically require the exploit
developer to change the exploit's shellcode to accommodate the change made in step 3. It
would also depend on the user successfully exploiting the vulnerability again, which might not
be possible.

For a comprehensive explanation of Syscall Proxying, refer to "Syscall Proxying - Simulating
Remote Execution" by Maximiliano Caceres.
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About Agents

Core Impact agents can multi-task (run multiple modules) and have a Secure Communication
Channel. Once deployed, they can provide all system calls and arbitrary code execution on
platforms with built-in stack protection. Local agents use Python Virtual Machine and local
Syscall implementation embedded in the console connected to the database.

The following table lists the platforms that agents support.
Agent-supported Platforms
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Platform

Ubuntu Linux 5-14 (x86 / x86-64)
RedHat Linux 6, 7, 8, 9 (x86)

Red Hat Enterprise Linux AS 3, ES 3, WS 3, AS4,ES 4, WS 4, AS 5,ES 5,
WS 5,AS 5.1, ES 5.1, WS 5.1 (x86)

Mandrake Linux 7.1, 7.2, 8, 8.1, 8.2, 9, 9.2, 10 (x86)
Mandriva Linux 2006, 2007, 2008.1 (x86)
Linux Fedora Core 2 - 10 (x86)

Linux Fedora 7 - 8 (x86)

SuSE Linux 7-9.3 (x86)

OpenSUSE 10.1-2 (x86)

SUSE Linux Enterprise 10 - 11 (x86)
OpenBSD 3.5 - 3.9,4.0 - 4.9 (x86)
Windows 10 (x86 / x86-64)

Windows 8.1 (x86 / x86-64)

Windows 8 (x86 / x86-64)

Windows 7 (x86 / x86-64)

Windows 2012 R2 (x86-64)

Windows 2012 (x86 / x86-64)
Windows 2008 (x86 / x86-64)
Windows 2000 (x86)

Windows XP (x86 / x86-64)

Windows 2003 (x86)

Windows Vista (x86 / x86-64)

Mac OS X 10.9.x (Mavericks) (x86-64)
Mac OS X 10.10.x (Yosemite) (x86-64)
Mac OS X 10.11.x (El Capitan) (x86-64)
Mac OS X 10.6.x - 10.8.x (x86-64)
Mac OS X 10.4.6 - 10.4.11 (x86)

Mac OS X 10.5.0 - 10.5.2 (x86)
FreeBSD 5.5 - 7(i386)

Cisco 2611XM

Cisco 2811

Cisco 2911

Cisco 3640

Cisco 3725

The following table compares the functionality and attributes of the different deployment types
of Core Impact agents. Because the communication channels available to agents are dependent
on privilege level, the table includes both agents and agents running "as root". Note that some
agent functionality listed below (such as sniffing and IP spoofing) is dependent on the presence
of optional product plug-ins.

Agent Functionality and Attribute Comparison
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Category Talillt‘!’- Crypto? éeMng? Sniff? Srllgt?)f Persistent Féﬁ:lll
Agent yes yes no no  no no yes
Agent as root / Administrator yes yes yes no no yes yes
Agent + PCAP as root /
Administrator yes yes yes yes yes yes yes
Local Agent yes N/A yes yes yes N/A (yes) no

Agent Auto Injection

In certain situations, the process in which the agent is currently executing has a limited lifetime.
For instance, when exploiting client side vulnerabilities in Internet Explorer (IE), it is fairly
common for |E to stop responding. This situation typically causes the user to re-start IE, thereby
killing the deployed agent. Similarly, if the user finishes using the application that was exploited
he or she might close it, once again killing the deployed agent.

To accommodate these cases, Core Impact includes functionality to allow the agent to escape to
an alternate process in the exploited host after successful exploitation. This functionality is
known as agent auto injection.

Technical Details

Agent auto injection is implemented within the exploitlib library in the agentEscape()
method. This method runs right after a client-side exploit has added the agent to the database.
The agentEscape() method:

1. Enumerates running processes on the compromised host.

2. Searches for the PIDs of explorer.exe by default.

3. Injects a new agent into the process found in the previous step. This new agent connects
directly to the source agent (i.e., it doesn't chain with the existing agent) using the same
connection method used by the original agent ("HTTP Tunnel" in client-side exploits).

4. Disconnects and terminates the original agent once a connection with the second agent is
established.

As mentioned in step 2, the agent will search for explorer.exe by default. This is specified
within the exploit.py file located in
$ProgramData%\IMPACT\components\modules\exploits\site-
packages\impact\exploitlib, and can be edited to include any other preferred
destination processes.

The list is defined within the escapeToProcess attribute in the Exploit.__init__() method as
follows:

self.escapeToProcesses = [ 'explorer.exe', 'svchost.exe',
iexplore.exe' ]
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If you escape to a system process, the agent will not be able to determine the local user's proxy
settings (if needed).

Communication Channels

Core Impact's agents communicate using communication channels. Channels provide reliable
communication between two agents and, in some cases, data transformations such as encryption.

Different channel implementations are available depending on the network scenario. You must
decide which channel to use for communication with an agent before you deploy the agent. This
decision is typically made when you set parameters for an attack module (a module that will
eventually deploy an agent) or when you set parameters for the deployment of an agent. In
addition to selecting the channel, you must also set channel-specific parameters.

A special channel called Crypto is available that provides data encryption and session
authentication (see Crypto Channel). This channel is usually layered on top of another transport
channel that provides the actual communication.

Allowing for broad testing capabilities, Core Impact will function across IPvé backbone
networks. In the case of dual-stack systems, Core Impact will automatically use only the IPv4
stack for security testing. All Internet services from Core Security to Core Impact, such as
product activation and updates, will remain IPv4 based.

TCP Channel

The TCP Channel provides communication using the underlying OS TCP sockets. You can set up
a TCP Channel from the source agent to the target, or from the target to the source agent. The
latter option is useful for scenarios where packet filtering disallows inbound connections and
only allows outbound connections. Depending on the vulnerable application, it is sometimes
possible to reuse an existing TCP connection as an agent communication channel. In attack
modules, this behavior is typically configured with the Agent Connection/CONNECTION
METHOD parameter.

HTTP/s Connect Channel

This feature is now used by default by every client-side exploit when using the "Connect from"
agent connection method. It can be overridden on a per-exploit basis if an alternate method is
preferred. The HTTP/s Connect Channel enhances the regular TCP channel (using "Connect
From") by allowing agents in Windows hosts to use the CONNECT method from the HTTP 1.1
protocol to connect back to the current source agent (usually the console) through a proxy.

A typical use scenario for this feature would be an external penetration test where the tested
workstations can only browse the Internet through a proxy.

Technical Details

Proxies that support the CONNECT command allow for tunneling any arbitrary TCP connection
through the original HTTP connection.

To start communication, the agent sends the following command to the proxy:
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I CONNECT host:port HTTP/1.0

The proxy then connects to the indicated host and port and, if the connection is established,
responds with the following:

HTTP/1.0 200 Connection established

After receiving this response, the agent can use the same open socket as if it were directly
connected with the host. The proxy will then transparently forward all data in both directions.

Configuration

The agent code auto-detects proxy settings by reading Internet Explorer's (IE's) configuration for
the active user. Settings include the proxy's address, listening port, and if necessary
authentication information (username and password).

If the connection fails, the agent defaults to the Connect From connection method and attempts
to connect back directly to the current source agent.

Known Issues and Limitations

o Agents connecting back using a proxy will appear in the Entity View within a host with the
proxy's |IP address (instead of the actual host's address).

o Most proxies only allow tunneling port 443 (HTTPS). If Agent Connection/PORT is
not 443, the proxy will probably deny the connection. Because of the single connection
limitation mentioned above, client-side exploits have a default Agent
Connection/PORT of O, which indicates a random port within the valid range (usually
40001 to 60000, but depends on NAT preferences).

o The current payload for this connection method only supports reading IE's configuration
from the registry. If the user is not using IE or if |IE is not configured correctly, the
connection method will fail and default to Connect From.

o Proxies usually keep activity logs which include activity related to the CONNECT
command. It is reasonable to assume that the source agent's address will be recorded in
this log.

Notes for Exploit Developers

To force the activation of this connection method, set the egg's "WebProxyTunnel" parameter to
"yes." Set the same parameter to "no" to force deactivation. Additionally, it is possible to hard-
code the proxy configuration within the exploit, reducing the payload's final size by excluding the
auto detection code. To hard-code the proxy's address and port set the "proxy_ip" and "proxy_
port" parameters to the desired values.

For example, to force this connection method in an exploit hard coding the proxy address to
192.168.1.1 port 80 you can use the following code:

self.egg['WebProxyTunnel'] = 'yes'

self.egg['proxy ip'] = '192.168.1.1'
self.egg['proxy port'] = 80
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The implementation for this connection method can be found in the WebProxyTunnelEgg.py file
located in the $ProgramData%\IMPACT \components\modules\classic\site-
packages\impact\LibEgg folder.

HTTP Tunnel Channel

The HTTP Tunnel Channel provides communication using the HTTP protocol. Core Impact
agents can use this communication channel to connect through an HTTP proxy verifying the
presence of a valid HTTP communication.

A typical use scenario for this channel would be an external penetration test where the tested
workstations can only browse the Internet through a protocol validating proxy.

Technical Details

Similar to agents using the HTTP Connect channel (see HTTP Connect Channel), these agents
will automatically get connection settings from Internet Explorer.

Agents use GET requests to read data from the console and send data back using POST
requests. These requests use "application/x-www-form-urlencoded" as their MIME Content-
Type. In order for communication through a proxy to succeed, the proxy has to allow GET,
POST, and the "application/x-www-form-urlencoded" Content-Type.

If the proxy is filtering "application/x-www-form-urlencoded" content, the agent will not be able
to communicate back to the console. This situation should be rare, as this content type is used
by regular web forms.

Exploits implementing this method use a helper module called "HTTP Tunnel". This module
translates between HTTP and the agent protocol in a manner that's transparent to the user.

HTTP Tunnel components

Corepl:gpacl }q—bH'I'I'P Tunnel)(—h HTTP Proxy H Agent

Agents using this method will first connect with their configured HTTP proxy (using IE's proxy
settings) and then request an HTTP URL from the HTTP Tunnel. Upon receiving the request,
the HTTP Tunnel will translate the HTTP request to the ProxyCall interface and send it to the
Core Impact Console.

Crypto Channel

The Crypto Channel provides data encryption and session authentication. Key agreement for
communication is performed using RSA and encryption is performed using 256-bit AES.

Each Core Impact workspace has a public-secret-key pair which is used for key agreement in
Crypto Channels. Each agent packaged with Crypto will have a copy of the workspace's public-
key which will be used to authenticate the Console. This means that only the Console containing
the workspace that created the agent will be able to connect to it.
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DNS Channel

The addition of the new DNS Channel payload into Core Impact increases the success rate of
client-side exploit attempts by using the DNS protocol. DNS provides a number of advantages
over other protocols as a communications channel. Most remote exploitation attempts via client-
side vulnerabilities aim to attack workstations. Workstations are almost always pre-configured to
use an internal DNS server, and this internal DNS server is almost always configured to relay
DNS requests for external domains out to the Internet. This means that most internal networks
are vulnerable to DNS channeling attacks. Core Impact now leverages this common security
design flaw to tunnel the Core Impact agent communications out of the target network and back
to the Core Impact host.

DNS also does not require authentication and typically does not need to bypass security controls
such as web content filters, whereas HTTP channels often do. Reverse TCP payloads also rely on
outbound firewall rules to be mis-configured, and combined with the probability of guessing the
open outbound port, the likelihood of the success rate for this payload is reduced dramatically.
The new DNS Channel payload is able to bypass all of these security controls in order to escape
the internal network. This is an important advance within Core Impact since it means that the
chance of successful exploitation is much higher when using the DNS Channel payload, leading to
more reliable exploitation. The DNS Channel payload is also smaller than other payloads within
Core Impact, allowing it to fit within more exploits without necessarily having to rely on slower
more complex techniques such as egg hunters.

Once the agent is installed on the target system, all of the communications back to Core Impact
are performed over DNS. All of the features available within the Core Impact agent are made
available via the DNS protocol, including an interactive shell, taking screenshots of the victim
machine, and installing the pcap plugin to sniff and download network traffic.

There are ways to protect against this type of attack, such as implementing a Split DNS
Architecture that will allow organizations to prevent DNS requests from exiting their internal
network. This would prevent the DNS probes from leaving the organization and reaching the
Core Impact host. Most organizations do not currently use Split DNS (except for larger, more
security-aware organizations) and, therefore, this attack has an extremely high success rate.
Network IDS systems could also potentially be configured to detect trends of multiple large DNS
requests to a single domain.
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Contact Core Security
Sales Support

For all Sales inquiries, including purchasing new licenses or license extensions:

Phone: (678) 304-4500

<sales(@coresecurity.com>

Product Support

Product support for active customers is provided Monday - Friday, 7AM - 7PM US Eastern
Time.

Phone: (678) 304-4485

<supportl@coresecurity.com>

Customer Portal

To access the Customer Portal, go to http://www.coresecurity.com, navigate to Support, then
click Customer Portal.

C®RE

SECURI

1000 Holcomb Woods Parkway, Suite 401
Roswell, GA30076
USA
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