
 
 
 

 Instructions to Access CORE IMPACT lab in the AWS Cloud  

 
Using Remote Desktop, remote desktop into the Core Impact machine, please use following credential : 
Username : ImpactUser 
Password : <will be given to you by our se> 
 

File to assist Core Impact test in AWS lab 
Open Systems INFO file in Desktop. The file consists of all information required to conduct Network 
Testing, Web Application Penetration Testing and Client side Penetration Testing. 

 

 



 
 

Starting Required Services After Connecting to your Core 
Impact System  
Once remote desktop successfully to your Core impact system, please go to Desktop, right click 
axiMonitor -Shortcut, click Run as Administrator 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

Click on the “Core Impact” icon which is listed on the desktop which will bring you into the IMPACT 
dashboard as shown below.  

 

 
 
 
 
 
 
 
 
 
 
 
 



 
 

NETWORK TESTING 

Now, you are ready to start using use Core Impact. Create a new “Blank” workspace on the left hand 
menu in the dashboard and walk through the wizard. A new workspace is created and shown below.  

 

 
 

To begin a simple Network Information Gathering, select step # 1 from the Rapid Penetration Test (RPT) 
on the upper left hand window. Select all defaults when proceeding through the wizard. The results of 
the gathering is listed below. However, due to within AWS lab, there is a restriction in performing 
Network Discover – ARP scan. We had created a custom module to perform network information 
discovery on Vulnerable Systems in this lab environment.  



 

 

 

To use alternate module to perform network information gathering in this lab environment, please go to 
Modules tab, run Custom IG Macro by double clicking the module and click Ok to run the module.  

 

 

 

 



 
 

Once Network Information Gathering completed, you can view activity logs in Executed Modules tab 
and also discovered systems in this lab under Network tab, as shown below : 

 

Once the Hosts have been identified and the 1st step completes, Click through the hosts to see some of 
the information available on them.  



 

 

 

Next select step #2, the attack and penetration in the RPT  

Choose all hosts discovered (if you drag and drop step 2 to the target(s) they will automatically be 
selected.  

 
 



 
 

Click Next  

When presented with the Attack Method Select both check boxes  

 
 

Leave the default options. Select both options highlighted below.  

 
 

 

 



 
 

 

Click Next and leave the default option without checking any advanced Network attack options, and click 
Finish. 

  

(However, you can individually check the option to see each advance option settings.) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

Multiple agents will be placed on the targeted systems indicated that a vulnerability exists. This agent is 
injected into the memory space of the service that is exposed. This will now give you the option of 
interacting through the agent by “right clicking” on the agent affords you several options including but 
not limited to opening a shell, getting screen shots and browsing files. All of this will be communicated 
from the agent to the IMPACT console using AES 256 bit encryption.  

You can view each executed Modules activity logs under Executed Modules tab.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 

Step #3 in the RPT will allow for local information gathering such as getting network information, 
gathering email addresses and credentials.  

 
 



 

 

 

If you would prefer to interact with the individual modules:  

Click on the lower left hand side that says Modules.  

Then click on the Information gathering Folder>Local  

Here are a few modules that you can drag and drop to get more information from a compromised 
system. The highlighted ones indicate the one that can be used on the selected agent on compromised 
system.  

Information on the modules and exploits can be seen in the quick information Panel at the bottom 
center 



 

  

 

 

Step # 4 will escalate privileges based on user access to printer drivers, graphic drivers, etc....Feel free to 
run this step against all the system with agents. Not all compromised systems start out with full access.  



 

 

Agent color indicator will indicate type of privilege which agent has. Current screenshot below showed 
the agent with yellow indicator only has regular user privilege 

 

 

Select which Agents to escalate privilege, click Next and Finish to run Privilege Escalation Exploits on 
compromised systems 

 
 
 
 
 
 



 
 

If you escalated any system successfully you can use them as a source agent and pivot off this agent. 
Simply “right click” and select “set as source.” If you identified another network in the local information 
gathering (Step #3) then you can use this source agent to pivot into that network.  

 
  
 
 
 

 

 

 

 

 



 
In addition to this there is 1 Windows Client called WIN12377 that gets compromised. If you right click 
the system and run Mimikatz, you will get the windows credentials dump information from the system.  

 
 

 

 

 

 

 

 

 

Here is what it should look like:  



 

 

Once that is done select the Identities>All folder in as shown below and all the captured Identities will 
be displayed. These identities gathered can and will now be used against other systems.  

 
 

 

Select Step 2. Attack and Penetration on Domain Controller – FREEFLYDC, as screenshot attached. 



 
Choose only Identity modules attack. Leave other options DEFAULT. Check “Identify verifier attack 
method” under Network Attack Setup. Choose Known Identities in next screen so that Core Impact will 
use discovered identity information to exploit and gain access to Domain Controller – FREEFLYDC 

 

 

 

 



 
 

 

 

 

Leave other options as Default options and click Finish. You will see agent deployed in Domain Controller 
once exploit successful, as shown below. 



 

 

 

 

 

If you escalated any system successfully you can use them as a source agent and pivot off this agent. 
Simply “right click” and select “set as source.” If you identified another network in the local information 
gathering (Step #3) then you can use this source agent to pivot into that network.  

 
 



 

 
  
 
 
 
 
Go to Network RPT – Step 1. Information Gathering, perform information gathering on 
192.168.220.0/24. You will successfully pivot to deeper internal networks via domain controller machine 
which is dual home. 
 



 

 
 
 
 
 
 

 

 

Select Step 4, Privilege Escalation attack on agent belonged to UBUNTU server to gain privilege access to 
this system 



 

 

To perform manual testing, select 192.168.123.22 system. Go to Modules tab, and filter exploits by 
typing application name – Proftp. Run module – ProFTPD Remote Backdoor Command Execution Exploit 
to 192.168.123.22 system by pulling the module to the system. 

 



 

 

 

 

 

After exploit successful, you will able to gain privilege access to 192.168.123.22 system. 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Once the evidence has been obtained all that is needed is the cleanup and report generation. Step #5 in 
the RPT will cleanup and remove all agents and then step #5 will allow for a choice of reports.  

 



 

 

In the latest version of IMPACT you can actually customize the reports from the wizard and download 
the XLS version to edit it under Step #6 in RPT. Below are some of the ones you can do this to. 

 

 

Here is an example of a Network Vulnerability report generated from IMPACT.  



 

 

 

 



 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

Web Application Testing 

Core IMPACT AWS lab allows for testing a custom web application identified as 
http://www.mycorp.com/mutillidae 

You will be required to switch to the Web Applications RPT tab as indicated below.  



 

 

Once in the Web Attack Vector you can start by running the Web Apps Information Gathering in Step #1 
of the RPT. Create a scenario called “MUTILLIDAE” and accept all defaults. Under Automatic web 
crawling, please enter following URL : http://www.mycorp.com/mutillidae 



 

 

 

 



 

 

 

Check “use session management in your website” under Automatic Crawling options.  

 

 

Select Form-based and enter username/password which are samurai/samurai  



 

 

 

Click Next until Web Services Discovery Options.  

Check “Append ‘?wsdl’ to every found UR” option. Select SOAP WS-Security and enter samurai as 
username and samurai as password 

 

Once the scenario is created and the crawling process has started you will see multiple pages in the 
main view as shown below.  

 



 
 

 

 

Once you have your pages in view you can begin by running the “web apps attack and penetration” in 
step #2 of the RPT. You can “double click” on this option or “drag and drop” onto the scenario or 
referrer pages. Select only A1, A4, and A7 for injection, XML web services and XSS and the remainder of 
all defaults. The results will yield “logical” web agents on each vulnerable page as shown below.  



 

 

 

 

 



 

 

All of the above agents can be leveraged to gain additional information such as getting the DB schema, 
Logins or DB version. Simply “drag and drop” the highlighted module onto the logical agent  

 

 

 

 



 
You now have the ability to leverage that vulnerability and challenge the Web Application Firewall 
(WAF) by attempting to deploy and OS Agent via the vulnerable web application. Simply “drag and drop” 
the “install OS agent using OS Command Injection” module onto the OS Command Injection agent as 
shown below.  

 

The result will be as shown an OS agent deployed from the OS Command Injection agent and we end up 
back onto the network with the OS deployed onto the windows server hosting the web application  



 

 

All that is required now is to run reports as no cleanup is required on a logical agent!  

 

Here is an example of a Web Application Vulnerability report generated from IMPACT.  

 

 

 



 
 

 

 



 

 

 

 

 

 

 



 
 

Client Side Penetration Testing 

Click on the TAB labeled Client Side RPT, this brings you into the Client Vector in the workspace.  

Select Step 1. Information gathering, choose “Import from file”, select emails.csv from Desktop 

 



 

 

 

 

Under Step 2 – attack phase, select Phishing, under Web Page Redirect, type 
http://www.gorillacorp.com/OopsPage.html .This can be a security awareness website whereby users 
will be redirected to a site that notify users that they had been phished and will received an email soon 
to attend security awareness training programme. There is option to clone web page whereby Core 



 
Impact will host and impersonate the web page entered, customer submitted form data including 
username & password can be captured by Core Impact under this cloned web page 

 

For the From: column email, choose itsecgroup@gorillacorp.com For the To: column email, choose 
morty@gorillacorp.com   

 

You can choose the email template or upload your own email template  



 

 

 

1. Select mail sending options and put 192.168.123.200 as the smtp server. User as postmaster, 
password is ImpactUser 

 



 

 

Checked Executed Modules log to make sure email was successfully sent 

 

 

 

 

 



 
2. Activity log will show that users had not viewed or clicked any link in the email. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
Go to Email Client to test phishing email. 

Go to Windows Search -> type mstsc . Select Remote Desktop connection. 

Type ip address 192.168.123.140. Login into the email client with following username and password 

Username : morty 
Password :P1ckl3R1ck! 

Open Mozilla Thunderbird email application in Desktop after login 

 

When the email has arrived open it and take a look at an email borne attack through the eyes of a 
victim.  

1. You will notice there is an email with a link in it, click on it. A browser will open and redirect to 
an IT Security Team warning site. 

 

 

 



 

 

 

2. After clicking on the link, refer back to your IMPACT console. The executed modules pane will 
display if phishing is successful.  

 

 



 
Under Browser fingerprint, there is information such as plugins available on client browser to plan for 
your next client side attack, which is sending exploit through email. If sending exploit through email is 
successful, a Memory Resident OS Agent will be reflected in association with the IP address of the user’s 
system in the Network View. At this time it may be desired to interact with the OS Agent via the use of 
the Local Information Gathering wizard, Shell, Browse Files options, or to consider setting the OS Agent 
as a Pivot Point to perform testing against other systems in the network the user’s system resides 
within.  

 

 

 

 

 

 

 

 

 

 



 
Here is an example of Client-side Phishing report generated from IMPACT.  

 

 

 

 

 



 

 



 

 

This completes the basic usage of the Core Impact. There are many other modules and tests that can be 
used, please feel free to continue and try other modules and not use the RPTs to get a feel of how you 
can customize the tool yourself. Under the file>modules area you should see the option to create a 
Macro, feel free to utilize this Wizard to run your own automated steps.  

 

If you have any further questions or issue, your Sales Engineer should be able to assist.  

 


